Technical Guide AV Allied Telesis

Getting Started with the Device GUI on UTM Firewalls

Feature Overview and Configuration Guide

Introduction

Allied Telesis Unified Threat Management (UTM) Firewalls are the ideal integrated security
platform for modern businesses. Our UTM firewalls have an integrated architecture built
on the AlliedWare Plus™ OS, bringing its verified and superior operation to the security
needs of today's networks. As well as Allied Telesis' advanced feature set, and powerful
VPN connectivity options for remote network access, the firewalls utilize best of breed
security providers, for up-to-the-minute protection from all known threats.

This guide covers the following products:

m the AR-Series UTM Firewalls (AR3050S, AR4050S, and AR4050S-5G)
m  the 10GbE UTM Firewall

m  the AR4000S-Cloud.

The 10GbE UTM Firewall is a virtualized version of the UTM Firewall that can be run on the
Vista Manager Network Appliance (VST-APL).

The AR4000S-Cloud is a virtual router product that provides functions such as VPN and
firewall that can be run in an Amazon Web Services (AWS) cloud environment or Microsoft
Hyper-V virtual environment.

What information will you find in this document?

The Device GUI provides graphical management and monitoring for switches, UTM
firewalls, and VPN routers running the AlliedWare Plus operating system.

This guide shows how to configure a UTM Firewall using the Device GUI. You can use the
Device GUI to setup the firewall and configure entities (zones, networks and hosts). You
can then create the firewall NAT and traffic-control rules for managing traffic between
these entities.

Allied\Ware Plus”
OPERATING SYSTEM
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You can enable, configure, and customize advanced firewall features such as Application control
and Web control. For an even more comprehensive security solution, you can configure threat
management features such as Intrusion Prevention, Malware protection, and Antivirus.

The GUI also supports a number of other features such as interface, VLAN, file, log, and wireless
network management, as well as a CLI window and a Dashboard for network monitoring. The
Dashboard shows interface and firewall traffic, system and environmental information, and the
security monitoring widget lets you manage which security features are enabled, as well as
providing statistics. The top 10 applications and top 10 categories widgets indicate which
applications are consuming the most firewall bandwidth. You can configure rules in response to this
monitoring.

You can configure the complete AlliedWare Plus feature-set by utilizing the built-in industry standard
Command Line Interface (CLI) window within the Device GUI.
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Products and software version that apply to this guide
This guide applies to:

m all AR-Series UTM Firewalls running version 5.4.7-x.x or 5.4.8-x.x or later. Supported models
include the AR3050S, AR4050S and from version 5.5.1-1.3 onwards for the AR4050S-5G.

m the 10GbE UTM Firewall, running version 5.5.1-2.x or later. This is supported running on the Vista
Manager Network Appliance (VST-APL).

m the AR4000S-Cloud, running version 5.5.2-2.x or later. This is supported running on the Amazon
Web Services (AWS) cloud environment or Microsoft Hyper-V virtual environment.

Feature support may change in later software versions. For the latest information, see the following

documents:

B The product’s Datasheet

®m The AlliedWare Plus Datasheet

B The product’s Command Reference

These documents are available from the above links on our website at alliedtelesis.com.

Related documents

You also may find the following AlliedWare Plus Feature Overviews useful:
m Firewall and Network Address Translation (NAT)
m  Advanced Network Protection

This document describes the Advanced Network Security features on the AR4050S, AR4050S-
5G and AR3050S, how to configure them, and the logging available for:

m Intrusion Prevention System
®  Anti-virus

m  Malware Protection

m |P Reputation

m  Web Control

m  URL Filtering

It also provides information about: choosing a firewall and features to meet the security and
performance needs of your network using Unified Threat Management (UTM) Offload with the
AR4050S for sharing the processing load with a second physical or virtual device.

To configure an Allied Telesis VPN Router or switch using the Device GUI see the following guides:
B Getting Started with the Device GUI for VPN Routers Guide

B Getting Started with the Device GUI on Switches
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https://www.alliedtelesis.com/documents/firewall-and-network-address-translation-feature-overview-and-configuration-guide
http://www.alliedtelesis.com/userfiles/file/Web_Control_Feature_Config_Guide.pdf
http://www.alliedtelesis.com/userfiles/file/Web_Control_Feature_Config_Guide.pdf
https://www.alliedtelesis.com/documents/advanced-network-protection-feature-overview-and-configuration-guide
http://www.alliedtelesis.com/documents/getting-started-vpn-firewall-gui
http://www.alliedtelesis.com/documents/getting-started-device-gui-switches 
https://www.alliedtelesis.com/library/search/doctype/datasheets-2491
https://www.alliedtelesis.com/datasheet/alliedware-plus
https://www.alliedtelesis.com/library/search/doctype/reference-guides-2436?search=command%20reference
http://alliedtelesis.com

For detailed documentation on wireless configuration, see:

B User Guide: Wireless Management (AWC) with Vista Manager mini.

10GbE UTM Firewall documents

The following documents contain additional information about configuring the 10GbE UTM Firewall
on VST-APL.

® 10GbE UTM Firewall Product Information Datasheet

m Installation Guide: Vista Manager Appliance (VST-APL)

B Release Notes: Vista Manager Network Appliance (VST-APL)
B Release Notes for 10GbE UTM Firewall

m  User Guide: Vista Manager Network Appliance (VST-APL)

AR4000S-Cloud documents

The following documents contain additional information about configuring the AR4000S-Cloud on
AWS.

®  AR4000S-Cloud Product Information Datasheet

m Installation Guide: AR4000S-Cloud on Amazon Web Services (AWS)
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https://www.alliedtelesis.com/datasheet/virtual-utm-firewall
https://www.alliedtelesis.com/install/vst-apl-06-and-vst-apl-10-vista-manager-appliances
https://www.alliedtelesis.com/configure/awc-with-vista-manager-mini-user-guide
https://www.alliedtelesis.com/nz/en/datasheet/virtual-utm-firewall/ar4000s-cloud
https://www.alliedtelesis.com/install/ar4000s-cloud
https://www.alliedtelesis.com/relnote/vst-apl-release-notes
https://www.alliedtelesis.com/configure/vst-apl-user-guide
https://www.alliedtelesis.com/relnote/release-notes-10g-utm-fw-553

Using the wizard to configure Internet and VPN
connections

This section describes how to use the wizard to setup an Internet and VPN connection.

#  Wizard

Vista Manager mini

Security

Licensed Features

Network Infrastructure

Network Services

User Management

System

Setup an Internet connection

Use the wizard to setup a router's WAN interface along with creating a basic configuration for a LAN.
There are three IPv4 methods available: DHCP, Fixed IP, and PPPoE, and two IP version methods
available: IPoE and V6 Transition (IPv4 over IPv6).

Once the wizard has run, the Setup Summary page displays the current configuration. You can
change other things in the GUI after having run the setup wizard, however if you choose to go back
and run the wizard again, all your previous configuration will be removed.

The configuration steps are as follows:

Step 1: Go to Wizard > Setup

Step 2: Start the Wizard
m Click the Start Wizard button.

®m If you don't have an Internet connection configured, you'll see a blank Setup Summary
screen.

m If you do have an Internet connection configured, then you’ll see those details displayed in
the Setup Summary screen. Click the Start Wizard button in that same screen to reconfigure
your current Internet connection settings:
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AL Allied Telesis

@ Dashboard

y.3

VPN

Vista Manager mini

Security

Licensed Features

Network Infrastructure

Network Services

» User Management

System

AR4050S

Setup Wizard

Setup Summary

Router Basic Configuration
WAN IP Address
LAN IP Address

Default Gateway

DNS Server

DHCP Server Configuration
DHCP pool name

Lease time

Target Subnet

IP Address range

AR4050S

eth1 10.34.180.100
vlan1 192.168.1.1

1034.1.1,
172.28.06

Step 3: Choose a connection method

B Select a method to connect to the Internet.

IPv4
DHCP
Fixed
FPPoE

IPv6
IPoE

W6 Transition

Select setup method x

©

Step 4: Configure the connection method

Up time: 2 Admin

The following section describes the configuration settings for each connection method.

Note: If you turn on the DHCP server, it will assign clients addresses that are in the same subnet as
the LAN interface’s default address. This will not work if you have changed the LAN interface’s
address. In that case, select OFF for DHCP Server and manually configure the DHCP server

from the Network Services menu after the Wizard is complete.
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IPv4 - DHCP Connection
Configure the IPv4 DHCP connection:

DHCP Connection X

WAN Interface ethl w

DNS Servers (Optional) Auto ~

DHCP Server OFF

WAN Interface Select the interface used to connect to the Internet, for example eth1.

DNS Servers Specify the DNS server to use for name resolution.

m |f you want DHCP to automatically obtain a DNS server address, use the default
Auto.

B [f fixed settings are required, click the down arrow on the right, click + Add DNS
Server, and enter the IP address of the DNS server.

DHCP Server Select:

B ON to operate the DHCP server function on the LAN-side interface of the device
and provide IP addresses etc. to the LAN-side terminals.

B OFF if you do not want to use the DHCP server function.

IPv4 - Fixed IP Connection

Configure the IPv4 fixed IP connection:

Fixed IP Connection x

IF Address

Default Gateway (Optional)

WAN Interface ath] -

DINS Servers (Optional) None v

DHCP Server OFF

IP Address Enter the IP address of the WAN-side interface.

Default Gateway Enter the IP address of the default gateway used to connect to the Internet.
WAN Interface Select the interface used to connect to the Internet.

DNS Servers Specify the DNS server to use for name resolution.

Click the down arrow on the right, click + Add DNS Server, and enter the IP address
of the DNS server.
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DHCP Server

Select:

B ON to operate the DHCP server function on the LAN-side interface of the device
and provide IP addresses etc. to the LAN-side terminals.

B OFF if you do not want to use the DHCP server function.

IPv4 - PPPoE Connection
Configure the IPv4 PPPoE connection:

PPPoE Connection x

Service Name (Optional)

Username

Password

WAN Interface

DNS Servers (Opticnal)

DHCP Server

eth W

Service Name

Username
Password
WAN Interface
DNS Servers

DHCP Server
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This is the PPPoE service name. You can usually leave it blank.

Enter the PPPoE service name only if your Internet service provider (ISP) has specified
it.

PPP user name. Enter the user name for the Internet connection notified by your ISP.
PPP password. Enter the password for the Internet connection provided by your ISP.

Select the interface used to connect to the Internet.

Specify the DNS server to use for name resolution.

m [f you want IPCP to automatically obtain the DNS server address when connecting
to PPPOE, you can leave it as the default.

W [f fixed settings are required, click the down arrow on the right, click + Add DNS
Server, and enter the IP address of the DNS server.

Select:

B ON to operate the DHCP server function on the LAN-side interface of the device
and provide IP addresses etc. to the LAN-side terminals.

B OFF if you do not want to use the DHCP server function.
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IPv6 - IPoE Connection

Configure the IPv6 IPoE connection. There are two tabs in this panel, SLAAC (Stateless Address
Auto-Configuration) and DHCPv6 PD (Prefix Delegation).

1. SLAAC number (RA method)

IPv6 IPoE Connection

WAN Interface

WAN Interface The interface used to connect to the Internet, for example eth1.

m  Click the drop down arrow to select the WAN interface.

m Click Next.

The following confirmation panel appears:

Confirm IPoE connection X

Router IPv6 Configuration
WIAN Interface
WAN IP6 Address Acquired

LAN IPv6 Address

eth
through SLAAC

autoconfig ethl

m Click Apply to continue.

2. DHCPv6 PD (Prefix Delegation)

IPv6 IPoE Connection x

DHCPv6 PD

WAN Interface

Prefix Name

WAN interface Select the interface used to connect to the Internet, for example eth1.

Prefix Name Enter a name to refer to the retrieved prefix.

B This is the IPv6 prefix name advertised on the router advertisement message
sent from the device.

B The IPv6 prefix name is delegated from the DHCPv6 Server configured for
DHCPv6 Prefix-Delegation.

C613-22078-00 REV Z
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m  Click the drop down arrow to select the WAN interface.
m  Enter a Prefix Name.

® Click Next

V6 Transition (IPv4 over IPv6)

Configure the V6 transition options. There are three tabs in this panel:

1. DS-Lite
2. IPv6
3. MAP-E

Sleet a tab, then click Next:

V6 Transition x
DS-Lite

1. DS-Lite tab
DS-Lite X
WAN Interface eth w
Tunnel IP
Tunnel Destination
DHCP Server OFF

WAN Interface Select the interface used to connect to the Internet.

Tunnel IP Enter the IPv4 adders for the tunnel interface.

Tunnel Destination Enter the destination address for packets sent over the tunnel.
DHCP Server Select:

B ON to operate the DHCP server function on the LAN-side interface of the device
and provide IP addresses etc. to the LAN-side terminals.

B OFF if you do not want to use the DHCP server function.
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2. IPv6 tab

There are two tabs here, SLAAC and DHCPv6 PD:

m |Pv6 - SLAAC

Configure the IPv4 connections with IPv6 IPoE connections (RA method) and IPv6 tunnels (fixed):

WAN Interface

Tunnel IP

Tunnel Destination

Suffix

DDMNS Server

DHCP Server

etn] W

WAN Interface
Tunnel IP

Tunnel Destination
Suffix

DDNS Server

DHCP Server

C613-22078-00 REV Z

Select the interface used to connect to the Internet.

Enter the address for the tunnel interface.

Enter the destination address for packets traversing the tunnel.
Enter the interface ID specified in advance by your ISP.

Use the dynamic DNS client feature to notify the update server of the IPv6
address updates.

B ON to operate the DHCP server function on the LAN-side interface of the
device and provide IP addresses etc. to the LAN-side terminals.

B OFF if you do not want to use the DHCP server function
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m |Pv6 - DHCPv6 PD

Configure IPv4 connections with IPv6 IPoE connections (DHCPv6 PD method) and IPv6 tunnels

(fixed).
IPv6 x
WAN Interface eth’ -
Frefix Name
Tunnel 1P
Tunnel Destination
Suffix
DDNS Server OFF
DHCP Server OFF
(=)

WAN Interface Select the interface used to connect to the Internet.

Prefix Name Enter a name to refer to the retrieved prefix.

Tunnel IP Enter the IPv4 address that you want to configure for the tunnel
interface.

Tunnel Destination Enter the end point (on-the-go device: operator router (BR)) address of

the delivery packet sent from the tunnel interface.
Suffix Enter the interface ID specified in advance by your ISP.

DDNS Server Use the dynamic DNS client feature to notify the update server of IPv6
address updates.
When enabled, the fields ‘DDNS update URL’, ‘DDNS user name’, and
‘DDNS password’ are displayed.

DHCP Server Select:

B ON to operate the DHCP server function on the LAN-side interface
of the device and provide IP addresses etc. to the LAN-side
terminals.

B OFF if you do not want to use the DHCP server function.

C613-22078-00 REV Z Using the wizard to configure Internet and VPN connections | Page 13



C613-22078-00 REV Z

3. MAP-E
Configure IPv6 IPoE and MAP-E IPv4 connections:

MAP-E X

WAN Interface eth1 v
Softwire Configuration Method (ﬂ"cp o
Softwire Configuration Name

IP Phone OFF

DHCP Server OFF

WAN Interface Select the interface used to connect to the Internet, for example eth1.

Softwire Configuration Method Select the softwire method: DHCP, Proprietary, or Static

Softwire Configuration Name  Enter a name to create a new soft wire configuration.

IP Phone Select:

B ON to use an IP phone. When enabled, the Prefix Name field is displayed.
B OFF if you do not want to use the IP Phone function.

DHCP Server Select:

B ON to operate the DHCP server function on the LAN-side interface of the
device and provide IP addresses etc. to the LAN-side terminals.

B OFF if you do not want to use the DHCP server function.

Step 5: Check and save the configuration

m Check your configuration is correct and click Next to continue.
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Step 6: Save the settings to the startup configuration

A summary screen of the connection status is displayed once the configuration save is complete.

B The contents set in the simple setting are stored in the running configuration and reflected in the
operation, but are not automatically saved in the startup configuration.

After confirming that there are no problems with the settings, manually save the settings to the
startup configuration using the Save button in the navigation bar.

You can run the wizard again to make changes to your connection method settings.

AL Allied Telesis

& Dashboard

»

C613-22078-00 REV Z

Vista Manager mini

Security

Network Infrastructure

Network Services

User Management

System

AR2050V

Setup Wizard

awplus Up time: A Admin

/

Setup Summary

Router Basic Configuration
WAN IP Address
LAN IP Address

Default Gateway

DNS Server

DHCP Server Configuration
DHCP pool name

Lease time

Target Subnet

IP Address range

eth1:

vlan:

Using the wizard to configure Internet and VPN connections | Page 15



Configuring a VPN connection

To configure a secure VPN connection, first make sure you have an Internet connection, and then
use the following steps:

Step 1: Go to Wizard > VPN
Step 2: Click the Start Wizard button
®m If you don't have an existing VPN connection, you'll see a blank VPN Summary screen.

m [f you do have an existing VPN connection, then you’ll see those details displayed in the VPN
Summary screen. Click the Start Wizard button on that same screen to reconfigure your current
VPN connection settings:

AV Allied Telesis ~ AR4050S AR050S  Uptime 2admn B
| Dashboard
. VPN Wizard
Setup ‘
sunvmafd

VPN Summary

Vista Manager mini

Tunnel Configuration
< Network MAP

Tunnel State Up
= Wireless Tunnel Name tunnelt
Tunnel Source eth1

Tunnel Source IP
Tunnel Destination

Mode gre

@ AMF Security mini

Protection Type IPsec

Security

Licensed Features

Step 3: Enter the VPN connection information

VPN Connection x

Tunnel IP

Tunnel Source eth w

Tunnel Destination

Tunnel Local Name (Optional)

Tunnel Remote Name (Optional)

Crypto Preshared Key

Destination LAN (Optional)
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Tunnel IP Enter the IPv4 address of the tunnel interface.

Tunnel Source Select the interface for the VPN connection.

Tunnel Destination Enter the end IP address or host name of the VPN destination.
Tunnel Local Name Enter the ISAKMP IP (local ID) for the local router.

Tunnel Remote Name Enter the ISAKMP IP (remote ID) for the remote router.

Crypto Pre-shared Key Enter the password (ISAKMP pre-shared key) for the VPN connection.
Destination LAN Enter the LAN-side IPv4 address of the destination network.

Step 4: Confirm VPN tunnel connection

Confirm VPN connection x

Tunnel Confirmation

Tunnel IP

Tunnel Source ath]
Tunnel Destination

Tunnel Local Name TestTunnel

Crypto Preshared Key

Step 5: Review and save your settings

m  Check your configuration is correct and click Apply to continue.

m If you click Save with a VPN connection already set up, the existing settings on the running
configuration will be erased and replaced with the newly configured content.
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Step 6: Save the settings to the startup configuration

When the configuration save is complete, a summary screen of the connection status is displayed.

B The contents set in the simple setting are stored in the running configuration and reflected in the
operation, but are not automatically saved in the startup configuration.

B After confirming that there are no problems with the settings, manually save the settings to the
startup configuration using the Save button in the navigation bar.

B You can always run the wizard again to make changes to your VPN connection settings.

A'A: Alhed TZJeSiS' AR2050V awplus Up time: 3 admin

b

- VPN Wizard /

A

VPN Summary

Vi nager mini

Tunnel Configuration

Security
Tunnel State up
Network Infrastructure Tunnel Name tunnel
Tunnel Source ethl

Network Services
Tunnel Source IP

User Management
Tunnel Destination

System Mode IPsec IPv4

Protection Type IPsec
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What is a firewall?

The next sections describe the AlliedWare Plus firewall and how to configure it. A firewall, at its
simplest level, controls traffic flow between a trusted network (such as a corporate LAN) and an
untrusted or public network (such as the Internet). Previous generations of firewalls were port-based
or used packet filtering. These traditional firewalls determined whether traffic is allowed or
disallowed based on characteristics of the packets, including their destination and source IP
addresses and TCP/ UDP port numbers. However, traditional firewalls have failed to keep pace with
the increased use of modern applications and network security threats.

Allied Telesis firewalls use a Deep Packet Inspection (DPI) engine that provides real-time, Layer 7
classification of network traffic. Rather than being limited to filtering packets based on protocols and
ports, the firewall can determine the application associated with the packet, for example social
networking, instant messaging, file sharing, or streaming. This allows Enterprises to accurately
differentiate business-critical from non-critical applications, and enforce security and acceptable-
use policies for applications in ways that make sense for the business.

This comprehensive application, content, and user identification provides full visibility into network
activity, to allow intelligent control of network traffic. Visibility and control, partnered with advanced
threat protection, together provide comprehensive online security.

What are entities?

Before we begin to configure the firewall, let's take a look at the building blocks that allow this
advanced control of online network activity.

When the firewall is deciding how it should treat a traffic stream, among the questions it needs to
ask are “where is the stream coming from?” and “where is it going to?”

To help answer those questions, the firewall needs to have a logical map of the network
environment, so that it can categorize the sources and destinations of the flows that it is managing.

Allied Telesis firewalls map out the network environment into regions, using three tiers of granularity.
The divisions into which it cuts up its environment are referred to collectively as entities. The three
levels of granularity in the dividing up of the environment are zones, networks, and hosts. This
hierarchy of entities empowers organizations to accurately apply security policies at company,
department, or individual level.
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Zones, networks, and hosts

A zone is the highest level of division within the network, and defines a boundary where traffic is
subjected to policy restrictions as it crosses to another region of your network. A typical network
environment might contain a public (WAN) zone representing the Internet, a private (LAN) zone
behind the firewall, and a Demilitarized zone (DMZ) containing publicly accessible web servers.
Zones are divided up into networks, which in turn contain hosts.

A network is a logical grouping of hosts within a zone, for example, the sales network within the
LAN zone. Networks consist of the IP subnets and interfaces over which they are reachable. The
allocating of networks to zones is the core activity in dividing the network up into logical regions to
which different security policies apply. A zone has no real meaning in itself until it has one or more
networks allocated to it. Once networks have been allocated to a zone, the zone is then the entity
that collectively represents that set of networks. Then rules can be applied to the zone as a whole, or
to individual networks within the zone.

A host is a single node in a network, for example, the PC of a specific employee. The diagram below
shows PC Wilma is a host within the sales network within the LAN zone. Host entities are defined so
that specific rules can be applied to those particular hosts - e.g. a server to which certain types of
sessions may be initiated.
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Using rules

Rules allow the advanced control of users, and the applications they use on the network.

Firewall rules: are used to filter traffic, allowing or denying, between any two entities. This allows for
granular control, as rules can be based on traffic sources that might be zones, networks, or hosts,
and traffic destinations that might be zones, networks, or hosts.

For example, an organization may choose to block Skype™ company-wide (i.e. from ANY zone to
ANY zone), or allow it only for the marketing department (i.e. allow Skype from the Marketing
network to ANY zone, but block it from any other network, zone, or host).

Traffic control rules: are used to control the bandwidth that applications use. For example,
Spotify™ music streaming may be allowed, but limited in bandwidth due to an acceptable use
policy ensuring company Internet connectivity is prioritized for business traffic.

Network Address Translation (NAT) rules: are used to hide private network addresses for traffic
bound for the Internet. All company traffic leaving the corporate office can share a public network
address for routing through the Internet to its destination.

The firewall supports:

m  NAT with IP Masquerade, where private source addresses are mapped to a public source address
with source port translation to identify the association. The single public IP address masquerades
as the source IP on traffic from the private addresses as it goes out to the Internet.

m Port forwarding, to provide public access to internal servers. Port forwarding redirects traffic to a
specific host, e.g. forwarding HTTP traffic to a web server in the DMZ.
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Configuring the firewall

This section comprises six parts, and describes how to configure:

1. A standard 3-zone network scenario.

2. Rules to allow Update Manager to update the firewalls components, see page 37

3. Free security features - IPS, and Custom URL Filtering, see page 40

4. Advanced firewall features - App Control, Web control, and URL Filtering, see page 44

5. Advanced threat protection features - IP Reputation, Malware Protection, and Antivirus, see
page 51

6. Advanced IPS, see page 55

Part 1: Configure a standard 3-zone network

Step 1: Configure firewall interfaces

Note: If your physical firewall is new and unused, it will already have the GUI installed from

the factory, the IP address 192.168.1.1 on VLAN1, and the HTTP service enabled. Connect to
any switch port and browse to 192.168.1.1 to begin.

For your virtual firewall, the IP address will be specified when you configure the 10GbE UTM
Firewall in VST-APL, or the AR4000S-Cloud in AWS.

To use the Device GUI, you need to add an IP address to an interface over which you will connect
with a browser, once the Device GUI resource file has been loaded onto the firewall.

B You will also need to add IP addresses to the other interfaces that are used in the network.

m Alternatively, you can just add an IP address to the interface over which you will connect with your
browser, and then add the other two IP addresses using the GUI Interface Management page.
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From the CLI, add the following interface addresses:

IP address for eth2:
interface eth?2
ip address 128.0.0.1/24
exit
IP address for eth1:

interface ethl
ip address 172.16.0.1/24
exit
For physical devices, IP address for VLAN 1:
interface vlanl
ip address 192.168.1.1/24
exit
Or, for 10GbE UTM Firewall and AR4000S-Cloud, IP address for eth3:

interface eth3
ip address 192.168.1.1/24

exit
Step 2: Enable the Web server

Enable HTTP so the firewall will serve the Device GUI pages:

service http

Step 3: Login to the firewall GUI

Browse to the IP address of the firewall on the interface you are connecting to - e.g. 192.168.1.1 for
VLAN1.

Note: The Device GUI currently supports the Firefox™, Chrome™, Microsoft Edge™,
Internet Explorer 11™, and Apple Safari™ web browsers.
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The GUI login page similar to the one below displays:

= Allied Telesis Device GUI x  + o

« C A Notsere ¥ s b @ :

AL Allied Telesis

You can log in using any valid username/password combination that has been configured, or use the

default username/password (manager/friend), if that has not been deleted.

Once logged in you will be on the Dashboard of the Device GUI.

AL Alied Telesis ~ AR4050S AR40S0S  Up time: 2 admin
Port Status Interface Traffic Firewall Traffic
T3 s 7 Portethl v
TTT W BT
LLL L WL ) —
2 463
12
!
Top 10 Categories ¢ 08
No categories have been accessed yet. £ 0
‘Security Monitoring
Rule Stats Status
1600 1700 1800 19:0 1 0
Firewall 1Rule Edit ¢ ° 0 v
NaT it
] 3 Rules it
System Information Top 10 Applications Reset
ctsMathed 0 et
oy oo Application Total MB AddRule
r dt
Memry 37— sl 13.42 T
B Temp 34 ap 019 T
Web Conrol . o dt st 014 T
argusgetdata T
IP Reputation Packets Blocked (0) Edit g v
e 0 T
e et
Prtecto e B :
Antivius edt osp 0 1
iomp T
T
ssip ™

The Dashboard has a number of useful widgets for monitoring the state of your firewall. We'll look

closer at the various Dashboard widgets later, after we've configured the firewall.
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The left side of the GUI provides the Wizard, Vista Manager mini, Security, Licensed Features,
Network Infrastructure, Network Services, User Management and System menus.

Wizard

Vista Manager mini

Security

Licensed Features

Network Infrastructure

Network Services

User Management

System

Note: Not all menu items are available for the 10GbE UTM Firewall and AR4000S-Cloud.
Step 4: Configure entities

To configure the firewall, we'll first create entities to which rules can be applied. Entities are made up
of zones, networks, and hosts. First you create a zone, then you assign the zone a network and then
add hosts to that network.

®  Go to Security > Entities

® Click the + New Zone button to add a zone.

Entity Management ]

m  The first zone we will add is the DMZ zone to be used for company servers that we want to be
accessible from the Internet.

m  Click Apply

Hew Zone

DMZ
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m Click the + New Network button in the DMZ zone panel.

8 oMz # Edit
1 Network
Q omz OHosts | P
Mame
servers
P Interface
delete
Eth1
+ new subnet
Assign to Zone A

®  Name the new network ‘servers’. Add an IP subnet and eth1 as the interface over which this
network will be reachable.

Mame
servers
P Interface

delete

eth1
+ new subnet
Assign to Zone dmz
save
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m  We can now add specific hosts (servers in this case).

® Click on the arrow to add a host to the ‘servers’ network.

8 dm:z 7 edit

1 Network

0 servers 0 Hosts »

4 Q) servers / edit
0 Hosts + new host
IP: Interface: eth

m  Click the green +New Host button.

B Add the host Name “ftp’ and its IP address.

Mame

ftp

IP

Assign to Network servers

B Add a second host named web-server with an IP address.

The DMZ zone now contains a network named servers with two hosts:

®  web-server

m ftp
4 ) HosTs / edit
web- 1P:
server
ftp 1P
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B Repeat the same steps to create private and public zones/networks with the following details:

Private zone:

®  Zone name = private

m  Network name = lan

m  Network subnet and interface = (IP address), VLAN1
OR, for a 10GbE UTM Firewall and AR4000S-Cloud:

m  Network subnet and interface = (IP address), eth3
Public zone:

®  Zone name = public

m  Network name = internet

® Network subnet and interface = 0.0.0.0/0, eth2

The Entity Management page now contains a 3-zone network.

Entity Management

3Zones | 3Networks | 2Hosts

fia P: 1 Netwerk

[+ ren nevorc JEARIYEOY
web- p: Q OHosts | ) © intemet

eeeee

I —

+ newzone.

Entity list view

To view and manage entities in list view, click on the list icon on the right side of the page. The list

view is a good option for an overall entity view.

Entity Management

3Zones 3 Networks 0 Hosts
Expand &ll

e oMz / Edit + New Network -~

@ Private / Edit + New Network -~

@& Public # Edit + New Network -~

8
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Clicking Expand All (on the right side of the page) will display all entities and their interfaces, IP

addresses, and so on.

Entity Management

3Zones | 3Networks | 2Hosts

ace: ethl
@ HosTs
fp

@ private

@ lan  OHosts

face: vlan1

O Hosts

@ public

ean  [Fhewnetwok | A

If you'd like to view changes as added to the firewall configuration file:

m  Select CLI under the System menu. This opens a CLI tab.

B Type ena to access Privileged Exec mode, then use the CLI commands:

show running-config entity and show entity.

AlliedWare Plus (TM) 5.4.6 11/10/16 ©3:51:21

awplus>ena
awplus#show running-config entity
zone dmz
network servers
ip subnet interface Ethl
host ftp
ip address
host web-server
ip address
|
zone private
network LAN
ip subnet interface VLANL
|
zone public
network Internet

ip subnet ©.9.0.9/@ interface Eth2
!

awplus#
awplus#show entity
Zone: dmz
Network: dmz.servers
Subnet: via Ethl
Host: dmz.servers.ftp
Address:
Host: dmz.servers.web-server
Address:
Zone: private
Network: private.LAN
Subnet: VLAN1
Zone: public
Network: public.Internet
Subnet: 9.0.8.8/8 via Eth2
awplusﬂD

Note the syntax that is used for identifying a network or host entity.
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The syntax for naming a network entity is:
<Parent Zone Name>.<network name>

B Forexample, private.LAN

The syntax for identifying a host entity is:
<Parent Zone name>.<Parent Network Name>.<Host Name>

m  For example, dmz.servers.ftp

So, the hierarchy is included in the identifier of a second-tier or bottom-tier entity.

m  For example, dmz.servers.web-server indicates that this host named web-server is part of the
servers network within the dmz domain.

Step 5: Configure firewall rules

We now have a 3-zone network (Public, Private, and DMZ), so next let’s configure the firewall rules
to manage the traffic between these entities.

m  Go to Security > Firewall

Firewall L

Firewall Rules.

Action Application From T Errors

WARNING: Don’t enable the firewall yet. Enabling the firewall with the ON/OFF switch will block all
applications between all entities by default - no traffic will flow. It is therefore important to
create firewall rules to allow application usage as desired prior to enabling the firewall.

m  Click + New Rule and create a rule to allow Ping traffic from the Public zone to the Private zone.
This will allow us to test connectivity through the firewall.

New Firewall Rule x

Action Permit -
Application ping

From public v
To private A%
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Note: To select an application, simply start typing in the application field. Available options will be
filtered down until you select the desired application.

B You can see the new rule added to the firewall.

Firewall ®

1Rue

Firewall Rules.

Action Application From To Ermors

Parmit ping ocubh: ezrwate 7 edit | X Delete

Create further new firewall rules with these details:

Further Ping rules to allow connectivity checking:
®  Permit Ping from Public to DMZ
m  Permit Ping from Private to DMZ

m  Permit Ping from DMZ to Private

Allow public traffic from the Internet to our DMZ servers:
®  Permit ftp from Public to dmz.servers.ftp

®  Permit http from Public to dmz.servers.web-server

Allow private side firewall zones to initiate traffic flows with each other and out to the Internet:
m  Permit Any from Private to Private

®  Permit Any from DMZ to DMZ

®  Permit Any from Private to Public

®  Permit Any from DMZ to Public
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We can now see these firewall rules displayed:

Firewall C
10 Rules. b

Action Application From To Errors
Permit ping O, biis Oiate 7 edt X Delete
Permit ping O Q= 7 edt X Delete
Permit ping O et 4 7 edt | X Delete
Permit ping L= ©,iate s edt | X Delete
Permit ft ewhhc o(\szse\\'e's ftp # edit X Delete
Permit htp O Oinz / servers / edit | X Delete
Permit any ep'wate o:n\'ats 7/ edit X Delete
Perm y Qg O 7 edt X Delete
Permit any oc’ ite o:ubhc 7 edit X Delete
Permit any 9y, O, 7 edt | X Delete

®  Now that the firewall rules are created, you can turn the firewall on using the ON/OFF button at

the top right of the Firewall page.

Firewall SR
10 Rules + new rule
Reifol Ao aon oo To Bt
i ping ©, b O ivate . X D
Perm p ©,biic Q= 2~ edt | X Del
P pin O, ivat L 2 edt | X Delet
e o 9y, i 2+ et [ Delete
perm f O, e L ~ et [ XD
Pariie http O Qs 4 cdit | X Delete
i O L 2 <t [ Del
Pern odmz ou“z 7 edit X De
Permit a 6.’!”\'@‘? epu?“ 7/ edi X De
F— L= ©,biic s edt | XD
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Firewall rule placement

The firewall rules are displayed in the order they were created, which is also the order in which they
will be actioned by the firewall. If you need to change the order of any specific rule, click and drag it

int

0 a new position.

Firewall

Firewall Rules
Action Application

Permit messenger

Permit ping

From To
oF’ublic oF’nvale
eF’ublic eDMZ

Errors

Click, hold, and drag the icon to
reposition the rule

/ Edit ¥ Delete

7/ Edit @ Delete

There are two other options for placing new rules:

Right-click on any firewall rule and the menu gives you the option to create a new rule above or
below that rule. This allows new rules to be immediately placed in the desired location, and order

of processing.

The right-click menu also has a copy-and-paste function, so you can copy an existing rule that
is similar to the new rule you wish to create, and paste it into a different location. It can then be

edited to suit.

Firewall

12 Rules

Firewall Rules

Action

Permit

Permit

Permit

Permit

Permit

Permit

App

http

youtube

any

any

ping

lication

Add above

Add below

Copy

Paste

—

From

public

public

To Errors

[+]

dmz / servers / web-server

private

private

2]

dmz

public

private

These right-click options are very useful when you have a large number of firewall rules. The same
right-click options are also available when creating new NAT and Traffic Control rules.
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If you'd like to see the updated firewall configuration, use the CLI window and the commands: show
firewall rule, show running-config firewall and show firewall.

AlliedWare Plus (TM)

awplus>ena
awplus#show firewall rule

[* = Rule is not valid - see "show firewall rule config-check"]

* 70 permit any private private
* 8@ permit any dmz dmz

* 0P permit any private public
* 100 permit any dmz public
awplus#

awplus#show running-config firewall

firewall

rule 18 permit ping from public to private log
rule 20 permit ping from public to dmz log
rule 3@ permit ping from private to dmz log
rule 48 permit ping from dmz to private log
rule 5@ permit ftp from public to dmz.servers.ftp log
rule 6@ permit http from public to dmz.servers.ueb-server log
rule 7@ permit any from private to private log
rule 8@ permit any from dmz to dmz log
rule 9@ permit any from private to public log
rule 188 permit any from dmz to public log
1
awplus#
awplus#show firewall
Firewall protection is disabled
Active connections: 13
awplus

PPPPPI PRI

D Action App From Te
* 18 permit ping public private
] permit ping public dmz
* 368 permit ping private dmz
* 408 permit ping dmz private
*hg permit ftp public dmz.servers.ftp
* 68 permit http public dmz.servers.web-serve

Note that the firewall rules are numbered in the order in which they will be actioned (e.g. 10, 20, 30,
and so on). If arule is dragged to a different location in the list displayed by the GUI, the rules will be

renumbered to reflect the change in order of operation.

Step 6: Configure NAT rules

Now let's configure NAT rules to manage IP address translation between the Internet and our

internal networks.

B Go to Security > NAT

AL Allied Telesis ~ AR4050S
Dashboard
NAT

Wizard

Vista Manager mini

Action Application From

n URL Filtering

Licensed Features

Network Infrastructure

@ Network Services

% User Management

System

To

With

AR40508

Errors

Up time:

NAT Rules

& Admin B

+ New Rule
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We need two NAT masquerade rules for private to public address translation, which are:

m  Any traffic going from the Private zone out to the Public zone will have NAT applied, so that it
appears to have come from the IP address of the eth2 interface.

m  Any traffic going from the DMZ zone out to the Public zone will have NAT applied, so that it
appears to have come from the IP address of the eth2 interface.

Click + New Rule to create the first rule for Private to Public traffic:

m  Action = Masquerade, Application = any, From = Private, To = public

New NAT Rule X

Action Masquerade v
Application any any

From Private o
To Public -

With (Optional)

Click + New Rule again and create the second NAT masquerade rule in the same way for DMZ to
Public traffic with these details:

m  Action = Masquerade, Application = any, From = DMZ, To = public

We now need to create two NAT port-forwarding rules to enable access to the FTP and Web servers
to be delivered to the right destinations. To users in the Public zone, both servers will appear to have
the IP address that is on the eth2 interface, so sessions towards those servers will be initiated to that
address. The firewall must then forward those sessions to the actual addresses of the servers.

Click + New Rule and create the two NAT port-forward rules with the following details:
m  Action = Port Forward, Application = ftp, From = public, With = dmz.servers.ftp

m  Action = Port Forward, Application = http, From = public, With = dmz.servers.web-server

Now click the ON/OFF button at the top right of the Dashboard page to activate NAT.
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You can see the four new NAT rules:

NAT ®
4Rules + newrile
Action Application From To With Errors
Masquerade any O O 7 edt | X Delete
() (2]

Masquerade any dnz public

7 cdt | X Delete

Port Forward fipctrl ©,bic O ol

e

Port Forward http pablic Qe o

Open the CLI window to see these new NAT rules. Enter the command show nat rule.

AlliedWare Plus (TM)

awplus>rena
awplus#show nat rule

ID Action From With (dst/src) Entity Hits

App To With dport

* 16 masq private = a
any public =

* 20 masq dmz - 2]
any public &

* 38 portfwd public dmz . servers.web-server @
ftp - =

* 48 portfwd public dmz . servers.web-server @
http # =

awplus#D

Step 7: Save configuration changes

The configuration we have made so far is part of the running-configuration on the firewall.

Save these configuration changes to make them part of the boot configuration, so they can be
backed up and will survive a reboot of the firewall.

m Click the Save button at the top right of the GUI screen. The Save button will be orange anytime
there is unsaved configuration.

dmin

-3

awplus Up time: -
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Part 2: Configure the firewall for Update Manager

Modern security devices require regular updates to keep rule-sets and threat signature databases
up to date, ensuring effective protection for business networks. Features such as IP Reputation,
Malware Protection, and Antivirus (which we'll configure in parts 5 and 6), monitor network traffic
and detect malicious activity in real-time by comparing the threats' characteristics and patterns
against known lists and databases.

The leading third-party security providers employed by the firewall keep their databases regularly
updated with the very latest threat signatures, so security scanning of firewall traffic catches the
latest malicious threats. The firewall utilizes Update Manager to contact the Allied Telesis update
server and download the latest components at pre-defined intervals, or at specific user request.

You must configure entities and rules to allow connectivity between Update Manager and the
Update Server.

Step 1: Create appropriate entities

Update Manager retrieves files using sessions initiated from the firewall unit itself. This means that
firewall rules are required that permit these sessions. So, a zone needs to be created that represents
the firewall itself, and the public interface of the firewall has to exist as a host within this zone.

Create zone/network/host entities for Update Manager source traffic with the following details:
B Zone name = Router

m  Network name = External

m  Network subnet and interface = 192.168.52.0/24, Eth2

®  Host name = External_Int

B Host IP address = 192.168.52.20

The updated Entity Management page will look like this:

Entity Management O
4Zores | 4Metvorks | 3Hosts
fip 1P 17216.02 1 Network 1 Netviork
web- IP: 17216010 Qm OHests | b Q internet Otosts | b

sorver

@ Router 7 edit
1 Network + newnetwork
Q exemal THost | )

C613-22078-00 REV Z Configuring the firewall | Page 37



Or in List View (with just the new zone expanded) like this:

Entity Management B

wen | aNerestn | 2Homn

8 public

@ Router

© extemal 1 Host [ -+ ncw rost DS
> 102.168.52.0/24 merface: eth2
© HosTs o

external_int P: 102.168.52.20

Step 2: Create firewall rules for the Update Manager traffic

The Update Manager uses HTTPS for secure connectivity, so we'll create a firewall rule with the
following details to allow HTTPS traffic out to the update server.

MNew Firewall Rule

Action Permit w
Application https

From Router [ External / External_Int w
To public

Also create a rule to allow DNS resolution of the update server's URL.

Mew Firewall Rule

I

Action Permit w
Application dns

From Router / External / External_Int w
To public w
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These new rules can be seen added to the firewall rule set.

(1]

Permit https Router / External / External_Int e3ub\ic

o

Permit dns Router / External / External_Int a:ubhc

Step 3: Save configuration changes

Once again click the Save button on the GUI top bar to save the Update Manager configuration to
the boot configuration file.

Admin

awplus Up time:

C613-22078-00 REV Z Configuring the firewall | Page 39



Part 3: Configure free security features

Allied Telesis firewalls have a number of security features that can be configured to manage
application and website usage, as well as provide comprehensive threat protection.

This section configures the Intrusion Prevention System (IPS) and Custom URL Filtering, which are
both free to use on the firewall. “Part 4: Configure licensed firewall security features” and “Part 5:
Configure licensed Advanced Threat Protection (ATP) security features” of the guide configures
licensed firewall and threat protection features.

Intrusion Prevention System

IPS monitors inbound and outbound traffic as the first line of defense, and identifies suspicious or
malicious traffic in real-time by comparing threats against an IPS known signature database.

Step 1: Enable IPS
B Go to Security > Intrusion Prevention

m  Click the ON/OFF switch on the top right of the page to enable IPS.

Intrusion Prevention oN =@

Intrusion Prevention System Category

Step 2: Configure IPS actions

Threats are grouped into categories, for example suspicious web traffic (HTTP), or email traffic
(SMTP). For any threat that is detected in each of these categories, the engine can be set to log the
threat (which is the default action), ignore, or block - drop the matching packets.
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To drop suspicious SMTP traffic, set the action to Block.

Intrusion Prevention OIS gy
The Intrusion Prevention System (IPS) monitors traffic as the first line of defense, and identifies suspicious or malicious traffic in real-time, by comparing threats against an IS signature database. Threats are grouped into categories, for example suspicious web
traffic (HTTP), or emeil traffic (SMTP). For any threat thatis detected in each of these categories, the engine can be set o log the threat (the defauit action), ignore, or block - drop the matching packets.

Category Action

fomp-decader-events Block  Ignore

-~

are-decoder-events Block  Ignore

ipdecoder-events Block  Ignore
http-events Block Ignore
udp-decoder-events m Block  Ignore
checksum Block  Ignore

Note: You can monitor IPS matches using the Dashboard’s security monitoring widget.
Step 3: Save configuration changes

Save the IPS configuration changes to make them part of the boot configuration file.

awplus Up time - Admin B save

Custom URL Filtering

URL Filtering is a fast efficient (stream-based) method to allow or block employee’s website access.
You can specify a user-defined list of websites to allow (whitelist) and/or block (blacklist) on the free-
to-use Custom URL Filtering page. You can also subscribe to a third-party provider blacklist service
if you have the URL Filtering license installed, which is shown in "Part 4: Configure licensed firewall

security features" on page 44.

URLs are matched in this order — user-defined whitelists, user-defined backlists, third-party blacklist.

Pattern checking stops as soon as the first match is found, and that action (allow or block) is taken.
If no match is found, website access will be allowed.
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Step 1: Configure custom URL filtering
®  Go to Security > Custom URL Filtering

Custom URL Filtering o

URL Fiftering allows or blocks website access. You can specify a use~defined st of websites to allow (whitelist) and/ar block (blacklist). You can also subscribe f the Kaspersky blacklst service if you have the URL fiering icense installed. Click here o enable
Kaspersky URL filtering.

URLSs are matched i this order — user-defined whitelists, user-d=fined backlists, Kaspersky blacklist. Pattern checking stops as soon as the first matchis found, and that action (allow or block ) is taken.

Whitelist URLs

File Name Entry Count
00f1,000 URLs used

Blacklist URLs

File Name Entry Count

00f1,000 URLs used

You can now add user-defined whitelists of URLs to allow, and/or blacklists of URLs to block. You
can add multiple lists, and these can have a total maximum of 1000 whitelist URLs and 1000

blacklist URLs. The GUI page lets you know how many URLs are in each list and the total URLs
used.

® Click on the +New list button to add a new whitelist or blacklist.

The custom URL list must be a text file (.txt). All of your .txt files in flash, USB, or SD card are
shown. You can select and save them for the Custom URL Filtering feature to use.

See the URL Filtering Feature Overview Guide for more information about creating user-defined
URL Filtering lists.

Add New List X

Select Whitelist File MyList.txt
flash:/BadList.txt
flash:/MyList.txt
flash:/MyList2.txt

usb:/Blacklist_1.txt

ush:/Whitelist_corporate.txt

usb:/Whitelist_extra.txt

save
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B Any whitelists and blacklists that have been selected are now shown on the Custom URL Filtering
page, with the entry count showing the number of URLs used:

Custom URL Filtering 3

URL Fitering allows or blocks website access. You can specify a user-defined list of websites to allow (whitelist) and/or block (bl
Kaspersky URL filtering

URLs are matched in this order - user-defined whitelists, user-defined backlists, Kaspersky blacklist. Pattern checking stops as s¢

Whitelist URLs

File Name Entry Count
MyList bt 29
MyList2:txt 37

66 of 1,000 URLS used

Blacklist URLs

File Name Entry Count

BadList.txt 48

48 of 1,000 URLs used

Step 2: Enable URL Filtering
m  Enable URL Filtering with the ON/OFF switch at the top of the page:

Custom URL Filtering

URL Filtering allows or blocks website access. You can specify a user-defined list of websites to allow (whitelist) and/or block (blacklist). You can also subscribe to the
Kaspersky blacklist service if you have the URL filtering license installed.Click here to enable Kaspersky URL filtering.

URLs are matched in this order — user-defined whitelists, user-defined blacklists, Kaspersky blacklist. Pattern checking stops as soon as the first match is found, and that
action (allow or block ) is taken.

The firewall will now match any website URLs that users try to browse to against the provider’s
whitelist/s, then the blacklist/s, and then the third-party blacklist (if you are using the third-party
licensed URL filtering). Pattern checking stops as soon as the first match is found, and that action
(allow or block) is taken. If no match is found, website access will be allowed.

Note: You can monitor URL Filtering hits using the Dashboard’s security monitoring widget.
Step 3: Save configuration changes

Save your Custom URL Filtering changes to make them part of the boot configuration.

awplus Up time: - Admin B Save
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Part 4. Configure licensed firewall security features

Online business activity is now based around applications that enable people to interact with
services such as collaborative document creation, social networking, video conferencing, cloud-
based storage, and much more. Organizations need to be able to control the applications that their
people use, and how they use them, as well as managing website traffic.

Allied Telesis firewalls are application aware, and so provide the visibility and control necessary to
safely navigate the increase in online applications and web traffic that are used for effective business
today.

The Advanced Firewall feature license includes Application Control, Web Control and URL
Filtering. The Advanced Firewall feature license is available in 1, 3, and 5 year subscriptions. You
can view current license status by navigating to the License page under the System menu. For
more information about license management, refer to "License management" on page 73.

License Management

[ o [ -+oove

Application Control

The Deep Packet Inspection (DPI) firewall engine allows fine-grained application control. Reliable
identification of the individual applications means that rules can be established to govern
application use, and to enforce security and acceptable use policies. For example, Skype chat may
be allowed company wide, while Skype video calls can only be made by the sales department.

C613-22078-00 REV Z Configuring the firewall | Page 44



Step 1: Configure application control

Go to Licensed Features > Application Control
m  Click the ON/OFF switch to enable Application Control.

m  Choose a Provider to ensure the latest applications are known.

Application Control o =@

Online business activity is now based around applications that enable people to interact with services such as collaborative document creation, social
networking, video conferencing, and much more. Organisations need to be able to control the applications that their people use, and how they use them.

With the purchase of a subscription license, the firewall can utilise the Procera Networks application visibility library to identify around 1900 individual
applications. Firewall and Traffic Control rules can be established to govern application use, and to enforce security and acceptable use policies. The Procera
application library is automatically updated to ensure the latest applications are known. You can also create your own custom applications as needed on the
Applications page here.

For mare information or to purchase a subscription, contact your local Allied Telesis sales representative. Find your local Allied Telesis office at
www.alliedtelesis.com/contact

If a subscription license hasn't been purchased then the built-in application library may be used. This supports around 200 individual applications.

For more information on the license for this feature, visit License Management

Choose Provider: Builtn -
Built-in
_Procera____p

The provider options are:

m  Built-in - if a subscription license hasn't been purchased then the built-in application library may
be used. This supports around 200 individual applications.

®  Procera - the Procera Networks application visibility library identifies around 1400 individual
applications. The firewall will update the library from the Allied Telesis update server at the
specified interval to ensure the latest applications are known.

Step 2: Add rules to manage applications

You can now create firewall or traffic shaping rules to manage how applications are allowed to be
used on the network.

For example, to block the use of Spotify™ (a music streaming service) company-wide, create a
firewall rule denying the Spotify application from the Public (Internet) zone to the Private (LAN) zone.

New Firewall Rule X

Action Deny v

Application spotify

From public ~

To private v
==
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Step 3: Add rules to manage application bandwidth

As well as using the firewall to block undesired traffic, you can also use the Traffic Control page to
manage the bandwidth that certain applications are able to use on the firewall.

For example, to limit Youtube traffic through the firewall to 10Mbps, go to the Traffic Control page
and add a new rule from the Public (Internet) zone to the Private (LAN) zone.

New Traffic-Control Rule X

Application youtube
From public w
To private v

Bandwidth 10 Mbps

10000

You can see the new Traffic Control rule applied with a bandwidth limit of 10Mbps for the application
youtube.

Traffic Control

1 Rule

Traffic Control Rules

Application From To Bandwidth

e

youtube public e;:urwate 10.00 Mbps

Step 4: Save configuration changes

Save the Application Control configuration changes to make them part of the boot configuration.

dmin

1=

awplus Up time: -
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Web Control

Web Control provides enterprises with an easy means to monitor and control their employees' web
traffic for productivity, legal, and security purposes. The proxy-based Web Control feature uses
providers Digitals Arts or OpenText active rating system for comprehensive and dynamic URL
coverage. Websites are accurately assigned into around 90 categories, which can be allowed or
blocked.

When a user tries to browse to a website, the http request is intercepted and sent to the classifier
engine, which queries the provider’s constantly updated URL database for the category that the
website belongs to.

Once a particular URL has been categorized, the result is cached in the firewall so that any
subsequent requests with the same URL can be immediately processed.

Step 1: Configure Web Control

B  Goto Licensed Features > Web Control

m  Click on the ON/OFF switch to enable Web Control.
m  Choose a provider (Digital Arts or OpenText).

m  Select the Default Action - deny or permit, for web pages that do not match any specific rules,
but match a Web Control category.

Web Control e

Web Control provides businesses with an easy means to monitor and control employees’ web traffic for productivity, legal, and security purposes. With the purchase of a subscription license, the
firewall can utilise Digital Arts active rating system for comprehensive and dynamic URL coverage which accurately organis sites into around 100 high-level categories (i.e. gambling,
entertainment, etc). These can then be easily denied or permitted from the network reating Web Control rules. Custom categories can be created as well

For more information or to purchase a subscription, contact your local Allied Tele:

For more information on the license for this feature, visit License Management

Choose Provider: OpenText -

Default Category Action:
After considering any Web Control rules created below, the set default action will permit or deny any remaining web traffic that matches a Web Control category.

Web Control Rules Custom Categories

Action Categories Source

Note: You can monitor URL Filtering and Web Control hits using the Dashboard’s security
monitoring widget.

Step 2: Add rules to manage website categories

The Web Control feature has its own set of rules, which are separate to the firewall rules. The Web
Control rules are created on the Web Control configuration page.
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For example, to block gambling websites, create a rule that applies to the Internet network.

® Click + New Rule.

Action Deny v
Categories A
Select all gamo

« Gambling

Source public / Internet v

You can see the new rule applied to the Internet network in the Public zone.

Web Control S

Web Control provides businesses with an easy means to monitor and control employees’ web traffic for productivity, legal, and security purposes. With the purchase of a subscription license, the
firewall can utilise Digital Arts active rating system for comprehensive and dynamic URL coverage which accurately organises websites into around 100 high-level categories (i.e. gambling,
entertainment, etc). These can then be easily denied or permitted from the network by creating Web Control rules. Custom categories can be created as well

For more information or to purchase a subscription, contact your local Allied Telesis sales representative. Find your local Allied Telesis office at www.alliedtelesis.com/contact

For more information on the license for this feature, visit License Management

Choose Provider: OpenText -
Default Category Action: Permit
After considering any Web Control rules created below, the set default action will permit or deny any remaining web traffic that matches a Web Control category.
Web Control Rules Custom Categories
1 Rule =+ New Rule
Action Categories Source
Deny gambling Internet 7 Edit

Step 3: Create custom categories

As well as using the predefined website categories, you can also create your own custom categories
which match text strings you enter against website URLs. These custom categories can then have
rules applied (as we did for gambling websites above).
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For example, to create a custom category called ‘Movie’ which contains the IMDB and Rotten
Tomatoes websites:

m  Go to the Custom Categories tab and click the + New Category button.

m Create the ‘Movie’ category, and add text string matches for any website addresses containing
IMDB or Rotten Tomatoes.

New Custom Category x

Mame

Movie

Text strings

IMDB, Rotten Tomatoes

o ]

m Click Apply.

You can see the new category and its website matches below:

Web Control N =@

Web Control provides businesses with an easy means to monitor and control employees’ web traffic for productivity, legal, and security purposes. With the purchase of a subscription license,
the firewall can utilise Digital Arts active rating system for comprehensive and dynamic URL coverage which accurately organises websites into around 100 high-level categories (i.e. gambling,
entertainment, etc). These can then be easily denied or permitted from the network by creating Web Control rules. Custom categories can be created as well.

For more information or to purchase a subscription, contact your local Allied Telesis sales representative. Find your local Allied Telesis office at www.alliedtelesis.com/contact

For more information on the license for this feature, visit License Management

Choose Provider: OpenText =
Default Category Action: F—
After considering any Web Control rules created below, the set default action will permit or deny any remaining web traffic that matches a Web Control category.
‘Web Control Rules Custom Categories
Name URL Text Matching + New Category
Movie IMDB, Rotten Tomatoes

# Edit

Use the Web Control Rules tab to add more rules for this category as desired.
Step 4: Save configuration changes.

Save the Web Control configuration changes to make them part of the boot configuration file.

awplus Up time: - Admin B save

Note: You can monitor category and rule hits using the Dashboard’s security monitoring widget.
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URL Filtering

URL Filtering is a fast efficient (stream-based) method to allow or block employee website access.
You can specify a user-defined list of websites to allow (whitelist) and/or block (blacklist) on the free-
to-use Custom URL Filtering page, as described in Part 3 of this guide.

This feature allows you to subscribe to a third-party blacklist service if you have the URL Filtering
license installed. This blacklist contains approximately 64,000 URLs and it is updated regularly to
ensure protection from harmful websites.

Step 1: Configure URL Filtering
® Go to Licensed Features > URL Filtering
m  Click the ON/OFF switch to enable URL Filtering.

m  Set an Update interval to contact the Update Server for updates to the third-party URL Filtering

blacklist.
AL Allied Telesis ~ AR4050S ARA0S0S  Uptime: 2 Admin
Dashboard
. . N =@
ot URL Filtering
Vista Manager mini URL Filtering allows or blocks website access. With the purchase of a subscription license, the firewall can utilize the Kaspersky blacklist service, which is

regularly and automatically updated. You can also specify a user-defined list of websites to allow (whitelist) and/or block (blackiist). Click here to manage user-
defined Custom URL Filtering.

8 Security

URLS are matched in this order — user-defined whitelists, user-defined blacklists, Kaspersky blacklist. Pattern checking stops as soon as the first match is found
and that action (allow o block ) is taken

For more information or to purchase a Kaspersky URL Filtering subscription, contact your local Allied Telesis sales representative. Find your local Allied Telesis
office at www.alliedtelesis.com/contact

For more information on the license for this feature, visit License Management

Check for updates: 1 hour -

Protection

Network Infrastructure
Network Services

DHCP Server

URLs are matched in this order — user-defined whitelists, user-defined blacklists, third-party
blacklist. Pattern checking stops as soon as the first match is found, and that action (allow or block)
is taken. If no match is found, website access will be allowed.

Step 2: Save configuration changes

Save your URL Filtering changes to make them part of the boot configuration.

dmin

I

awplus Up time: -

Note: You can monitor URL Filtering hits using the Dashboard’s security monitoring widget.
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Part 5: Configure licensed Advanced Threat Protection (ATP) security

features

The fundamental shift to sophisticated application use has provided businesses with increased
efficiency, and improved collaboration, along with new ways to manage customer interaction.
However, this has also opened the door for greater security concerns. Business data is potentially
vulnerable, and the rapid development of new services has introduced new types of cyber threats.

Allied Telesis firewalls provide comprehensive threat protection, utilizing security engines and threat
signature databases from the industry's leading vendors. Regular updates ensure up-to-the-minute
protection against cyber attacks.

The Advanced Threat Protection (ATP) license enables IP Reputation, Malware Protection, and
Antivirus (note that Antivirus is only available on the AR4050S, 10GbE UTM Firewall, and AR4000S-

Cloud).

The ATP license (like the Advanced Firewall license) is available in 1, 3, and 5 year subscriptions. You
can view current license status by navigating to the License page under the System menu. For more
information about license management, refer to "License management" on page 73.

@ Dashboard

Wizard

%
© Vista Manager mini
&

Security

Licensed Features

Network Infrastructure

Network Services

2% User Management

About

File Management

Feature Licenses

17 2018 2019

AMF Guest

AMF Application Proxy

IP Reputation

AMFPLUS Controller

SES

Webroot

AMF Centroller

AMFPLUS Master

Anti-virus

URL Filtering

AMF Master

Anti-spam

Firewall

MACsec

AWC

Web Control

2020

AMF Guest

AMF Application Proxy

IP Reputation

IP Reputation

AMFPLUS Controller

SES

Webroot

AMF Controller

AMFPLUS Master

Anti-virus

URL Filtering

AMF Master

Anti-spam

Firewall

MACsec

AWC

Web Control

2021

2022 2023
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IP Reputation

IP Reputation provides comprehensive IP reputation lists through Emerging Threats ET
Intelligence™ (provided by Proofpoint™), which identifies and categorizes IP addresses that are
sources of Spam, viruses and other malicious activity. With real-time threat analysis, and regular
updates to reputation lists, IP Reputation keeps network protection against hazardous websites
right up to date.

Step 1: Enable IP Reputation

® Go to Licensed Features > IP Reputation
m Click the ON/OFF switch to enable IP Reputation.

m  Set an Update interval to contact the Update Server for IP Reputation list updates.

A% Allied Telesis AR4050S AR4050S Up time: A Admin

IP Reputation N

IP Reputation provides comprehensive IP Reputation lists through Emerging Threats’ ET Intelligence, which identifies and categorizes IP addresses that are
sources of spam, viruses and other malicious activity. With real-time threat analysis, and automatic updates to reputation lists, IP reputation keeps network
protection against hazardous websites right up to date.

For more information or to purchase a subscription, contact your local Allied Telesis sales representative. Find your local Allied Telesis office at

www.alliedtelesis.com/contact

For more information on the license for this feature, visit License Management

Check for updates: 24 hours -

IP Reputation Category

Category Action

URL Filtering

Antivirus

Network Infrastructure

Step 2: Configure IP Reputation categories

IP Reputation uses categories to classify the nature of a host's bad reputation. For example, IP
addresses known to be sources of Spam will be added to the Spam category.

For any category, IP Reputation can be set to log the threat (which is the default action), ignore, or
block/drop the matching packets.
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To drop traffic from websites known as sources of Spam, set the Spam category to Block.

IP Reputation ONS el

1P Reputation provides comprehensive IP Reputation lists through Emerging Threats’ ET Intelligence, which identifies and categorizes IP addresses that are sources of spam, viruses and other malicious activity. With reaktime
threat analysis, and automatic updates to reputation lists, IP reputation keeps network protection against hazardous websites right up to date

For more information or to purchase a subscription, contact your local Allied Telesis sales representative. Find your local Allied Telesis office at www.alliedtelesis.com/contact

Provider:

License Expiry:

1P Reputation Category

Category Action
Ignore

Mobile_Spyware_CnC Log Block
Ignore

EXE_Source Block
Ignore

=

Ignore

ot Blok
Ignore

Step 3: Save configuration changes

Save the IP Reputation configuration changes to be part of the boot configuration file.

dmin

| L
1=

awplus Up time:

Note: You can monitor IP Reputation blocked packets using the Dashboard’s security monitoring
widget.

Malware Protection

Malware Protection is a stream-based high performance technology that protects against the most
dangerous cyber threats. By considering threat characteristics and patterns with heuristics analysis,
unknown zero-day attacks can be prevented, along with server-side Malware, web-borne Malware,
and other attack types. Detection covers all types of traffic passing through the firewall, including
web, email, and instant messaging - any Malware is blocked. Third-party anti-Malware signature
databases are updated regularly to keep on top of the latest attack mechanisms.
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Step 1: Configure Malware protection

® Go to Licensed Features > Malware Protection
® Click the ON/OFF switch to enable Malware Protection.

m Set an Update Interval to contact the Update Server for updates to the Malware signature

database.
AL Allied Telesis ~ AR4050S AR4050S  Up time 2 Admin
@ Dashboard
1 ON
e Malware Protection ®
A Wizard
Vista Manager mini Malware Protection is a stream-based high performance technology to protect against the most dangerous cyber threats. By considering threat

characteristics and patterns, unknown zero-attacks can be prevented, along with server-side malware, web-borne malware, and other attack
types. Detection covers all traffic passing through the firewall,including web, email, and instant messaging - any malware is blocked. The

Security
Kaspersky anti-malware signature database is updated automatically to keep on top of the latest attack mechanisms:

For more information or to purchase a subscription, contact your local Allied Telesis sales representative. Find your local Allied Telesis office at
www.alliedtelesis.com/contact

For more information on the license for this feature, visit License Management

Check for updates: 1 hour =

Antivirus

Network Infrastructure

@® Network Services

2% User Management

System

Step 2: Save configuration changes

Save the Malware Protection configuration changes so they become part of the boot configuration
file.

dmin

=

awplus Up time: -

Note: You can monitor Malware packets dropped using the Dashboard’s security monitoring
widget.

Antivirus

The firewalls proxy-based Antivirus guards against threats such as viruses, Trojans, worms, spy-
ware, and adware. In addition to protecting the local network by blocking threats embedded in
inbound traffic, it also prevents compromised hosts or malicious users from launching attacks. This
is essential for protecting business reputation, and minimizing business disruption.

Using the third-party Antivirus engine, the signature database containing known threat patterns is
regularly updated.
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Step 1: Configure Antivirus

® Go to Licensed Features > Antivirus
® Click the ON/OFF switch to enable Antivirus.

m Set an Update Interval to contact the Update Server for updates to the Antivirus signature

database.
AL Allied Telesis ~ AR4050S AR4050S  Up time 2 Admin
@ Dashboard
.. N =@
— Antivirus
Vista Manager mini The firewalls proxy-based antivirus guards against threats such as viruses, trojans, worms, spy-ware, and adware. In addition to protecting the

local network by blocking threats embedded in inbound traffic, it also prevents compromised internal hosts from launching attacks. This is
@ Security essential for protecting business reputation, and minimizing disruption.

The Kaspersky Antivirus signature database is automatically updated.

For more information or to purchase a subscription, contact your local Allied Telesis sales representative. Find your local Allied Telesis office at

ww.alliedtelesis.com/contact

For more information on the license for this feature, visit License Management

Check for updates: 1 hour -

Network Infrastructure

@® Network Services

2% User Management

System

Step 2: Save configuration changes

Save the Antivirus configuration changes to make them part of the boot configuration file.

dmin

=

awplus Up time: -

Note: You can monitor how many files have been scanned, viruses found, etc. using the
Dashboard’s security monitoring widget.

Part 6: Advanced IPS

From version 5.5.2-2.2 onwards, AlliedWare Plus provides Advanced IPS (Intrusion Prevention
System) functionality.

This is made possible by the addition of the third-party vendor Proofpoint’s ET Pro Ruleset. The
Proofpoint ET Pro Ruleset detects and blocks advanced threats. Updated daily, it covers malware
delivery, command and control, attack spread, in-the-wild exploits and vulnerabilities, and credential
phishing. It also detects and blocks distributed denial-of-service attacks (DDoS), protocol and
application anomalies, exploit kits, and supervisory control and data acquisition (SCADA) attacks.

Advanced IPS requires a license, which is available in the bundle pack: AT-AR4-UTM-02-1/3/5YR.
Contact your authorized Allied Telesis support center to obtain a license.
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Step 1: Enable Advanced IPS

® Go to Licensed Features > Advanced IPS
m  Click the ON/OFF switch on the top right of the page to enable Advanced IPS.

®  From the drop-down, select the Proofpoint provider.

Advanced IPS e

Advanced IPS requires a subscription license from Proofpoint which will support the full ET-Pro rule set. Analysing traffic against these rules has an impact
on the throughput performance of the device. In order to get the best balance between security and performance, customers should refer to the IPS
category descriptions, enabling categories that are most relevant to their organization and disabling those that are less relevant

For more information or to purchase a subscription, contact your local Allied Telesis sales representative. Find your local Allied Telesis office at

www.alliedtelesis.com/contact

If a subscription license hasn't been purchased then the built-in categories may be used. These categories are managed within the Security menu under
Intrusion Prevention.

For more information on the license for this feature, visit License Management

Choose Provider: Proofpoint -

Step 2: Configure IPS actions

Threats are grouped into categories. For any threat that is detected in each of these categories, the
engine can be set to log the threat (which is the default action), ignore, or block - drop the matching
packets.

To drop UDP decoder events, set the action to Block.

Advanced IPS System Category

Category Action
stream-events Log
http-events Log
icmp-decoder-events Log
gre-decoder-events Log

udp-decoder-events Block

Step 3: Save configuration changes

Save the Advanced IPS configuration changes to make them part of the boot configuration file.

awplus Up time - Admin B save
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Updating the GUI

Note: This section details how to upgrade for the AR3050 and AR4050 series devices.
m  To upgrade your 10GbE UTM Firewall, refer to the 10GbE UTM Firewall Release Note.

m  To upgrade your AR4000S-Cloud, refer to the AR4000S-Cloud documentation.

As new versions of the Device GUI become available with additional functionality, they will also be
made available on the update server to be downloaded and installed on the firewall. You can update
the GUI version using the CLI or use the File Management menu in the firewall’s GUI.

Using the CLI to update the GUI version

To check if there is a new version of the Device GUI, and install it on your firewall, firstly ensure that
the firewall can contact the update server and then enter the following command from the CLI
window:

update webgui now

Using the GUI to update the GUI version

If you would like to use the GUI to update the GUI version, use the following steps:

1. Obtain the GUI file from our Software Download centre. The filename ends in .gui. The file is not
device-specific; the same file works on all AlliedWare Plus devices.

2. Loginto the GUI:

Start a browser and browse to the device’s IP address, using HTTPS. You can access the GUI via
any reachable IP address on any interface.

The GUI starts up and displays a login screen. Log in with your username and password.
The default username is manager and the default password is friend.

3. Go to System > File Management
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4. Click Upload.

AV Allied Telesis AR4050S AR40508 Up time: 2 Admin i@ Save
b Dashboard
i Reboot
— File Management
Vista Manager mini N
/fs /flash @ Upload ’ Set Boot Release File
Security
Size(bytes)
Name v Modified — _ Actions Current: flash:/AR4050S-5
Licensed Features 5.1-0.2.rel O Browse
i B R40505-5.5.02 3.rel 12/17/2020, 3:41:42 PM 58459447 @ Download 8 Delete
Network Infrastructure Backup: flash:/AR4050S-5.
5.0-2.3.rel O Browse
N B ARr20505-5.5.102rel 5/3/2021,10:5401AM 52924011 4 pounigad  Delete
= User Management . SR Set Boot Config File
? B awplus-gui_551_23.qui 5/3/2021,10:54.13 AM 2707456 © Download  § Delete _
Current: flash:/default.cfg O Browse
B defaultcfg 6/14/2021,11:36:16 AM 12673 E
Backup: Not set D Browse
B docnet-base.cfg 12/7/2020, 5:01:12 PM 10552 @ Download ~ ® Delete
Flash Usage
B exceptionlog 12/3/2020, 1112206 AM - 474 & Download B Delete | 133.1M / 3.6G
B guiuserdata 5/0/2019, 12:49:05 PM
B sesc_mips64_1.7.0.app 3/31/2020, 6:47:31 PM 17061192 @ Download 8 Delete

5. Locate and select the GUI file you downloaded from our Software Download centre. The new GUI
file is added to the File Management window.

6. Use a Serial console connection, or Telnet, or SSH to access the CLI, then use the following
commands to stop and restart the HTTP service:
awplus# configure terminal
awplus (config)# no service http

awplus (config)# service http

7. Inthe Device GUI, go to System > About to check that the latest file has been successfully added
to the device. Look for the GUI Version and GUI Build entries. The first part of the GUI Build entry
is the GUI build date.

System Information

Name:

Location:

Model:

MAC Address:

Serial Number:

Environment:

Current Software:

AR40508

DocNet

AR40508

00-00-cd-38-02-6¢

A05049G151700051

Status: Good v

AR40505-5.5.2-2.1-rc3.rel

Software Version: 55221
Bootloader: 5.0.4-devel

GUI Version: 213.0

GUI Build: 202211021025
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The device GUI service expects a GUI resource file with a .gui extension. If there is more than one
.gui file then it will pick up the one with the highest number in its name.

For example, if the following two files are present:

m  awplus-gui_552_27.gui

®  awplus-gui_552_28.gui

The GUI service will use the .gui file with the 28 in its name, as this is the highest number.

The Dashboard

Now that we have configured the firewall, application control, web control, and threat protection
features, let's take a look at the Dashboard of the GUI, and what information is provided in the

various widgets (applications).

AV Allied Telesis ~ AR4050S

Nizard

Vista Manager mini

Security

® N

ser Management

eatures

frastructure

Network Services

cPu

System Memory

Currently, the widgets are:

Temp

Fans

Environment

System Time

T s s
[ 1}

L L1 ]

2 4 6

No categories have been accessed yet

System Information

AR4050S Up time: & Admin
_ SRR vt =
Rule stats Status Application Total MB Add Rule
Firewall 1Rule et ssi 2 B
NAT 2 Rules et an 349 &5 B
Traffic Control 3Rules A 3Ermors Edt il 24 2 B
Intrusion i osl 0o 8 =
Prevention = 5
dncpve 0.04 2 B
URLFitering | URLHits @ et
smb 0.02 B B
Application ”
Control i netbios 2 = B
5 (0, Rl Hits (0, Cached URLS (0 ssoi 0 83 B
web Control S0 R A (O G LR 2 £t 2 0
imar 0 2 B
1P Reputation et
icmpvs. 0 & B
Malware -
Protection
Antivirus 2 et
Interface Traffic Firewall Traffic
Portethl v
Inbound Traffic [~"] Outbound Traffic
14
12
10
04
02
1 o
1500 16:00 17:00 18:00 19:00 20:00 21:00 22:00 23:00 0000 01:00 02:00 03:00 0400 05:00 06:00 07:00 0B:00 08:00 10:00 11:00 12:00 13:00

Port Status (not available for the 10GbE UTM Firewall and AR4000S-Cloud)

System Information

Traffic (not available for the 10GbE UTM Firewall and AR4000S-Cloud)

Security Monitoring
Top 10 Applications

Top 10 Categories

The next section provides a brief summary of their functionality.
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Port Status The Port Status widget displays the front panel ports of the device.

Any ports that are currently ‘up’ are shown in green. Hovering your mouse over any port that is ‘up’
displays the Port Information panel, with statistics over the last 5 minutes. The panel lists the port’s
number, speed, packet transmit and receive counts, utilization percentages, and VLAN associations
and aggregation options. For example, display status information for port 1.0.1:

m  Click on the Configure button to access port options.

Port Status

Rule
Firewall
NAT

Traffic Control

h s s 7

Port

Speed

Packets
Utilization
VLAN Untagged
VLAN Tagged

Aggregator

g | | — o
Port Information (last 5 minutes) Configure '
L

port1.0.1

1Gbps Full Duplex
No data available yet
No data available yet
1

2

Group 2 Static Mode

®  From the Port Configuration panel, you can enable or disable the port, or configure its speed,

duplex mode, polarity, and aggregator status.

m  Click Apply to save changes.

Port Configuration X

Port1.0.8

Speed

Duplex

Polarity

Aggregator

Auto v

Note:

System Shows CPU and memory use, as well as device health.

Information

The Port Status widget is not available for the 10GbE UTM Firewall and AR4000S-Cloud.

System Information

System Time

Environment

CPU 5% a

Memory 37.9% ]
Temp 34°

Fans Status: Active

Status: Good

®6/1/2021, 1:24:21 PM
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Interface Interface Traffic shows traffic passing through a chosen interface in both directions over a 24 hour
Traffic period.

Interface Traffic Firewall Traffic

ethl eth2 vlanl

Inbound Traffic | Outbound Trafiic

Note: The Interface Traffic widget is not available for the 10GbE UTM Firewall and AR4000S-Cloud.

Firewall Firewall Traffic shows traffic passing through the firewall over a 24 hour period.

Interface Traffic Firewall Traffic
Inbound Trafic [ ] Outbound Traffic
0.000040
0.000035 |
0.000030 |
@ 0.000025
= |
£ |
] ‘ |
£ |
‘I
0000010 i
|
| 1l
0000005 |
0.000005 1
& o
| !
0 L J
\7\\\\ \\(\ \\(\ =) & o _\\\Q \\\Q \\Q _'QQ ot Q\\ ,_\Q\\ Q\\ nQ\\ r»Q\\ o QQ QQ QQ QQ B (\(\ DQQ Q(\Q \'\\(\ QQ ﬂ‘(\(\
R WD o PSP FF S F P

Note: The Firewall Traffic widget is not available for the 10GbE UTM Firewall and AR4000S-Cloud.
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Security The Security Monitoring widget shows the main security and threat protection features of the
monitoring  firewall in one handy location. You can see which are currently enabled and which are not. You can

select edit to go to that feature’s dedicated page to configure it further.

Rule

Firewall

NAT

Traffic Control

Intrusion
Prevention

Application
Control

Web Control

URL Filtering

IP Reputation

Malware
Protection

Antivirus

Stats

2 Rules

2 Rules

2 Rules

Packets Matched (65)

Category Hits (0), Rule Hits (D), Cached URLs (D), Cache

Hits (0)

URL Hits (0)

Packets Blocked (43)

Packets Dropped (109)

Files Scanned (0), Files Skipped (0), Viruses Found (0),

Scan Failures (0)

Status

Security Monitoring

edit

edit

edit

edit

edit

edit

edit

edit

edit

edit

You can also see how many rules are configured for the various features, and statistics for each of
the security features, for example: URL rules hit, packets blocked, and viruses found.

Top 10 The Top 10 Applications widget shows the top 10 applications using firewall bandwidth. You have
Applications  tne apility to take action based on this reporting, by adding a new firewall or traffic control rule. To
add a new firewall or traffic control rule, simply click on the ‘F’ or ‘T’ Add Rule buttons.

Application
ssl

icmpvb

udp

eth

dhep
wsdscvry
arp

ntbiosns
pirn

ssdp

MB

0.49

Top 10 Applications reset

Add Rule

(-] 7]
G
EE
EE
(F] 7]
(F] 7]
(F] 7]
(-] 7]
(-] 7]
(F] T

The Top 10 Applications table shows cumulative totals, and is live, so the MB used will change and
applications will move position in the table. Clicking the reset button will zero all totals and start to

display the top used applications from that time onwards.
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Top 10
Categories

Here is an example of creating a new traffic control rule. Click the Apply button to apply the rule:

New Traffic-Control Rule x

application =5
esp
espn
thesport

wesp

From VM_7one ~

B

© public »
@ private »
S ic ~
@ VM_zZone »
B
€ private »

undefined 1000 Kbps
1000

Once you have created the rule it appears in this dialog from where you can view and edit it:

Traffic Control ®

1 Rule + NewRule

Traffic Control Rules Filte

Application From To Bandwidth Errors

Similar to the Top 10 Applications widget, the Top 10 Categories widget shows the top 10 Web
control website categories that are using firewall bandwidth. Click on the ‘W’ button to create a new
Web control rule from the widget in response to this reporting.

Top 10 Categories

Category Hits

News 57 n
Sports 7 n
Travel 2 n
Social Networking 1 n
Celebrities, Entertainment 1 n
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Configure The Dashboard Configure button (top right) allows you to turn on or off: Port Status, Traffic Widget,
Top Applications, Top Categories, Security Monitoring, and System Information. Click the Apply
button to apply the configuration changes. Click the Cancel button to backout without making any
changes. Click the Reset button to put the settings back to their default values.

Click Configure to show the Dashboard Configuration options:

Dashboard

#  Wizard
Vista Manager mini

Security

Licensed Features
Application

1910 Applstons = |

— =3

Add
Total MB Rule

Click Apply to set the Dashboard display:

Dashboard Configuration x

Port Status ON .
Traffic Widget ON .
Top Applications ON .
Top Categories ON .
Security Monitoring ON .
System Information ON .

B
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System Further system information is available on the About page, under the System menu, such as model,

Page \AC address, serial number, firmware, GUI versions, and so on.

& Dashboard

A& Wizard

Vista Manager mini

Security

Licensed Features

Network Infrastructure

Network Sel

User Management

AVEE Allied Telesis

AR4050S

About

AR4050S Up time; 2 manager

System Information

Name:

Location

Model.

MAC Address:

Serial Number:

Environment:

Current Software:

Software Version:

Bootloader:

GUI Version

GUI Build:

AR4050S

DocNet

AR4050S

00-00-cd-38-02-6¢

A05049G151700051

Status: Good v

AR4050S-5.5.2-2.1-rc3.rel

5.5.2-2.1

5.0.4-devel

2.13.0

20221102_1025
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The network map

Under the Vista Manager mini menu, there is a network topology map:
& Dashboard

®

<

< Wireless

This map shows details of the devices connected to the switch or firewall. You can use it to see your:
m  wired devices
m APs

B wireless deployment and coverage.

This section begins with a brief description of the network map window and the tasks you can
perform there. The section ends with a look at configuring the network topology view and
customizing node icon images.

Note that the screenshots in this section show an x930 Series switch, but the functionality is the
same for all models that include Vista Manager mini.

The network map features

The network map displays details of a network configuration. Double click on an area to see all the
nodes in that area. Use the network map to check the status of a node at a glance. Node status is
indicated by the node title background color. Abnormal is red, managed is green, and blue indicates
an unmanaged node.

From the network MAP page, you can:
B customize network icon images

m view individual node details

m see a list of network nodes

m configure the topology view

m create a heat map

m view stored heat maps
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x930-52GPX %930 Up time: A Admin | B Save i

Node status
Network MAP 3 node °zmanaged °nahnnmwal el unmanaged 4 Configure

AVE Allied Telesis

Configure the
Node List 3 topology view
and add a

Securit Hae ke Click the slide background image
- 5 out menu to see
am est a list of the
network devices .
1 A [v00]
Information
Hostname : AP2
@) AP2 AWC Model : AT-TQ5403
- IP Address : 10.34.180.201
MAC Address : 001A.EBCB.0540
R S/W Version : 6.0.10.1
Customize [ AP1] AP2 RIS
icon images Status - Managed
Configured : Succeeded

Click to
change the
view size

Click on a
device to see its
details

Create
heatmaps

View
heatmaps

1+ ]

Heatmap? || Heatmap2 | +

Viewing node information

In the network topology map view, click on a device to see information about the Hostname, Model,

MAC address, and software version.

. Information
Hostname : x930

Model : AT-x930-52GPX
MAC Address : ECCD.6DDO0.C136

m S/W Version: 54921

Configuring the topology view

Vista Manager mini automatically creates a complete topology map from an AMF network of
switches, firewalls, and wireless access points (APs), showing areas and multiple levels of
connected nodes and devices.

To change the topology view settings:

m [n the Topology Map view, select Configure - the menu is located at top right corner.
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® In the Topology View Settings window, you can choose to:

® limit nodes per line
m collapse child nodes
B select a background image

m Save your changes.

Topology View Setting

Layout SNMP

Limit nodes per line

Maximum numizer of nodes per line
10

Device Discovery

Collapse child nodes | Disabled | Enabled

Collapse child nodes if there are more than:

5

Client polling interval (current session only)

® Every 5 seconds

Backgound Image. Floor_map.PNG Eesearch

Customizing network node icon images

You can customize the look of your network nodes with icon images. For example, you can add
access point, switch, and router images to make the network map easier to understand at a glance.

You can create an icon library to help store, organize, and find images.

To customize a network node icon:

1. In the Topology Map view, open the Node List (slide-out menu)

AVE Allied Telesis

x930-52GPX

N etwork MAP © snode @ 2managed @ o abnomal €)1 unmanaged

Topology Map >

Node List

Name Type

G x930 Guest

AP1 AWC EE

AP2 AWC ,—
0

AP1 AP2

x930 Up time: 1 day 2210 2 Admin B Save

u —

2. Click on a node’s icon image.

3. Click Edit.
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4. Select an image from the library or click the ‘+’ sign to add a new one.

5.

Click Save.

Information

Click '+' to add
a new icon
image

sbx008  sbx008

Title

x930

Information

x930
ATx930-52GPX

Host Name

Model

IP Address =
ECCD.6DD0.C136
54921

Mac Address
S/W Version

e e

Switch ~ Switch.

sbx810.

Firewa.. indust..  Chassi.

e [

sbx008.. sbx908.

wirele.

(===

sbx810..  blade

Access to device GUI by clicking on device icon

From version 2.5.2 onwards, you can open the GUI for a device in your network (e.g. an x230) from
the network map in the GUI of another device in your network (e.g. an AR4050S).

When you click a node icon on the Network Map, the node information is displayed. In the node
information window, click on the Open button to access the device’s GUI.

Network MAP

9 node ° 6 managed ° 0 abnormal o 3 unmanaged o Otraps

Information

Hostname : x230

Model : x230-10GP

MAC Address : 0200.F427.93DA
AMF

Node Type : Member

Manage [Pv4 : 172.31.0.27
Recovery : Inactive

-
S

.

TAC-SC-Terminator#1 C-SC-Terminator#2 C-SC-Terminator#3

(=)

Topology Map >

You can use the Node List to help you locate a device in the network map. Simply click the device in
the Node List to see its Information details.
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Dashboard

Network MAP @ snote € 6managed @0 zbnomal @) 3 unmanaged @0 traps

< Topology Map >

4 Wireless

Node List ALL(9) .

Security Name Type
AR4050Smaster  AMF
Network Infrastructure
Network Services |@ X230 AMF
2= User Management —
\ O \ TAC-TQm#1 AWC
@@ TACTa# AMF
Information
G FS980 AMF Hostname : x230
Model : x230-10GP
MAC Address : 0200.F427.93DA
[[©]] TAC-SCRoot AWC AMF

Node Type : Member
Manage IPv4 : 172.31.0.27
Recovery : Inactive

OJ
@0 ) .
I

‘/ﬁ‘ TAC-SC-Terminat. AWC

@@ TACSCTerminat.  AWC

@@ TACSCTerminat.  AWC

Note: Vista Manager mini and the network map are not available for the 10GbE UTM Firewall and
AR4000S-Cloud.

Wireless management

Allied Telesis UTM Firewalls incorporate Autonomous Wave Control (AWC) wireless management,
allowing your wireless access points (APs) to be setup and managed from the Device GUI on your
security appliance. AWC uses wireless intelligence to constantly model AP location and signal
strength information. It then automatically optimizes wireless output and channel selection for
optimum performance.

Note: The Vista Manager mini settings are not available for the 10GbE UTM Firewall and AR4000S-
Cloud.

The device GUI includes a Wireless Management menu, which enables you to set up your wireless
network, monitor and configure the network, and manage AWC:

@ Dashboard

M Wizard

Monitoring

AWC Management
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The device GUI also displays heat maps for managed APs on the network map.

For more information about heat maps, AWC and how to manage wireless devices, see the User
Guide: Wireless Management (AWC) with Vista Manager mini.

Other features

The Device GUI has a number of other great features. The Network Infrastructure menu includes
interface management, VLAN management, tools. The Network Services menu allows you to
configure the firewall as a DHCP server for the network. There are configuration options for SMTP,
RADIUS, Tools, and AAA here too. These will not be detailed here, but are easy and intuitive to use.

The System menu includes information about the device’s model name, MAC address, and
firmware/software etc. You can also manage your files, licenses, and logging here.

System

About
File Management
License Management

Services

Logging

CL &

Note: The Time settings are not available for the 10GbE UTM Firewall. Its time settings are managed
through the VST-APL menu.

Let’s look at a few important features:
m "File management" on page 72

B ‘"License management" on page 73
®  "Logging management" on page 75

m  "AMF Security mini on the AR4050S Series" on page 78
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File management

The File Management page is located under the System menu. Use this page to view all files
stored on the device, as well as any USB device or SD card that is plugged in.

The upload and download functions provide an easy way to add new files such as firmware,

configurations, scripts, or URL lists to the device.

You can use this page to set the device’s software release or upgrade its firmware and reboot.

AV Allied Telesis AR4050S ARA050S Up time 2 admin
File Management (==
Click here to
change the file
Vista Manager mini - type view
= cnazn
urity
size(b
Name ~ Modified — Size(byles)  actions Current:  flash:/AR4050
ed Features s-5.5.1-0.2.rel o Browse
B guiuserdata 5/9/2019, 12:49:05 PM
Network Infrastructure Dackup:  flash:/AR4050
s-5.5.02.3.rel o Browse
ces B AR40505-5.50- 12/17/2020,3:41:42 PM 58450447 PEN—— —
igement B AR40505-5.5.1- 5/3/2021,10:54:01 AM 52024011 ‘o Download | | & Delete Set Boot Config File
Current:  flash:/default
B awplusgui_551_ 5/3/2021,10:54:13 AM 2707456 = o= (e cfg =
o - ; Backup:  Not Set o Browse
B defaurtctg 6/1/2021, 8:10:17 AM 1oie © Downicad W Delete
5 1257/202 e - Flash Usage
B docnetbase.cig 12/7/2020, 5:01:12 PM 10552 PEN—— —
a% 133.1M /3.6G
B exception.log 12/3/2020, 111206 AM 474 © Downioad  § Delete
B cccc_mipsea_t 3/31/2020,6:47:31PM 17061192 o powniond  ® Delete

m By default, the flash system files are shown as above.

m  To view files on a USB device, navigate back to the main file system (fs), and choose USB:

File Management

Name Modified

™ fach Sun Apr

[]

917:09:21 2017 UTC

Thu Jan 0100:00:00 1970 UTC

Use the upload option to browse and locate the file you wish to add to the firewall. From here it is
easy to add more files and change the release and configuration files to be used.

For example, for an easy 3-click firmware upgrade, simply:
1. Browse to the new firmware file using the upload option
2. Set the new firmware file to be the boot release

3. Re-boot the device.
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File Management @

1= /nash e |
Si: b
Name ~ Modified — Si2e(B¥1eS)  actions Current:  flash:/AR40508-5.5.1.0.2
24

BB gui-userdata 5/9/2019, 12:49:05 PM

Backup:  flash/AR4050S-5.5.0-2.3
rel & Browse

B AR40505-5.5.0-2.3 rel 12/17/2020, 3:41:42 PM 58459447 & Downioad @ Delete
B AR40505-5.5.1-0.2rel 5/3/2021,10:54:01 AM 52024011 @ Downicad @ Delete SetBact Corlig Biic

Current:  flash:/default.cfg © Browse
B awplusgui_551_23.gui 5/3/2021,10:54:13 AM 2707456 & Downioad @ Delete

Backup:  NotSet & Browse
B default.cfg 6/1/2021, 8:10:17 AM 11516 @ Downioad @ Delete

Flash Usage
B docnetbase.cfg 24172020, 5:01:12:PsA 10552 & Download @ Delete

a% 133.1M / 3.6G
B exception.log 12/3/2020, 11:12:06 AM 474 & Downioad @ Delete
B sesc_mips64_1.7.0.app SAS12820, 6475108 B70617192 o Downioad  ® Delete

Tip The Flash Usage panel provides details on the percentage used and total available flash.

Flash Usage

[ 10% | 346.1M / 3.6G

License management
You can use feature licenses to unlock advanced functionality on UTM firewalls.

Licenses such as advanced firewall, and advanced threat protection, enable additional security
features as described in Part 4 on page 44 and Part 5 on page 51 of this guide. You can purchase
AMF Master and AWC wireless licenses to manage your wired and wireless network devices. All of
the licenses are available in 1 or 5-year subscriptions.

The License Management page shows the licenses you currently have on your device. You can add
new purchased licenses from this page too.

License Management

[ octne [ eioe

Feature Licenses

Base License Base License
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Hover your mouse over a green license bar to show its details, such as duration and other relevant

feature information.

License Management

2022

Base License Base License
Base License

Features

Feature Licenses

AMFGUEST AMFStarier BASEAWs  BGPFULL
CPULBRoute FIREWALL [PyBasic  L3-FORWARDING LEMCROUTE
LAGFULL  MLDSnoop No-icense-Lock OSPFFULL
PM PIM0D  PIM6 RADUSFULL R
RPNG VPN VRFAITE VRFLITES3

e

Adding a new subscription feature license

Subscription feature license files are in the .bin file format. The .bin file format is a file that stores

data in a compressed binary format. Once you have purchased your new subscription license you

should add it to your firewall.

For example, to add a 1 year Advanced Threat Protection (ATP) subscription license:

1. Go to System > License Management

2. Click the Upload License button.

3. Browse and select the .bin file you purchased. Once selected, the .bin file will be uploaded and

the subscription license added to your device.

Add License Result X

Licenses added successfully
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Logging management

The Logging page shows buffered and permanent log messages stored on the device. There are
two tabs, Buffered and Permanent. The Buffered tab is displayed by default:

AYZ Allied Telesis ~ AR3050S 3 Uptime 2amin B

Logging

Buffered Permanent # Configure Loggi

& Refresh

All Severity v Total Mk

Date A Facility ~ Level ~ Program A Message ~

18:25:14 use ATMF Las e Incarnation is not ' repeated 9 tim ressed by syslog-ng on 3

18:25:14 use ves STK TRACE: Stack member-1 changed status from Syncing to Ready

2018-04-23 1825116 user notice ATME Incarnation is n le with the data received port1.0.9 (findex 5009)
20180423 18:2545 user notice ATMF Last message Incarnation is not p'repeated 14 times, suppressed by syslogng on 3
2018 notice syslogng

20180423 18:2545 err syslog-ng

20180423 18:2545 notice syslog-ng Syslog connection broken; fer="AF_INET(10.37.95.65:514), time._reopen="60'
2018-04-23 1825146 user notice ATMF Incarnation is not possible with the data received port1.0.9 (findex 5009)

20180423 18:26:45 user notice ATMF Last message ‘Incamation is not p'repeated 29 times, suppressed by syslog-ng on 3

20180423 182645 65:514), local=AF_INET(0.0.0.0:0)

2645 error="Connection refused (146
26:45 notice Syslog connection broken; fd="29', server=AF_INET(10.37.95.65:514), time_reopen='60
2018-04-23 18:26:46 user notice ATMF Incarnation is not possible with the data received port1.0.9 (findex 5009)
user notice ATMF Last message ‘Incamation is not p' repeated ssed by syslog-ng on 3
authpriv warning pam_lastlog(remote-login:session): file /var/ og created
user notice ATMF Incarnation is not possible with the data received port1.0.9 (findex 5009)
user notice ATMF Last message ‘Incamation is not p'repeated 1 times, suppress logngon 3

You can filter logs in 3 different ways to focus your view and support easy analysis:

1. sort columns in ascending or descending order.

Logging
All Severity v

Date ~ Facility ~ Level ~ Program A Message ~
2018-04-23 18:46:21 locals crit ATMF ARA4050 has left. 4 members in total
2018-04-23 18:58:20 localé crit ATMF AR4050 has joined. 5 members in total
2018-04-23 18:34:14 locale crit ATMF AR4050 has joined. 5 members in total
2018-04-23 18:36:38 localé crit ATMF AR4050 has left. 4 members in total
2018-04-23 18:36:47 localé crit ATMF AR4050 has joined. 5 members in total
2018-04-23 18:33:58 localé crit ATMF AR4050 has left. 4 members in total
2018-04-23 18:46:24 locale crit ATMF AR4050 has joined. 5 members in total
2018-04-23 18:48:40 user crit IMISH Virtual Terminal connection #0 has timed out

2. select the severity of logs to display, e.g Critical, Warning, Error etc.

Logging

Buffered Permanent

Critical

All Severity
Emergency
Alert

Date v Facility ~ Message ~

2018-04-23 18:33:58 localé 5 ARA050 has left. 4 members in total.
rror
2018-04-23 18:34:14 locals ":\'atrmng ARAD50 has joined. 5 members in total
otice
2018-04-23 18:36:38 localo Info AR4050 has left. 4 members in total
| Debug |
2018-04-23 18:36:47 local6 crit ATMF AR4050 has joined. 5 members in total
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3. search for any text string found in the logs. e.g. ‘received’

Logging

Date ~ Facility ~
2018-04-23 18:31:36 user
2018-04-23 18:31:40 user
2018-04-23 18:31:46 user

Level v

notice

notice

notice

Buffered Permanent
| received| | All Severity

Program ~ Message ~

ATMF Incarnation is not possible with the datg received port1.0.91
ATMF Incarnation is not possible with the datd received port1.0.9
ATMF Incarnation is not possible with the datd received port1.0.9

Click the Configure Logging button to access the Logging Configuration page.

Buffered Permanent

Critical
Date v Facility ~ Level v
2018-04:2318:33:58 locals crit
20180423 18:34:14 local6 crit
2018-04-2318:36:38 locals crit
2018-04-23 18:36:47 locale crit

Program ~

ATMF

ATMF

ATMF

ATMF

/ Configure Logging

Fv—

Message ~
ARAOS0 has left. 4 members in total,
AR4050 has joined. 5 members n total
ARA0S0 has left. 4 members in total.

AR4050 has joined. 5 members in total

In the Logging Configuration page, you can create filters to manage which logs are stored on the
device and also set up a Syslog server(s) for remote log storage.

The Logging Configuration page has two tabs, Local and Remote (syslog server).

Logging Configuration

Local Remote

Buffered

Permanent

Level Facility Program
Notice cron al

Alert daemon imi
Notice authpriv dhepsn
Debug al al

Level Facility Program
Debug all all
Warning al al

Message

Message

View Logs

/ ClearLogs

W delete
W delete
W celete

Woeete

# ClearLogs

Woeete

Wdelete

m  Use the Local tab (default) to create filters to manage the level of logs that are stored in the
buffered and permanent logs on the device. You can also delete the buffered or permanent logs
using the Clear Logs button.
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To create a new log filter:

1. Click +New Filter

2. Select a Notice level: All, Emergency, Alert, Critical, Error, Warning, Notice, Info, or Debug.

3. Select the Facility and Program - a drop-down list appears when you begin typing in these fields.
4. Typein the log ‘message’.

5. Select Included or Excluded.

6. Click Apply.

Add filter for buffered log X

Level Notice

v

Facility all

Program

all

Message

Filter type

Included

This enables log storage on the device to be configured exactly as desired.

m  Use the Remote tab and the +New Host button to set up a syslog server to send log messages
to for storage and analysis.

Logging Configuration

Local Remote

10.37.95.65 @ Delete Hosts
- reiy - e

Emergency all

Notice all

m Click the View Logs button to return to the Logging page.
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AMF Security mini on the AR4050S Series

From Device GUI version 2.8.0 onwards the Vista Manager mini menu supports AMF Security mini
(AMF-Sec mini) on the AR4050S Series. Allied Telesis Autonomous Management Framework (AMF)
simplifies and automates network management. AMF Security mini adds a powerful security
component with an intelligent SDN controller that works with firewalls and other security devices to
instantly respond to alerts, and block the movement of malware threats within a wired or wireless
network.

vianager mini

For more information on using AMF-Sec mini, see the User Guide: AMF Security mini.

5G Mobile on the AR4050S-5G

The 5G feature uses an internal cellular modem that supports 5th generation mobile communication.
This modem supports configuration of carrier information used to connect to mobile carrier
networks. This modem can also connect to 3G and 4G wireless networks automatically. The router
connects to the fastest available wireless technology. Dual SIM card slots support resilient mobile
connectivity, with the ability to use SIM cards from two different carriers.

5G refers to the internal Sierra Wireless EM9191 modem. It features a higher speed wireless
connection that creates two WWAN interfaces. The interface ‘wwan0’ is used for the internal
EM9191 modem. The interface ‘wwan1’ is available for external USB 3G and 4G cellular modems.

The Wireless WAN menu enables you to set up, monitor, and configure your 5G connections. For
detailed documentation on 5G mobile broadband configuration, see 5G Mobile UTM Firewall
Feature Overview and Configuration Guide.

Wireless WAN

The Wireless WAN page is located under the Network Infrastructure menu. From the main menu,
go to Network Infrastructure>Wireless WAN:
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From the Wireless WAN page there are two tabs:

m  SIM/APN Configuration
From this tab you can display connection information, SIM information and add, edit or delete
APN profiles.

m Carriers
From this tab you can display or edit firmware and carrier information and files, for example,
upgrade to a later version of firmware and carrier.

SIM/APN Configuration

From the SIM/APN Configuration tab you can view the connection status, view and edit the SIM
configuration failover interval, view and edit SIM card information and APN profiles:

AVE Allied Telesis ~ AR40508-5G ARA050S  Uptime: & manager @ sa

Wireless WAN

SIM/APN Configuration Carriers

Connection Status SIM Configuration

Network Inactive Failoverinterval 3005 7 Eat

Radio Inactive

signal Strength (dBm) 0

Signal Bars

System Mode

SIM Cards

SIM Interface APN Profile Status Present Active

sim wian0 vodafones admin down Not Present Inactive 7

sim2 wwan0 admin down Not Prasent Inactive 7 kit

APN Profiles

Profile Name APN Name Packet Data Protocol Type Username Authentication type Garrier Name

vodafoned vodafone 1Pv4 only SEd @ Do

Connection The Connection Status dialog shows the following:
Status
m If the network is active
m [f the radio signal is active
m  The signal strength

m  The signal bars

m  What system mode the network is operating in. For example, LTE (4G):

Connection Status

Network Active
Radio Active
Signal Strength (dBm) -90
Signal Bars

System Mode LTE
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SIM Config The SIM Configuration dialog enables you to edit the failover interval time in seconds. Click the
Edit button to change the time:

SIM Configuration

Failover interval 300s e

The failover interval in seconds can be from the range 60 to 3600. Enter the number of seconds for
the interval in the Edit failover interval dialog:

Edit failover interval

Failover interval {seconds)

300

Click the Apply button to make the change. The default is 300 seconds. If you click the Reset
button the interval is set back to the default. The Cancel button allows you to backout without
making any changes.

SIM Cards The SIM Cards dialog displays information about the SIM cards and their slots, for example, the
SIM slot number, the interface, the APN profile, status, if the network is present or not and if 5G is
active or not:

IV Interface APN Profile Status Present Active

st wwan0 vodafonea admin up Not Present Inactive e

Eimz wwan0 admin down Not Present Inactive »#" Edit

Click on the Edit button to select a SIM card to edit:

APN Prafile vodafoned

== ~
s m

You can adjust the SIM card state and force it to be admin down or admin up. Click the Apply
button to make the change or cancel to back out without changing anything.

APN An APN profile must have a minimum configuration that includes the APN Name. The name field
Profiles accepts any string. Some carriers do not require any configuration and will allow you to connect to
their network as long as you have a valid SIM card. From the APN Profiles dialog you can edit,
delete or add APN profiles:

APN Profiles

Profile Name APN Name Packet Data Protocol Type Username Authentication type Carrier Name + New APN Profile '

vodafonea vodafone 1Pva only ° Edit @ Delete

Carrier2 Spark IPv4 and IPv6 generic  Edit @ Delete
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Click the Edit button to change an existing APN profile:

Edit APN Profile X

Profile Name

vodafoned

APM Mame

vodafone

Username

Password

Packet Data Protocol Type Pvda only v

Carrier Name

Information for these fields is supplied by your carrier. From this dialog you can change the APN

Name, Username, Password, Packet Data Protocol Type and Carrier Name.

To add a new APN profile, click the +New APN profile button. The New APN Profile dialog is

displayed:

New APN Profile x

Profile Name

Carrier1

APN Name

testl.com

Usemame

Jonathan

Password

Confirm passward

Authentication type PAP - Password Authentication Proto. w
Packet Data Protocol Type Pv4 and IPv6 v
Carrier Name

GENERIC |

(&3

If you add a Username you are required to enter a Password and authentication method. An APN
profile PDP (Packet Data Protocol) type defaults to IPv4v6. Some carriers only support IPv4. You can

get the details from your carrier.
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Carriers

From the Carriers tab you can display firmware and Carrier information:

AVE Allied Telesis ~ AR4050S-5G

@ Dashboard

Wireless WAN

Firmware Info

Features
ork Infrastructure Preferred Firmware Version
Preferred Carrier Name
Preferred Config Name
Preferred Sub PRI Index
Current Firmware Version
Current Carrier Name
Current Config Name

Current Sub PRI Index

Carrier Name Build ID
GENERIC 03.00.06.00_GENERIC
TELSTRA 03.04.03.00_TELSTRA

SIM/APN Configuration Carriers
Firmware Slots

SlotiD Status Build ID
0309.06.00
GENERIC 1 Good 03.04.03.00_?
GENERIC_030.038_000 2 Good 03.09.06.00_7
000 3 Empty
0300.06.00

GENERIC

GENERIC_030.038_000

000

Carriers

Unique ID State
030.038_000 Active
030.016.000 Usable

AR40508 Up time: & manager

State
Usable i Delete
Active

W Delete

/ Sethctie i Delete

Firmware The Firmware Info dialog displays the following information:

Info

Preferred firmware version, preferred carrier name, preferred configuration file name as well as the
current version, configuration file name and carrier name. It also displays the sub PRI index for both

preferred and current versions.

Firmware Info

Preferred Firmware Version 03.09.06.00

Preferred Carrier Name GENERIC
Preferred Config Name GENERIC_030.038_000
Preferred Sub PRI Index 000

Current Firmware Version 03.09.06.00
GENERIC

Current Carrier Name

Current Config Name GENERIC_030.038_000

Current Sub PRI Index 000

Firmware The Firmware Slots dialog displays the slot ID, status and build ID as well as the state of the slot.

Slots

For example, if the firmware slot is good, or empty and is usable or active:

slot ID Status Build ID State

1 Good 03.04.03.00_? Usable
2 Good 03.09.06.00_? Active
3 Empty

i Delete

i Delete

If you want to delete some firmware, click on the Delete button beside the Slot ID for the firmware

version that you no longer want:
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Firmware Slots
Slot ID Status Build ID State
1 Good 03.04.08.00_7 Usable

2 Good 03.09.06.00_? Active

3 Empty i Delete

Confirm that you have selected the correct firmware version and slot, click the Delete button to
proceed:

Delete Firmware from slot 1

Delete Firmware from slot 1

Firmware Slots

Slot 1D Status Build ID

1

Good 03.04.03.00_7 Usable i Delete

[

Good 03.09.06.00_7 Active

From the Add Firmware/Carrier dialog, select the required firmware file and the matching carrier
name file (PRI) from their correct locations and click Apply:

Add Firmware/Carrier x

Firmware flash:/Sgver3/SWIXS5C_03.09.06.00-0
Ol.cwe

flash:/03.04.03.00/SWIX55C_03.04.03.00-001.cwe
flash:/03.09.03.00/SWIX55C_03.09.03.00-001.cwe
flash:/5gver2/SWIX55C_02.08.01.00.cwe

flash;/5gver3/SWIX55C_03.09.06.00-001.cwe

usb:/01.07.19_Factory/SWIX55C_01.07.19.00.cwe

09.06.00-0

Carrier Name flash:/5gver3/Swi. 03.09
01_Gl 038_000.nvu

GENERIC_

flash:/5gverZ/SWIX55C_02.08.01.00_GENERIC_U20.00/_000.nvu &
flash:/5gver2_test/SWIX55C_02.08.01.00_DOCOMO_020.006_000.nvu
flash:/5gver2_test/SWIX55C_02.08.01.00_GENERIC_020.007_000.nvy

flash:/5gver3/SWIX55C_03.09.06.00-001_GENERIC_030.038_000.nvu

flash:/test/SWIX55C_03.09.06.00-001_GENERIC_030.038_000.nvu

>

The following Update Started dialog appears, click the OK button to proceed:

Update Started

Allow up to 2 minutes when upgrading firmware or carriers, followed by a reboot of
the device.
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After allowing for a period of at least two minutes, you can then reboot your device. To reboot your
router, from the main menu, select System>File Management:

A% Allied Telesis AR4050S-5G AR4050S Uptime: & manager @

File Management

Size(bytes)

Name - Modified — Actions Current: flash:/AR40508-main-20230331-1 rel [ Browse
03.04.03.00 2/23/2023, 6:32555PM s
M 0304030 o Backup:  flash:/AR40505-5.5.1_2 el
Warning 0 ey

M 03090200 2/23/2023, 623711 PM
M sgierz 2/20/2023,911:55 AM ‘Set Boot Config File
B sgverd_test 3 1:56:30 PM Current: flash:/default cfg 3 Browse
[ Backup:  Not Set 01 Browse
B £104016214000017.bin 1426 @0ownbozd i Delete Flash Usage

2% 768.7M/3.56
B AR20505552-1.1.rel 2/16/2023, 3:36:33 PM 53203043 @bownload  § Deete L

B AR405055522 1.rel 2/16/2023, 336714 PM 5341215 @ Download  fj Delete

Click the Reboot button and wait for the router to come back up.

From the Carriers tab, check the Firmware Info dialog to confirm that the firmware and carrier files
you have upgraded are the preferred and current versions. Also check the Firmware Slots dialog
and the Carriers dialog to confirm that the correct version is active.

Carriers The Carriers dialog displays the carrier name, which build version it is, the unique file name ID and
its current state:

Carrier Name Build ID Unique ID State @

GENERIC 03.09.06.00_GENERIC 030.038_000 Active

TELSTRA 03.04.03.00_TELSTRA 030.016_000 Usable # Sethctive [ Delete

You can also delete PRI files using the Delete button. The Set Active button allows you to select
which carrier you want as the active carrier.
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If you need to add a new carrier PRl file, then you can click the +New Carrier button and then select
which file you want to add. Click the Apply button to select the file:

New Carrier X

Carrier Name flash:/5gver3/SWIX55C_03.09.06.00-0

01_GENERIC_030.038_000.nvu
flash:/5gver2_test/SWIX55C_02.08.01.00_DOCOMO_020.006_000.nvu
flash:/5gver2_test/SWIX55C_02.08.01.00_GENERIC_020.007_000.nvu

flash:/test/SWIX55C_03.09.06.00-001_GENERIC_030.038_000.nvu

-

=

ek /N1 N7 10 Cantand@MIVERS N1 M7 10 00 DOCORAN NNA DNT_ 000 s
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