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show spanning-tree statisticsinterface . . .. ................... 812
show spanning-treevlanrange-index . . . . .................... 814
spanning-tree autoedge (RSTPand MSTP) . . .. ...... ... ........ 815
spanning-treebpdu . . . ... e 816
spanning-tree cisco-interoperability (MSTP) . . . . .. .............. 818
spanning-tree edgeport (RSTPand MSTP) . . .. ................. 819
spanning-treeenable . ... ... . . . 820
spanning-tree errdisable-timeoutenable. . . . .. ............. ... 822
spanning-tree errdisable-timeoutinterval .. ................... 823
spanning-tree force-version . ... .. ... ... ... .. . e 824
spanning-tree forward-time . ... ... ... ... . . o 825
spanning-treeguardroot . . . . . ... .. 826
spanning-tree hello-time . . .. ... ... ... . . . . . . . 827
spanning-treelink-type . . . . . ... L 828
SPANNING-Ttree Max-age . . . . . o vt ittt e e 829
spanning-tree max-hops (MSTP) . . .. ... ... ... .. ... ... . ..... 830
spanning-treemode . . . . ... . 831
spanning-tree mst configuration . . ... ... ... .. L L L. 832
spanning-treemstinstance . ......... ... ... . . . . .., 833
spanning-tree mstinstance path-cost . . . . ......... .. ... .. ... 834
spanning-tree mstinstance priority . .. ... .. ... .. . .. . ... 836
spanning-tree mstinstance restricted-role . . . .. ........... ... .. 837
spanning-tree mstinstance restricted-tcn . . . ... ... .. .. L. 839
spanning-tree path-cost .. ......... ... . . ... . . . 840
spanning-tree portfast (STP) . . . .. ... .. .. .. . i 841
spanning-tree portfast bpdu-filter . . ... ..................... 843
spanning-tree portfast bpdu-guard . ... ........... ... .. ..... 845
spanning-tree priority (bridge priority) . ... .... ... ... ... ... ... 847
spanning-tree priority (portpriority) . . . ... ... ... . . o 848
spanning-treerestricted-role . ... ...... . ... ... . ... 849
spanning-treerestricted-tcn . . . ... ... e 850
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spanning-tree transmit-holdcount . . . .. ............ ... ...... 851

undebugmstp . . . . o e 852
Chapter 18: Unidirectional Link Detection (UDLD)Commands ............. 853
Introduction . .. ... e 853
debugudld . . ... . .. 854
showdebuggingudld . . . ....... ... . ... .. .. 855
showudld ... .. 856
showudldneighbors . .. ...... ... . . ... . . . . . 857
showudldport . ... ... .. . . . .. e 858
udldaggressive-mode . . . . . ... e 859
udldenable. . . .. ... e 860
udld port ... e 861
udld port aggressive-mode . . .. ... .. 862
udldportdisable . ... ... ... .. . . ... 863
udldreset . . .o e e 864
udld time disable-period . . ... ... ... ... . . . . . . 865
udld time message-interval ... ... ... ... . . . . .. . .o 866
undebugudld . . .. ... 867
Chapter 19: Bi-directional Forwarding Detection (BFD)Commands . . . . ...... 868
Introduction . . . ... ... 868
bfdall-interfaces . . ... ... .. . . . e 870
bfdpeer . ... o e 872
bfdprofile. . . . ... ... . 874
clearbfdpeercounters . ... ... . . ... ... 875
debugbfd . ... ... . . .. e 876
detect-multiplier . .. ... ... .. . ... e 877
echo-interval . . . . . ... 879
echo-mode . . ... e 881
ipospfbfd . ... ... . . . 883
iproutebfd . . .. ... e 885
iproute bfdall-interfaces . . .. ........ ... . . . . . . . . ... .. 887
neighbor fall-overbfd (BGP) . . ... ..... ... ... .. ... ... .. .... 888
profile (BFD) . . . . . e 890
receive-interval . . ... ... e 891
servicebfd .. ... 893
showbfdpeer . ... ... .. . . . . 894
showbfdpeercounters . . . ...... ... . ... . 897
shutdown (BFD) . . . . . .o ot e 899
transmit-interval . ... ... e 900
Chapter 20: Link AggregationCommands . ...........citiiiieerenens 901
Introduction . .. ... e 901
channel-group . . . . ... i e 903
clearlacpcounters . . ... ... . e 905
debuglacp . ... ... 906
lacp global-passive-modeenable. . . . ........ ... .. ... ... ... 907
[acp POrt-priority . . .. e 9208
lacp system-priority . . ... ... e 909
lacptimeout . .. ... e 910
platformload-balancing . .......... ... .. . . . . . . . ... ... ... 912
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showdebugginglacp .. ........ .. ... . .. 914

show diagnosticchannel-group .. ........... ... ... ... .... 915
show etherchannel . . ... ... ... .. . . . . .. . 917
show etherchanneldetail . . .. ..... ... . ... ... . . ... ... ... 918
show etherchannelsummary ... ..... ... ... .. ... . ... .... 919
showlacpsys-id . . .. ... 920
show lacp-counter . ... ... . . . e 921
show portetherchannel . . . .. ... ... ... . .. . . . . . 922
show static-channel-group . . . . . .. .. ... . L 923
static-channel-group . . . . .. ... 924
undebuglacp . ... . 926
Chapter 21: GVRPCommands . ... ..ot iitveeneesoseonscnocsonsas 927
Introduction . . . ... .. 927
cleargvrpstatistics . . . . . . oo 929
debuggvrp . . ..o 930
gvrp (interface) . . ... ... i e 932
gvrp dynamic-vlan-creation . ... ..... ... . ... e 933
gvrpenable(global) ... ..... ... . . ... ... . 934
gvrpregistration . ... ... 935
gVIp timer . .. e e 936
showdebugginggvrp . . . . ... . . 938
show gvrp configuration . . .......... ... ... . . ... . . ... ... 939
showgvrpmachine . .. ...... . . . . . . . . .. 940
show gvrpstatistics . .. ...... ... . .. ... . 941
showgvrptimer. . .. ... . e 942
PART 3: Layer3Switching . . . . . ... .0ttt 943
Chapter 22: IP Addressingand ProtocolCommands . . . . . ... ..o veveenn 944
Introduction . . . ... .. 944
arp-aging-timeout . . .. ... 946
arp-Mac-disparity . . . . .o e e e e 947
] o 950
arp log . . . e e 952
arpopportunistic-nd . . . ... 955
arp-loose-check . . ... ... .. e 957
arp-reply-bc-dmac .. .. ... 959
cleararp-cache . .. ... . .. . .. e 9260
debugip packetinterface. . . ... ... ... .. .. ... 962
debugipirdp .. ... 964
ip address (IP Addressingand Protocol) . . . . ................... 965
ipdirected-broadcast . ..... ... .. ... .. 967
ipforwarding . ... ... 969
ipforward-protocoludp . . ..... ... .. .. e 970
ip gratuitous-arp-link . . ... .. e 972
iphelper-address . . . .. ... . e 974
PIrAD oo e e e 976
ipicmperror-interval . ... ... 977
ipicmp-timestamp . . . . . ... e 978
ipirdpaddresspreference . .. ......... ... ... 979
ipirdpbroadcast . . ....... ... ... 980
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ipirdpholdtime . . . . ... .. .. e 981

ipirdplifetime . . . . . ... . e 982
ipirdp maxadvertinterval . . .. ... ... ... . . e 983
ipirdp minadvertinterval . . . ... ..... ... . . . .. . . e 985
ipirdpmulticast . . . ... ... .. e 987
ipirdppreference. . . ... .. . e 288
ip limited-local-proxy-arp . . . . . . ..o e 989
iplocal-proxy-arp . . . .. e 990
P PIOXY-aIP o v o v e e e e e e e e e e e e e e e e e e 991
predirects . . ... i e 992
iptcpsynack-retries . .. ... . 993
iptecp-timestamp . . . .. ... 994
ipunreachables . . . ... ... ... ... 995
local-proxy-arp . ..o i e 997
optimistic-nd . . . . . .. e 998
PING o e e e e 999
routeripirdp . .o o oo e 1001
SHOW arD . . e e 1002
show debuggingippacket . . . ....... .. ... 1004
show ip flooding-nexthops . . . . ....... ... ... .. .......... 1005
showipforwarding. . ... ... .. ... .. . .. . . . ... 1006
showipinterface ... ....... .. . . . . . . ... 1007
showipinterfacevrf . .. ... ... . . . . ... 1008
showipirdp ... ..o e 1010
showipirdpinterface ... .. ... ... ... . .. 1011
showipsockets . ... ... ... . . . 1013
showiptraffic .. ... ... .. .. . .. . . 1016
CPAUMP . . e e 1018
traceroute. . . . . . .. e 1019
undebugip packetinterface . . . ... ... ... . .. o . 1020
undebugipirdp . . . . .. e 1021
Chapter 23: Domain Name Service (DNS)Commands .. ..........cc00 1022
Introduction . .. .. ... e 1022
clearipdnsforwardingcache . ................. ... .. ..... 1024
debugipdnsforwarding . ... ... ... ... ... ... .. . . . . . . . 1025
ipdnsforwarding . . . . ... .. ... e 1026
ipdnsforwardingcache. . . ... ... ... .. . 1027
ipdns forwardingdead-time. . .. ......... ... . ... . . .. 1029
ip dns forwarding domain-list . .. ................ ... .. ..., 1030
ipdnsforwardingretry . .... ... .. .. ... . 1031
ip dns forwarding source-interface . . . .. ..., .. ... .o ... 1032
ipdnsforwarding timeout . . ......... . ... ... . . 1033
ipdomain-list .. ........ .. ... .. e 1034
ipdomain-lookup . . . ... ... ... 1035
ipdomain-name . . ... ... e 1037
P NAME-SEIVEL . . o o it e e e e e e e e e e e 1038
ip name-server preferred-order . . .. ... ... . . . . . ... 1040
show debuggingipdnsforwarding . ............. ... ... .... 1041
ShOW hosts . . .. ..o e 1042
showipdnsforwarding . .. .......... ... ... .. ... ... .... 1043
show ip dnsforwardingcache . . . ......................... 1044
show ip dns forwardingserver. . . .. .......... ... ... . .... 1046
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showipdomain-list . ........... ... . ... .. . . . .. . . ... 1048

showipdomain-name. .. ... ... .. .. . .. . . . . ... 1049
showipname-server. . ... ... ... 1050
Chapter 24: IPv6Commands . .. .....otvteenntncosonsoesocnnsnns 1051
Introduction . .. ... .. 1051
clearipvéneighbors . .. ..... ... . . . ... 1053
ipvbaddress . . . ... e 1054
ipvéaddressautoconfig. . . . ... .. ... 1056
ipvbaddresssuffix . .. ... ... ... . ... e 1058
ipvbenable . . ... e 1059
ipv6 euibd-linklocal . . .. ... . ... . 1061
ipvbforwarding . . . ... ... e 1062
ipvéicmperror-interval . .. ... ... .. .. . 1063
ipv6 multicast forward-slow-path-packet. . . .. ................ 1064
ipv6 nd accept-ra-default-routes . ... ........ .. .. . . ... ... .. 1065
ipvé nd accept-ra-pinfo . . ... ... ... ... . 1066
ipv6 nd current-hoplimit . ... ..... ... ... . . . . . . . ... 1067
ipvénddnssearch-list. . ........ ... ... . . . . . . . . ... .. 1068
PV Nd dNs-server . . . ... .. e 1069
ipv6é nd managed-config-flag . .............. ... ... .. .. ... 1071
ipv6 nd minimum-ra-interval ... ...... ... . . . . . . . . 1072
ipvé nd other-config-flag . . .. ....... ... ... ... ... . ... . ... .. 1073
ipvondprefix . ... ... e 1074
ipvéndra-interval .. ... ... e 1076
ipvéndra-lifetime . ... ... .. .. . . .. 1077
ipvondraguard . . ... e 1078
ipv6 nd reachable-time . .. .... ... ... . . . . ... . . .. ... ... 1080
ipv6 nd retransmission-time . . . ... ... ... . . e 1081
ipv6 nd route-information ... ........ ... .. . . . . . . 1082
ipv6 nd router-preference . ... ... ... e 1083
IPVO NA SUPPIeSS-1a . v v v ot e et e e e e e e e 1084
ipvb neighbor . . . . ... e 1085
ipv6 opportunistic-nd . . ... ... . 1086
PVOIOUTE . . . . o e e e 1087
ipvéunreachables . ... ... ... .. ... .. e 1089
optimistic-nd . . . . . ... 1090
PINGIPVO . . . o e e 1091
showipv6forwarding . ............. ... .. ... ... 1093
showipvbinterface. . . . ... ... 1094
showipv6neighbors . . . .. ... ... . . . . . 1095
ShOWipveroute . . . . . . o i e e 1096
showipvbroute summary . .. ... ... ... ...t 1098
tracerouteipvl . . . . ... .. 1099
Chapter 25: RoutingCommands ...........0iititttoroncsonsnns 1100
Introduction . . .. .. e e 1100
ipresolve-via-default. . . .. ... ... ... .. . ... . . ... . 1101
P rOULE . . . e e e e e e e 1102
PVOTOULE . . . . e e e 1104
max-fib-routes . . . . ... 1106
max-static-routes . . . . . . .. ... e 1108
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maximum-paths. . . . ... ... . 1109

showipresolve-via-default. . . .. ......... ... .. ... .. ... .... 1110
showiproute .. ... .. ... e e 1111
showiproutedatabase . ... ....... ... ... ... .. . . . . . . ... 1114
showiproutesummary . . ... .. i e 1117
ShOWipvBroute . . . . ..o 1119
showipvb route summary . ... ... ...ttt 1121
Chapter 26: RIPCommands. ........coitiiiiieronennssnssanannns 1122
INtroduction . . . ... e 1122
accept-lifetime. . . . ... ... e 1124
address-family ipv4 (RIP) . . .. .. .. . . . 1126
alliedware-behavior . .. ... ... .. .. 1127
cisco-metric-behavior (RIP) . . . . . ... .. . 1129
clearipriproute. . . . .. ... e 1130
debugrip . . ... 1132
default-information originate (RIP) . . . .. .................... 1133
default-metric(RIP) . . . . . . .. . e 1134
distance (RIP) . . . . . . o e 1135
distribute-list (RIP) . . .. ... 1136
fullupdate (RIP) . . .. ... e 1138
ipsummary-addressrip . . . ... e 1139
ipprefix-list. . ... ... 1140
ip rip authentication key-chain . .. ...... ... .. ... .. ... .. ... 1142
ipripauthenticationmode . . . . ... ... ... ... . . . 1144
ipripauthenticationstring . . . . ........ .. .. .. . . . ... 1146
ipripreceive-packet . . . ... ... ... 1148
IPripreceive version . . ... oo ittt e e e e e e 1149
ipripsend-packet. . . ... ... e 1150
ipripsendversion . ... ... e 1151
ip rip send version 1T-compatible . ... ...................... 1152
ipripsplit-horizon . ... ... ... .. . .. ... 1153
KeY e e 1154
keychain .. ... . . e 1155
Key-String . . o oo e e 1156
maximum-prefix . .. ... .. e 1157
neighbor (RIP) . . . . .. . . . e 1158
Network (RIP) . . . . . o o e 1159
offset-list (RIP) . ... ... . e e 1161
passive-interface (RIP) . . . . .. ... . 1163
recv-buffer-size RIP) . . . . ... . e 1164
redistribute (RIP) . . ... .. . 1165
restartripgraceful . ... ... . . ... 1167
riprestartgrace-period . .. ... ... 1168
route (RIP) . . . o o 1169
(01U (= g T o T 1170
send-lifetime . . . .. ... 1171
showdebuggingrip . . ...... .. . . . . e 1173
showipprefix-list . . ... ... . . . e 1174
showipprotocolsrip. . . .. ... 1175
ShOW iprip . . e 1176
showipripdatabase . . . . ... ... . .. 1177
showipripinterface . ... ....... ... . ... . . ... 1178
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showipripvrfdatabase . . . .. ... ... ... ... ... .. . ... 1179

showipripvrfinterface . ... ... ... ... .. ... ... . . .. 1180
timers (RIP) . . . . oo e 1181
undebugrip . ... e 1183
version (RIP) . . . . . e 1184
Chapter 27: RIPngforIPv6Commands . ........co0ivtteneoncsanaes 1185
Introduction . .. ... . ... 1185
aggregate-address (IPv6RIPNg) . . . . ... ... ... . . 1187
clearipvbriproute . . ... ... . ... 1188
debugipvbrip . ... .o e 1189
default-information originate (IPv6RIPng) . . .. ................ 1190
default-metric (IPV6RIPNgG) . . . . . . .. . e 1191
distribute-list IPv6RIPng) . .......... ... ... ... .. ... .. ..., 1192
ipvb prefix-list . . ... .. . e 1193
ipveripmetric-offset . . . ... ... ... e 1195
ipv6ripsplit-horizon . . . ... ... . .. . e 1197
IPVOTOULEI M & o o e e e e e e e e e e e e e e e 1198
neighbor (IPv6RIPNG) . .. ... ... . . . 1199
offset-list IPv6RIPNg) . ... ... ... .. ... . . . i 1200
passive-interface (IPv6RIPng) . .. ....... ... ... .. ... .. ..... 1201
recv-buffer-size (IPv6RIPNg) . . .. ... ... . .. . . 1202
redistribute (IPV6RIPNG) . ... ... ... ... . . . 1203
route (IPVORIPNG) . . . . . . .o e 1204
FOULEriPVO MIP .« o v e e e e e e e e e 1205
show debuggingipvéerip . . .. ... ... 1206
showipv6 prefix-list . .. .... ... . . . ... 1207
show ipv6 protocolsrip . . ... ... . e 1208
SHOW IPVO D . o o oo e e e e e 1209
showipv6ripdatabase ... ... . ... . ... . ... . . . . . . 1210
showipv6ripinterface . ...... ... . . . . .. ... e e 1211
timers (IPV6RIPNG) . . .. ... e 1212
undebugipvbrip . ... e 1213
Chapter 28: OSPFCommands . ........oittvinneronenecnnssonas 1214
Introduction . . . ... e 1214
areadefault-cost . . ... ... .. . .. .. 1217
areaauthentication. . . . ... .. . . ... . 1218
areafilter-list . . . .. ... .. . 1219
ArCANSSA & v o v i e e e e e e e e e e e e e e e e e e e e e e e 1220
ArCATANGE .« . i v i e e e e e e e e e e e e 1222
areastub . ... e 1224
areavirtual-link . ... ... . . e 1225
auto-costreferencebandwidth . . . ........ ... ... ... .. ..., 1228
bandwidth . ... ... ... . . . e 1230
bfd all-interfaces . .. ... ... .. . . . . . . .. 1231
capabilityopaque. . . . . ... 1233
capabilityrestart . . ... ... . 1234
clearipospfprocess . .. ...t e 1235
compatiblerfc1583 . . . . . ... e 1236
debugospfevents .. ... ... .. ... ... 1237
debugospfifsm . . ... ... . . . 1238
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debugospflsa . ... ... ... . . . .. . e 1239

debugospfnfsm .. ..... ... ... . .. . ... 1240
debugospfnsm . . ... ... ... 1241
debugospfpacket . ... ...... . . . . ... e 1242
debugospfroute . .. ... .. . . ... 1243
default-informationoriginate . . .. ........ ... ... . . . ... 1244
default-metric (OSPF) . . . ... ... . . . . 1245
distance (OSPF) . . . . . i i e 1246
distribute-list (OSPF) . . . . . ... . . 1248
enable db-summary-opt . ... .. ... . ... . 1251
hostarea . .. ..... ... . i e 1252
ipospfauthentication . . . ........ ... ... ... . ... 1253
ip ospf authentication-key . .......... ... ... .. ... ... .... 1254
ipospfbfd . ... . . e 1255
POSPFCOSt . . . oo e 1257
ipospfdatabasefilter . . ... ... ... ... ... .. . . . . . 1258
ipospfdead-interval . . . ....... ... ... .. . . . . . . 1259
ipospfdisableall ... ....... ... ... . . . . . . .. . 1260
ipospfhello-interval . . . ........ ... .. . . . . . .. 1261
ip ospf message-digest-key . ........ ... . ... ... 1262
POSPIMEU . . . .o e 1264
ipospfmtu-ignore . . . ... .. ... e 1265
ipospfnetwork . . ... . . ... e 1266
ipospfpriority . . .. ... e 1267
ipospfresync-timeout. . .. ... ... .. ... . ... 1268
ipospfretransmit-interval . ............. .. . . . . . . . . . ... .. 1269
ipospftransmit-delay . ............ ... ... .. .. ... ..., 1270
max-concurrent-dd . . . . ... 1271
MAaXiMUM-Ara . . ¢ v vt e e e et e e e et e e et e e e et e et 1272
neighbor (OSPF) . . . . . . .. . . e 1273
networkarea . . .. ... e 1274
ospfabr-type. . . . ... . e 1276
ospfrestart grace-period .. ... ... .. ... .. 1277
ospfrestarthelper . ... ... .. . . . . . . . . 1278
ospfrouter-id . . ... .. ... . .. . . e 1280
overflowdatabase .. ........ ... . . ... .. . 1281
overflow databaseexternal . . . .. ...... ... .. ... .. . ... . ..., 1282
passive-interface (OSPF) . . . . . . .. . i i 1283
redistribute (OSPF) . . . . .. ... e 1284
restartospfgraceful . ....... ... . .. ... . . . . . . . 1286
FOULEr OSPf & . o e 1287
router-id . . ... e 1289
showdebuggingospf . .. ..... ... ... . .. ... ... . .. 1290
showipospf ... ... . . e 1291
show ip ospfborder-routers . . ............. ... .. ......... 1294
showipospfdatabase . . . . ...... ... ... .. ... . 1295
show ip ospf database asbr-summary . .. ......... .. ... ... ... 1297
show ip ospfdatabaseexternal .. ......................... 1298
show ip ospfdatabasenetwork . . . . ........ ... ... ... ... ... 1300
show ip ospf databasenssa-external . . .. .................... 1301
show ip ospf databaseopaque-area . . . ..................... 1303
show ip ospf databaseopaque-as . ............... ... ...... 1304
show ip ospf database opaque-link .. ...................... 1305
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show ip ospfdatabaserouter ... ........ ... ... ... .. ..... 1306

show ip ospfdatabasesummary . ......................... 1308
showipospfinterface . . .. ...... ... ... ... . . . . . .. 1311
showipospfneighbor. . ... ... .. ... . ... .. ... ... .. ... 1312
showipospfroute .. ....... ... . . . . . . ... 1315
showipospfvirtual-links . ... ... ... ... ... ... ... .. ... .... 1316
showip protocolsospf .. ....... ... ... ... .. .. . ... . ... 1317
summary-address . . ... e 1318
timersspfexp . ... oo e 1319
undebugospfevents ... ... ... .. ... e 1320
undebugospfifsm . . ... ... . ... 1321
undebugospflsa .. ... ... . . . 1322
undebugospfnfsm . ... ... .. ... . ... 1323
undebugospfnsm . . ... ... . 1324
undebugospfpacket . ....... ... .. ... . ... 1325
undebugospfroute . ...... .. . ... 1326
Chapter 29: OSPFv3forIPv6Commands . .........ccvvteveeneennns 1327
Introduction . . ... ... . . . e 1327
abr-type . . . 1330
area authenticationipsecspi. . ... ... ... . . . . . . 1331
areadefault-cost (IPv6 OSPF) . . ... ... ... ... . .. . ... 1333
area encryption ipsecspiesp . .. .ottt e 1334
arearange (IPv6 OSPF) . . . . .. .. . e 1337
areastub (IPV6 OSPF) . . .. .. . . e 1339
areavirtual-link (IPv6 OSPF) . . . . .. . .. . 1340
area virtual-link authenticationipsecspi . .................... 1342
area virtual-link encryptionipsecspi . . . . .. ... .. . . o 1344
auto-cost reference bandwidth (IPv6 OSPF) . . .. ............... 1347
bandwidth . .. ... ... . . . e 1349
clearipvb ospfprocess . . ....... .. e 1350
debugipv6ospfevents . .. ..... ... .. ... . ... . 1351
debugipv6ospfifsm. .. ....... ... ... . ... ... . .. 1352
debugipvbospflsa. ... ..... ... ... .. . . . . 1353
debugipvbospfnfsm .. ....... ... .. ... . . .. . ... 1354
debugipv6ospfpacket . .. ...... .. . .. ... 1355
debugipvbospfroute . . . ... .. . ... 1356
default-informationoriginate . . ... .......... ... ... ... ..., 1357
default-metric (IPv6 OSPF) . . ... .. ... . . .. . . .. 1358
distance (IPv6 OSPF) . . . . . . . 1359
distribute-list (IPv6 OSPF) . . . . . . ... . i 1361
ipv6 ospf authenticationspi . . ........... ... ... .. ... ..... 1363
ipvbospfcost . . ... . 1365
ipvé ospfdead-interval . ... ..... ... ... ... ... .. .. . . . .. ... 1366
ipv6 ospf display route single-line ... ...................... 1367
ipv6 ospfencryptionspiesp . . . ... ..ot e 1368
ipvé ospf hello-interval .. .......... ... ... ... . .. ... ..... 1371
ipv6ospfneighbor . . .. ... ... . ... e 1372
ipvéospfnetwork. . . . ... .. 1374
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max-concurrent-dd (IPv6 OSPF) . . . . . . ... ... . . . . . . 1380

passive-interface (IPv6 OSPF) . . ... .. ... .. . . . ... 1381
redistribute (IPv6 OSPF) . . . . . . .. 1382
restartipvbospfgraceful .. ...... ... ... ... .. . . . . ... ... .. 1384
routeripvb ospf . . . . e 1385
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showipvbospfdatabase .. ............... ... ........... 1390
show ipv6 ospf databaseexternal . ........................ 1392
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show ipv6 ospf databasenetwork . . ... .......... ... .. ..... 1398
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showipv6ospfneighbor . ... ...... ... ... .. ............. 1406
showipvbospfroute. . .. ...... .. .. i 1407
showipv6 ospfvirtual-links .. ......... ... ... ... ... ........ 1408
summary-address (IPv6 OSPF) . . . .. ... ... ... .. . .. 1409
timersspfexp (IPv6 OSPF) . . ... ... .. . . 1411
undebugipv6ospfevents . ... ...... ... . ... . .. 1412
undebugipv6ospfifsm ... ....... ... ... . ... . . ... . ... 1413
undebugipvbospflsa . .. ...... ... .. ... . . .. 1414
undebugipveospfnfsm . .......... ... .. ... .. ... . . ..., 1415
undebugipv6ospfpacket . ...... ... ... ... . . . . ... 1416
undebugipv6ospfroute ... ..... ... ... . . . . .. e 1417
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aggregate-address . . ... e 1426
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bgp bestpath compare-routerid . ......................... 1436
bgpbestpathmed ... ...... ... . ... . . . . . . 1437
bgp bestpath med remove-recv-med . . .. ......... . ... ..... 1439
bgp bestpath med remove-send-med . . . . ... ................ 1440
bgp client-to-clientreflection . ... ....... ... ... ... .. .. ... 1441
bgpcluster-id . . ... .. . . e 1442
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bgp enforce-first-as . . ... ... .. 1456
bgp fast-external-failover . . . . . ..... ... ... ... . 1457
bgp graceful-restart . ... ..... ... .. .. . . .. ... 1458
bgp graceful-restart graceful-reset . . . .. .................... 1460
bgp log-neighbor-changes . . . . ......... ... .. ... . .. ...... 1461
bgp memory maxallocation . . ........ ... ... ... ... ... ... 1463
bgp nexthop-trigger-count . . .......... .. . . . . . .00, 1464
bgp nexthop-triggerdelay . .. ....... ... ... . . . . . . . ... 1465
bgp nexthop-triggerenable . ... ....... ... ... .. . . ... .. ... 1466
bgp rfc1771-path-select (BGPonly) .. ... ...... ... .. ... .. ... 1467
bgp rfc1771-strict BGPonly) . . . . ... ... .. . L 1468
bgprouter-id. . . . ... ... 1469
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clear bgp ipv6 external (BGP4+only) . ...................... 1483
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clearip bgp external (BGPonly) . . .. ... ... ... . . . . . . . ... 1492
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clearipprefix-list ... ... .. ... . . . . . . 1494
debugbgp (BGPonly) . . ... ... . .. .. 1495
distance BGPandBGP4+) . .. ... ... . ... .. e 1497
exit-address-family . . ... ... .. L 1499
ipas-pathaccess-list . .. ........ ... . . . .. .. ... 1500
ipcommunity-list . . ... ... e 1502
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ipcommunity-liststandard . . . ... ... .. L o 1506
ip extcommunity-listexpanded . . ... ... .. .. L L. 1508
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neighboractivate . . . .. ... ... . ... 1521
neighbor advertisement-interval . .. ... ........ ... .. ... ... 1524
neighborallowas-in . . ....... ... .. .. .. . . . . . . 1527
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neighbor attribute-unchanged . ... .......... ... .. ........ 1532
neighbor capability graceful-restart . .. .......... ... ... ..... 1535
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neighbor capability orf prefix-list . . .. ........ ... ... ... ... .. 1538

neighbor capability route-refresh. . . . . ..................... 1541
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neighbor default-originate . . . .. ........ ... ... ... . . ... ... 1547
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neighbor ebgp-multihop . . .. ... ... ... . . . 1561
neighbor enforce-multihop . ... ....... ... ... ... . ... .. ... 1564
neighborfilter-list. . . .. ... . . ... . . . . 1567
neighborinterface . ... .. ... ... .. . ... .. 1570
neighborlocal-as . .. ... ... . e 1572
neighbor maximum-prefix . .. ..... ... ... ... . .. . . . .. 1575
neighbor next-hop-self . . ... ..... ... ... ... .. ... ......... 1578
neighbor override-capability . . . .. ........ ... .. ... ... 1581
neighborpassive . .. ... ... .. . e 1583
neighborpassword . . . ... ... ... . e 1586
neighbor peer-group (add aneighbor) . .. ................... 1590
neighbor peer-group (create apeer-group) . . ... ... ... 1592
neighborport . . ... . . . e 1593
neighborprefix-list . . . ...... ... . . ... .. 1596
neighborremote-as . .. ... .. ... .. ... 1599
neighbor remove-private-AS (BGPonly) ... ....... ... ... ..... 1602
neighborrestart-time . ... ... ... .. .. . . . . . e 1604
neighborroute-map . . . .. ... e 1607
neighbor route-reflector-client (BGPonly) .. .................. 1611
neighbor route-server-client (BGPonly) . . ... ..... ... ... ... ... 1613
neighbor send-community . . . ... ... .. o oo o 1614
neighborshutdown . . ... ... ... ... . .. ... ... . 1618
neighbor soft-reconfigurationinbound . . . . .. ... ... ... ...... 1620
neighbortimers . . . ... ... . . e 1623
neighbor transparent-as . .. ... ... ...t 1626
neighbor transparent-nexthop . .............. .. .. ........ 1628
neighbor unsuppress-map . . . .. ..o vt ittt e 1630
neighborupdate-source . ....... ... ... ... .. 1633
neighborversion (BGPonly) .. ......... ... ... ... .. . ... ... 1637
neighborweight .. ...... ... . . . .. .. . . . e 1639
network (BGPandBGP4+) . .. ... ... ... . 1642
network synchronization . ... ... ... .. .. . o L 1645
redistribute (intoBGPorBGP4+) ... ... ... ... ... .. ... . . ... 1646
restart bgp graceful (BGPonly) ... ....... ... ... ... . ... .. .. 1648
rOUtEr bgp . . e e 1649
FOUTE-MAD . . . ot e e e e e e e e 1650
setas-path .. ... e e 1653
setcommunity. . ... e 1654
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show bgp ipv6 dampening (BGP4+only) . . . .................. 1660
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show bgp ipv6 inconsistent-as (BGP4+only) . ................. 1662
show bgp ipv6 longer-prefixes (BGP4+only) . ................. 1663
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show bgp ipv6 neighbors (BGP4+only) . . .. ..... ... ... ... .... 1664
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showipbgpscan (BGPonly) . . ... ... ... .. . . . . . . 1709
showip bgp summary (BGPonly). . . ........ ... ... ... ....... 1710
showip community-list . .. ....... .. .. . .. . . e 1712
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matchipaddress .. ... ... ... . . e 1730

matchipnext-hop .. ..... ... . . . . . .. 1732
matchipvbaddress. . . ... ... .. e 1734
matchipvbnext-hop. .. ... .. ... . . . . e 1736
matchmetric. . . ... ... . . . e 1737
matchorigin . .. .. .. .. 1738
matchroute-type . . . . . . . .o 1740
matchtag . . . ... o e e 1741
FOUTE-MaD . . ot e e e e e e e 1742
setaggregator . . . . . .. e e 1745
setas-path . . ... .. .. e 1746
setatomic-aggregate . ... ... ... 1747
setcomm-listdelete . .. ... .. .. ... 1748
setcommuNity. . . ..o e 1749
setdampening . .. ... e e e 1751
setextcommunity . . ... ... .. 1753
setipnext-hop (routemap) . ....... ... ... . i, 1755
setipvbnext-hop . . ... ... e 1756
setlocal-preference . ...... ... . . . ... e 1757
setmetriC . . . . e 1758
setmetric-type . . . .. e 1760
St origin . . .. e e e 1761
setoriginator-id . . . . .. ... 1762
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address-family ipv4 (RIP) . ... ... . . . . 1771
| 1772
arpopportunistic-nd . . ... ... 1774
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clearipbgp*(BGPonly) . ....... . . . . . .. 1778
clearipbgp (IPv4) (BGPonly) ... ... ... ... ... . . .. 1780
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description (VRF) . . . . . ... . . . 1787
distance (RIP) . . . . . .o i i e e 1788
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EXPOIEMAPD . . . ot e e e 1791
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httpclientvrf. . ... . e 1793
http VI e 1794
IMPOITMAD . .« . ot e e e e e e e e e e e e 1795
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proutevrf . .. e 1797
Pt VI e 1801
PV e e 1802
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loghost . ... e 1804
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loghostexclude. . .. ... ... .. . .. . . . . 1806

loghost(filter) . . .. ... .. . . 1809
loghosttime . . .. ... . e 1813
max-fib-routes (VRF) . . . .. ... .. . . 1815
max-static-routes (VRF) . . . .. . ... .. 1817
neighbor next-hop-self . ... ... ... ... . .. . . . . .. . . .. 1818
neighborpassword . . . . .. ... ... 1821
neighborremote-as . . ... ... ... i 1825
network (RIP) . . . . . . e 1828
offset-list (RIP) . . .. ... . 1830
passive-interface (RIP) . . . . .. ... . . . e 1832
PING . o e 1833
radius-serverhost . . . . . .. ... L 1835
rd (route distinguisher) . . ... ... ... .. ... . . . . 1839
redistribute (intoBGPorBGP4+) . .. ... ... ... ... .. ... . ..., 1840
redistribute (OSPF) . . . . . . . . e 1842
redistribute (RIP) . . ... .. . . 1844
route (RIP) . . . . . o e 1846
route-target . . .. ... e 1847
FOULEr OSPf & . . e e 1849
router-id (VRF) . . .. oo e 1851
ShoW arp ... e 1852
show crypto key pubkey-chain knownhosts . . . ................ 1854
showhttpclient. .. ... .. . . . . . e 1856
showip bgp cidr-only (BGPonly) . ... ....... ... ... .. ....... 1857
show ip bgp community (BGPonly) . ....................... 1858
show ip bgp community-list (BGPonly) . . . ................... 1860
show ip bgp dampening (BGPonly) . ... ... ... ... .. ... ....... 1861
show ip bgp filter-list (BGPonly) .. ....... ... .. .. ... ...... 1863
show ip bgp inconsistent-as (BGPonly) . . .. .................. 1864
show ip bgp longer-prefixes (BGPonly) . . .. .................. 1865
show ip bgp prefix-list (BGPonly). . . . ...................... 1866
show ip bgp quote-regexp (BGPonly) . . .. ....... ... .. ....... 1867
showipbgpregexp(BGPonly) ... ... ... ... ... .. ... ... .. .. .. 1869
show ip bgp route-map (BGPonly) . . . . ... ... ... ... ... ..., 1871
show ip bgp summary (BGPonly) . . . . ... ... ... ... ... .. ... 1872
showipinterfacevrf . . ... ... .. . . . . .. 1874
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showipripvrfinterface . . ... ... ... ... ... . ... . ... . . ..., 1877
showiproute . ...... ... ... i e e 1878
showiproutedatabase . ... ....... ... ... ... .. . . . . . . .. 1881
showiproutesummary . . ... . 1884
ShoOW ip VIt . 1886
showipvrfdetail ............ ... ... .. .. . . . . ... 1887
showipvrfinterface . .. ....... ... .. . ... . .. . . . ... ... 1888
show running-configvrf . ... ... ... ... ... . 1889
snmp-serverhost . . ... ... e 1890
snmp-servervrf . . L e 1893
SSh e 1894
sshclient ... ... . e 1897
sshclientvrf ... . 1899
sshservervrf . . .. L e 1900
tacacs-serverhost. . . . ... ... 1901
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tCPAdUMP . . e 1903

telnet. . o e e 1904
timers (RIP) . . . . oo e 1905
fraceroute. . . . ... e e 1907
version (RIP) . . . . . e 1908
VE e e 1909
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Introduction . . . ... e 1910
flood-list. . ... ... . e 1911
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NVOVXIAN . .. e e e 1915
platform inter-chip-header4-word . . . . ... .................. 1916
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FEMOTE-VIOPD . . .ttt e e e e e e e e 1918
showvxlan . ... . 1919
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consecutive probeloss . ... ... . e 1924
debuglinkmon . ... ... .. 1926
destination (linkmon-probe) . . . . . ... ... ... L 1928
dscp (linkmon-probe) . .. ..... ... ... ... 1929
egress interface (linkmon-probe) . . .. .......... ... . .. .. .. .. 1930
enable (linkmon-probe) . . . . ... ... . ... 1931
interval (linkmon-probe) . ... ... ... ... .. . .. . . . . ... ... 1932
ip-version (linkmon-probe) . . . . ... ... ... L 1933
JIEr e e e 1934
atENCY . . o o e e e e 1936
linkmonprobe . . . ... .. . .. e 1938
linkmon probe-history . . . ... ... . 1940
linkmonprofile ... ... ... .. . . . . . . 1942
sample-size (linkmon-probe) . . . . . . .. ... ... 1943
servicelinkmon . . ... . e 1944
show linkmonprobe . .. ....... ... . . . .. .. . . . ... 1945
show linkmon probe-history . . . . .. ... ... .. ... . . . . ... 1948
show linkmontrigger . ........ . . . . . . .. 1950
size (linkmon-probe) . . . ... ... . . 1952
source (linkmon-probe) . . . ... ... ... 1953
url (linkmon-probe) . ... ... ... . . .. 1954
PART 4: Multicast Applications . . . . . ... .. ittt ittt 1955
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Introduction . .. .. .. ... 1956
clearipigmp . ..o o e e e 1958
clearipigmpgroup . ... . 1959
clearipigmpinterface . . . ... .. ... .. 1960
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PIgMP . e e e 1962
IPIgMP acCesS-groUP . . . v v v e e e e e e e e e e 1963
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ipigmpflood-group . . ... .. ... ... 1964

ipigmp flood specific-query . .. ...... ... .. ... .. 1966
ipigmpimmediate-leave . . ... ... ... .. . . . e 1967
ipigmp last-member-query-count . . . ... ... L L 1968
ipigmp last-member-query-interval . . ... ... ... . Lo L. 1969
ipigmplimit .. ... e 1970
ipIgMpP Maximum-groups . . . . . . v ittt et et e 1972
IPIgMP MIOULE-PIOXY . & o v v v e e et e e e e e e e e et 1974
IPIgMP PrOXY-SEIVICE . . . . o it e e e e 1975
ipigmp querier-timeout . .. ... ... e 1977
ipigmp query-holdtime . . . . ... .. .. .. L 1978
ipigmpquery-interval . . ... ... 1980
ip igmp query-max-response-time . . . . ... ... ... e, 1982
ipigmpra-option . . ... ... ... e 1984
ipigmp robustness-variable . . ... ...... ... . . . . . . . ... 1985
IPIgMPSNOOPING . . . o vt e e e e 1986
ipigmp snoopingfast-leave . ... ........ ... . .. .. ... ... 1988
ipigmpsnoopingmrouter . . ... .. ... ... e 1989
ipigMmpP sNOOPING QUENIEr . . . . o v vt e e e e e e 1990
ip igmp snooping report-suppression . . . . . . oo vt 1991
ipigmp snoopingroutermode . ... ... ... . e 1992
ip igmp snooping source-timeout . . ........ ... ... . . ... 1994
ipigmp snooping tcnquerysolicit . . . . ... ... . L L. 1996
ipigmp source-address-check . . .. ...... .. .. ... . ... ... 1999
PIgMP SSM . . . e e 2000
ipigmpssm-mapenable . ... ... .. ... . . 2001
ipigmpssm-mapstatic . . ... .. ... . ... e 2002
ipigmpstatic-group . . . .. .. e e e 2004
ipigmp startup-query-count . . ... ... L e 2006
ipigmp startup-query-interval . . .... ... ... ... ... . ... 2007
ipigmptrusted . ... .. e 2008
IPIgMPVErSiON . . . . e e e 2009
show debuggingigmp . ........ .. . . . . .. 2010
showipigmpgroups . . ...... .. e e 2011
showipigmpinterface . ......... . . . . . . .. .. . e 2013
ShOW ipigmpP ProxXy . .. ... vt e 2015
show ipigmp proxy groups . . ... ..o v ittt 2016
show ipigmp snoopingmrouter . ... ....... ... ... 2019
show ip igmp snoopingroutermode. . .. .......... ... . ... ... 2021
show ip igmp snooping source-timeout . .................... 2022
show ip igmp snooping statistics . . . . .......... ... ... ...... 2024
undebugigmp . .. ... 2026
Chapter 36: MLD and MLD SnoopingCommands . . . . . .. vttt v nennnns 2027
Introduction . .. .. ... 2027
clearipvemld . . ... . 2029
clearipvbémldgroup . . . . ... 2030
clearipvémldinterface . ... ... ... .. ... 2031
debugmld . ... .. 2032
PV MId . . . . 2033
IPVO MId acCess-group . . . v v v v oo e 2034
ipv6 mld immediate-leave .. ... ... ... .. . . . .. e 2035
ipv6 mld last-member-query-count . . .......... ... . ..., 2036
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ipv6 mld last-member-query-interval . . ... .................. 2037

ipvemldlimit ... ... . 2038
ipv6 mld querier-timeout . . . . .. ... e 2040
ipvé mld query-interval . .. ... ... . ... 2041
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ipv6 mld robustness-variable . ... ........ ... ... .. .. . .. ... 2043
ipvomIdsnooping . . . . ... e 2044
ipvé mld snoopingfast-leave ... ......... ... ... .. .. ... ... 2046
ipv6 mld snooping mrouter . . ....... ... .. 2047
ipv6 mld snooping querier . . . ... . e 2049
ipv6 mld snooping report-suppression . . .. ... ... 2050
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ipvé mldstatic-group . . . .. ... e 2054
ipvomldversion . ... ... e 2056
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showipvbmldgroups . . . . . ... e 2058
showipvémldinterface. . . .. ... ... ... . ... .. . 2059
show ipv6 mld snoopingmrouter ... ................ ... ... 2060
show ipv6 mld snooping statistics . .. ...................... 2061
Chapter 37: MulticastCommands . . . . . ...ttt i ittt it o ennnnnns 2062
Introduction . .. ... .. 2062
clearipmroute . ... ... e 2064
clearipmroute statistics . ... ... ... ... ... .. . e 2066
clearip multicastroute .. ........ ... . . ... ... e, 2067
clearipvbmroute . . . .. . ... 2068
clearipvé mroutestatistics . . . ... ... ... ... .. .. 2069
ipv6 multicast forward-slow-path-packet . . . . ................. 2070
debugnsm . ... L 2071
debugnsmmcast. . . ... ... . 2072
debugnsmmeastt . . ... ... . 2073
PMIOULE . . . . e e e e 2074
ip multicast allow-register-fragments . . ... .................. 2076
ip multicast forward-first-packet . ......................... 2077
ip multicast handle-igmp-immediately . ..................... 2078
ipmulticastroute . . . . ... ... e 2079
ip multicastroute-limit . .. ........... .. . ... . . . 2081
ip multicast wrong-vif-suppression . ... ........ .. .. ... ... .. 2082
ipmulticast-routing . . ... ... e 2083
ip multicast-routing ssm-only-hw . . .. ..................... 2084
IPVOMIOULE . . . . e e e e e e e 2085
ipvé multicastroute . .. ... ... ... 2087
ipv6 multicast route-limit . . . ... ... ... L L 2090
ipvé multicast-routing . . . . . . ... e 2091
multicast . . ... .. e 2092
platformI2mc-overlap . . . . . . ... .. .. 2093
platform multicast-ratelimit .. ............. .. ... .. ....... 2094
platform stop-unreg-mc-flooding . .......... ... ... . .. ... .. 2095
show debuggingnsmmcast . . . ......... ... ... ... ... . ..., 2097
showipmroute . .. ... ... . . . . . 2098
showipmvif . ... . . . 2101
showiprpf . ... e 2102
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showipvemif ... ... ... .. . . . 2103

showipvbmroute . ... ... ... . 2104
show ipv6 multicast forwarding . . . . ...... ... ... .. .. . ... 2106
Chapter 38: PIM-SMCommands . . . ...t ittt tteneeecossosocnnnnss 2107
Introduction . . . .. .. 2107
clearip pim sparse-mode bsrrp-set* .. ... ... ... ... ... . . ... 2109
clear ip pim sparse-mode packet statistics . . .................. 2110
clearip mroute pimsparse-mode . . . .. ... ... ... . . ... 2111
debugpimsparse-mode . ... ... ... e 2112
debug pim sparse-mode timer .. ... ... ... . . . . . . . 2114
ip multicast allow-register-fragments . ... ................... 2117
ip pimaccept-registerlist . . .. ....... ... . . . . . . e 2118
IPPIMaNYCast-IP . . . oo et e e e e e 2119
ippimbsr-border . . . ... 2120
ippimbsr-candidate . . . ... ... ... ... 2121
ip pim cisco-register-checksum . . .. ...... ... ... . . . .. ... ... 2122
ip pim cisco-register-checksum group-list .. .................. 2123
ippimcrp-cisco-prefix . . . ... ... e 2124
ippimdr-priority . . ... ... . e 2125
ippimexclude-genid . ... ... ... . .. . . . . . e 2126
ip pim ext-srcs-directly-connected . . ... ... ... .o oL 2127
ip pim hello-holdtime (PIM-SM) . . . . .. ... ... ... . . ... 2128
ip pim hello-interval (PIM-SM) . . . ... ... ... .. . . . ... 2129
ip pimignore-rp-set-priority . . . ... ... ... 2130
ippimjp-timer. . . ... . e 2131
ip pim neighbor-filter (PIM-SM) . . . . . ... ... .. ... . .. .. . ... .. 2132
ip pim register-rate-limit .. ....... ... . . . . . . . e 2133
ip pim register-rp-reachability . . .. ......... ... . . .. ... ..., 2134
IP PIM register-source . ... ... ittt et e e e e 2135
ip piM register-suppression . . .. ...t e e 2136
ippimrp-address . . .. ... . e 2137
ippimrp-candidate ... ..... ... . ... ... 2139
ippimrp-register-kat ... ... ... .. .. . . e 2141
ippimsparse-mode . ... ... e 2142
ip pim sparse-mode join-prune-batching . . . .. ......... ... .. .. 2143
ip pim sparse-mode passive . . .. ... e 2145
ip pim sparse-mode wrong-vif-suppression . . ................. 2146
ippimspt-threshold . . .. ....... ... ... .. ... ... . ... .. . ... 2148
ip pim spt-threshold group-list .. ......................... 2149
P PIM SSM L L e e e e e e e 2150
SEIVICE PIM & . ot e e e e e e 2151
show debugging pimsparse-mode . . ...................... 2152
show ip pim sparse-mode bsr-router . ...................... 2153
show ip pim sparse-modeinterface . ....................... 2154
show ip pim sparse-mode interfacedetail .................... 2156
show ip pim sparse-mode local-members .. .................. 2157
show ip pim sparse-modemroute . .............. .. ........ 2159
show ip pim sparse-mode mroutedetail . .................... 2162
show ip pim sparse-mode neighbor . . .. .................... 2164
show ip pim sparse-modenexthop .. ...................... 2166
show ip pim sparse-mode packet statistics . . . . ................ 2168
show ip pim sparse-moderp-hash ... ...................... 2170
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show ip pim sparse-moderpmapping . ..................... 2171

undebugall pimsparse-mode . . .. ... ... .. . . .. oo, 2172
Chapter 39: PIM-SMv6Commands . ......cctoiieeernnroncsoncnns 2173
Introduction . . . ... .. 2173
clearipvbmroute pim . . ... ... 2176
clearipvé mroute pimsparse-mode . . ........ ... . . ... 2177
clear ipv6 pim sparse-mode bsrrp-set* . . .. ... ... ... .. .. . . ... 2178
debugipvb pimsparse-mode . ... ... .. ... 2179
debug ipvé pim sparse-mode packet ... ...... ... ... . ... 2181
debug ipvé pim sparse-modetimer . ... ...... ... . . .. ... 2182
ipvé pim accept-register . . . ... ... e 2184
IPVO PIM aNyCast-rP . . . . o oot e 2185
ipvé pimbsr-border . . ... ... L. 2187
ipv6 pim bsr-candidate . .. ........ ... ... .. . . . 2188
ipv6 pim cisco-register-checksum . .. ...................... 2189
ipv6 pim cisco-register-checksum group-list. . . .. .............. 2190
ipv6 pim crp-cisco-prefix . ... ... ... ... . . . . e 2191
ipvé pimdr-priority . . . . .. 2192
ipvé pimexclude-genid . . . . ... ... .. 2193
ipv6 pim ext-srcs-directly-connected . . ... ... ... . oL 2194
ipv6 pim hello-holdtime . . .. ....... ... ... ... .. .. ... . ... 2195
ipv6 pim hello-interval . . . . ... ... . ... . . . e 2196
ipv6 pim ignore-rp-set-priority . . ... ... ... o e 2197
ipve pim jp-timer . . . . .. e e 2198
ipv6 pim neighborfilter . . . .. ... ... ... .. . . L 2199
ipv6 pim register-rate-limit . . . . ... ... ... . . . e 2200
ipv6 pim register-rp-reachability . ................... ... ... 2201
IPV6 PiM register-source . . ... .. ..ottt e 2202
ipv6 pim register-suppression . . . . . . . L. e 2203
ipvb pimrp-address . ... ... 2204
ipvé pimrp-candidate . . . . ... ... L 2206
ipvépimrpembedded . .......... . ... ... .. .. 2208
ipv6 pimrp-register-kat . . . .. ... ... e 2209
ipv6 pimsparse-mode . . . . ... e 2210
ipv6 pim sparse-mode passive . . . . . ..o e 2211
ipv6 pim spt-threshold . . . .. ... ... .. ... ... . . . . ... ... .. 2212
ipv6 pim spt-threshold group-list . . . . ...................... 2213
PVO PIM SSM & . . . e e e e e e e 2214
ipv6 pimunicast-bsm . ... ... .. 2215
SErVICEPIMB . . . o e e 2216
show debugging ipv6 pim sparse-mode . .. .................. 2217
show ipv6 pim sparse-mode bsr-router . . .. .................. 2218
show ipv6 pim sparse-modeinterface . . . .. .................. 2219
show ipv6 pim sparse-mode interfacedetail . . . .. .............. 2221
show ipv6 pim sparse-mode local-members . . . .. .............. 2222
show ipv6 pim sparse-modemroute . . .. .......... .. ... 2223
show ipv6 pim sparse-mode mroutedetail . . . ... .............. 2225
show ipv6 pim sparse-mode neighbor . ... ... ............... 2227
show ipv6 pim sparse-mode nexthop . . ... .................. 2228
show ipv6 pim sparse-moderp-hash ... .................... 2229
show ipv6 pim sparse-moderpmapping . . . . ... .. ... 2230
show ipv6 pim sparse-moderpnexthop . .................... 2231
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undebug all ipv6 pim sparse-mode . . . ....... ... ... .. ... ... 2233

undebugipv6 pimsparse-mode . ....... ... . . . oo 2234
Chapter 40: PIM-DMCommands ........ccooitteeeneroncencsnnns 2236
Introduction . . . ... .. 2236
debug pimdense-modeall . . .. ........ ... ... 2238
debug pimdense-modecontext . ... ....... ... .. . . . ... ... 2239
debug pimdense-modedecode ... ........ ... ... ... . ... .. 2240
debug pimdense-modeencode ... ....... .. .. . . . .. ... 2241
debug pimdense-modefsm .. .......... ... ... .. . .. .. . ... 2242
debug pimdense-modemrt. . ... ... ... . .. . . 2243
debug pimdense-modenexthop. . . . ....... ... ... ... .. ... 2244
debug pimdense-modensm . .... ... .. ... .. . . . 2245
debug pimdense-modevif. ... ... ... . .. L 2246
ippimdense-mode. . .. ... ... 2247
ip pimdense-mode passive . ... ... ... 2248
ip pim dense-mode wrong-vif-suppression . .................. 2249
ip pim ext-srcs-directly-connected . . . .. ... ... Lo L. 2251
ip pim hello-holdtime (PIM-DM) . . . . . .. ... ... .. . ... 2252
ip pim hello-interval (PIM-DM) . . . . ... ... ... . .. 2253
ip pim max-graft-retries . . . . ... ... . ... 2254
ip pim neighbor-filter (PIM-DM) . . . . . . ... ... ... . ... ...... 2256
ip pim propagation-delay . . . . ........ ... . . . . . . ..., 2257
ip pim state-refresh origination-interval ... .................. 2258
service PAm ... e e e 2259
show debuggingpimdense-mode . . . . .......... ... .. ..... 2260
show ip pim dense-modeinterface . ....................... 2261
show ip pim dense-mode interfacedetail .................... 2263
showip pim dense-modemroute . ............. .. .. ....... 2264
show ip pim dense-mode neighbor . ... .................... 2265
show ip pim dense-mode neighbordetail .................... 2266
show ip pim dense-modenexthop . . . ...................... 2267
undebugall pimdense-mode . . . ........ ... .. . . ... ... 2268
Chapter 41: Multicast Source Discovery Protocol (MSDP) Commands ....... 2269
Introduction . .. .. ... 2269
clearipmsdpsa-cache . ........ . . . .. . ... e 2271
debugmsdp . . ... 2272
debugmsdptimer .. ...... .. . . . .. e 2273
ipmsdphold-time . .. ... ... . . 2274
ipmsdpkeep-alive . .. ... ... ... .. 2275
ipmsdpmesh-group . . . .. ...t e 2276
ipmsdp mesh-groupmember. . ......... ... .. . . . . ... 2278
ip msdp mesh-group member hold-time . . . .. ................ 2280
ip msdp mesh-group member keep-alive .. .................. 2282
PMSAP PEEr . . o ot e e 2284
ipmsdp peerhold-time . . . ....... ... .. ... . ... 2286
ipmsdp peerkeep-alive. . .. ... . ... . e 2288
ipmsdppeerrpfilter .. ... ... . .. .. ... 2290
ipmsdp peersg-filter .. ... ... .. ... . ... e 2292
ip msdp sa-cache-timeout . ........... .. ... .. . ... . .. ..., 2294
msdpdefaultpeer . ... ... .. ... .. 2295
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showdebuggingmsdp .. ....... ... .. ... . . 2296

showipmsdpmesh-group . . . . ... ... . . 2298
showipmsdppeer . . ... .o e 2303
showipmsdpsa-cache ... ........ ... ... ... .. . . . . . . . ... 2307
PART 5: AccessandSecurity. . . ... oot it ittt ittt e e 2309
Chapter 42: IPv4 Hardware Access Control List (ACL) Commands .......... 2310
Introduction . . ... .. e 2310
ACCESSGIOUD & v v v e e e e e e e e e e e e e e e 2313
access-list (numbered hardware ACLforICMP) . .. .............. 2315
access-list (numbered hardware ACL for IP packets) . . .. .......... 2319
access-list (numbered hardware ACL for IP protocols) . . . . ... ...... 2323
access-list (numbered hardware ACL for MAC addresses) . ......... 2328
access-list (numbered hardware ACLforTCPorUDP) . ... ... ...... 2331
access-list hardware (named hardware ACL) . . . .. .............. 2335
access-listhardware-deny-log . . . .. ... ... .. ... .. .. 2337
acl-groupipaddress . . ... ... .. 2340
acl-group ip PoOrt . .o e 2341
(acl-groupipportrange) . ... ... . 2342
clearaccess-listcounters . ... .. ... ... .. 2344
commit (IPV4) . . . . e 2345
ip(ip-host-group) . . . . . . e 2346
(named hardware ACLentry forICMP) . . . . ... ... ... ... ...... 2348
(named hardware ACL entry forIP packets) . .................. 2352
(named hardware ACL entry for IP protocols) .. ................ 2357
(named hardware ACL entry for MAC addresses) . ... ............ 2363
(named hardware ACL entry for TCPorUDP) . . ................ 2366
show access-list (IPv4 Hardware ACLs) . .. ....... ... ... . ..... 2370
show access-listcounters . . . ... ... .. ... . . . 2372
show acl-groupipaddress . . ....... .. .. ... 2374
show acl-groupipport . ...... . . e 2375
show interface access-group . . . . . . . o vttt e 2376
Chapter 43: IPv4 Software Access Control List (ACL)Commands . . . ........ 2378
Introduction . . ... ... e 2378
access-listextended (named) . .. ... ... ... .. 2381
access-list (extended numbered) . ... ... ... oL 2389
(access-list extended ICMPfilter) . .. ......... ... . . ... . ..... 2392
(access-list extended IPfilter) . ... . ... ... ... .. . . . .. ... . ... 2394
(access-list extended IP protocolfilter) .. .................... 2397
(access-list extended TCP UDPfilter) . . . . ... ... ... . . . . . . ... 2401
access-liststandard (named) . . . . ... ... . 2404
access-list (standard numbered) . ... ... ... .. ... . L. 2406
(access-list standard namedfilter) . ............. ... ... ..... 2408
(access-list standard numberedfilter) . ... .......... ... .. .... 2410
clearipprefix-list ... ... ... . . .. . . . 2412
AOS o e e 2413
ipprefix-list. . ... . . e 2416
maximume-access-list (deleted) ... ... ..... ... ... .. ....... 2418
show access-list (IPv4 Software ACLS) . .. ........ ... .. ....... 2419
showdosinterface . ... ..... ... . . . . . ... 2421
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showipaccess-list ... ........ .. . . .. . . . . 2424

showipprefix-list . . ... ... . . . 2425
vty access-class (numbered) . . ... ... ..o 2426
Chapter 44: IPv6 Hardware Access Control List (ACL) Commands .......... 2427
Introduction . .. .. .. 2427
access-listhardware-deny-log . . . .. ... ... ... .. . ... 2430
acl-groupipvbaddress .. ... ... ... ... 2433
clearaccess-listcounters . . ..., .. ... 2434
commit (IPV6) . . ... e 2435
iPV6 (IPV6-hoSt-group) . . . . o v vttt e e e 2436
ipv6 access-list (named IPv6 hardware ACL) . . ................. 2438
ipvé traffic-filter . . . ... ... .. 2440
(named IPv6 hardware ACL: ICMPentry) . .................... 2441
(named IPv6 hardware ACL: IPv6 packetentry) . ................ 2446
(named IPv6 hardware ACL: IP protocolentry) ................. 2450
(named IPv6 hardware ACL: TCPorUDPentry) . ................ 2455
platform hwfilter-size . .. ... ... ... . ... .. . . . . . . . .. 2460
show access-listcounters . . .. ... ... ... .. . e 2461
show acl-groupipv6address. . . . ........ ... . ... . 2463
show ipv6 access-list (IPv6 Hardware ACLs) . .. ................ 2464
Chapter 45: IPv6 Software Access Control List (ACL)Commands . . . ........ 2465
INtroduction . . . ... e 2465
ipv6 access-listextended (named) ... ........ .. ... . . . ... ... 2467
ipv6 access-listextendedproto . . ......... ... . . . . ..., 2471
(ipv6 access-list extended IP protocolfilter) .. ................. 2473
(ipv6 access-list extended TCP UDPfilter) . . . . ... ... ... ...... 2476
ipv6 access-liststandard (named) . . . . . ... .. ... ... ... 2478
(ipv6 access-list standardfilter) . ... ........ ... . ........... 2480
ipve prefix-list . . ... .. . e 2482
show ipv6 access-list (IPv6 Software ACLS) . ... ................ 2484
showipv6 prefix-list . .. ..... .. . . . .. . 2486
vty ipv6 access-class(named) . .......... ... . ... . .. ... 2487
Chapter 46: QoS and Policy-based RoutingCommands . . . . ............. 2488
Introduction . . . ... e 2488
Class . .. e 2490
Class-Map . . . .o e e e 2491
clear mls qos interface policer-counters. . . .. ................. 2492
clear mls qos interface queue-counters . . .. ......... ... ... ... 2493
default-action . .. ... ... . . . ... 2494
description (QoS policy-map) . .. ... .. 2495
egress-rate-limit .. . . . . ... 2496
egress-rate-limitoverhead . . .. ... ... . ... o 2497
Mmatch access-group . ... .. ..t i 2498
MatCch COS . . . . o o e e 2500
Mmatch dscp . . . . .o e 2501
match eth-formatprotocol . . . . ....... ... ... .. . . . . ... ... 2502
matchinner-cos . . . ... ... e 2505
matchinner-vlan ... ... ... 2506
matchip-precedence ... ... ... ... . . ... e 2507
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matchmac-type . . . . .. ... 2508

matchtcp-flags .. ... ... . . . .. 2509
matchvlan . .. ... . . . e 2510
MIS QOS COS & v vt e e e e e e 2511
misqgosenable. . . ... ... . . e 2512
MIS QOS MAP COS-QUEUE . .« o v v e e e e e e e e e e et et e 2513
misqgosmap premark-dscp. . . .. ... ... . 2514
MISQOS QUEUE NAME . . . o o it e e e e e e e e e e e e e 2516
NopPolice . ... i e 2517
police single-rateaction. . . . . ... ... ... . . . . .. e 2518
policetwin-rateaction. . . . . ... ... .. ... . 2520
policy-map . . . . . e 2522
Priority-qUEUE . . . . . e e e e 2523
remark-map . ... .. e 2524
FEMArK NEW-COS . . . e e e ettt e e e e e 2526
service-policy input . . . . .. 2528
setipnext-hop (PBR) . . . ... ... e 2529
showclass-map . ... ... e 2531
showmls qos . ... ... e 2532
showmlsqosinterface . .......... ... ..., 2533
show mls qos interface policer-counters . .................... 2536
show mls qos interface queue-counters . .................... 2537
show mls qos interface storm-status . . . . .................... 2539
show mls qos maps cos-queUe . . .. .. .. v i 2540
showmlsqosmapspremark-dscp ... ...................... 2541
show platform classifier statistics utilization brief. . . . .. ... ....... 2542
showpolicy-map . . ... .o 2544
storm-action . .. .. .. e e 2545
storm-downtime . . ... ... .. 2546
storm-protection . . . ... ... ... 2547
storm-rate . . . . L e e e 2548
StOrM-WIindow . . . . ..o e e 2549
strict-priority-queue egress-rate-limitqueues . . . . ... ... ... ... .. 2550
UStASCP .« . . e e 2551
wrr-queue disablequeues . .. ... ... e 2552
wrr-queue egress-rate-limitqueues . ... ... .. ... . L L. 2553
wrr-queue weightqueues . .. ... . e e 2554
Chapter 47: 802. 1XCommands .......cccttt ittt ittt 2555
Introduction . . . ... e 2555
dotIxaccounting . . . . .. i e 2557
dotlxauthentication. . . .. ..... .. .. . . ... . . 2558
debugdotlx . .. ... 2559
dotlx control-direction . . ... ..... .. .. ... . .. . . ... .. ... 2560
dotIX AP . . o e 2562
dotIxeapol-version . . ... ... .. . . . e 2563
dotlxinitializeinterface. . . . . . ... ... . .. . . ... . 2564
dotlIxinitialize supplicant . ... ...... ... ... .. ... .. . .. .... 2565
dotix keytransmit . . ... ... .. .. ... ... 2566
dotlxmax-auth-fail . ......... ... ... ... ... ... ... .. ..., 2567
dotlxmax-reauth-req . . . ... ... ... . ... ... . 2569
dotIxport-control . . ... ... . . . . . e 2571
dotIxtimeouttx-period. . .. ... ... . e 2573
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showdebuggingdotlx ... ...... ... ... ... .. ... ... . .. ... 2575

ShowdotTX . . . oo e e 2576
showdotIxdiagnostics . . . ... ... .. e 2579
showdotlIxinterface. . . . ...... .. . .. i e 2581
show dot1x sessionstatistics . . .. .............. . ..., 2583
show dotlx statisticsinterface. . . ... ... ... ... ... ...... 2584
show dotlxsupplicant . ............... ... . . ... . 0. ... 2585
show dot1x supplicantinterface . ................ ... ...... 2587
undebugdotTx . ... .. . e 2589
Chapter 48: AuthenticationCommands . . . . .. ... ... ittt tnenns 2590
Introduction . . ... ... . . e 2590
authauth-failvlan .. ....... ... . . . . .. 2594
authcritical . . . ... . 2596
auth dhcp-framed-ip-lease . . . . . . .. ... .. . 2597
authdynamic-aclenable . ... ...... ... ... ... .. . . . . . . . 2599
auth dynamic-vlan-creation . . ..... ... ... ... .. . . . . . . ... 2601
authguest-vlan . .. ... ... . . . .. 2604
authguest-vlanforward . . . . . ... ... . . . ... 2606
auth guest-vlan hw-forwarding . . . . .. ... ... ... ... ... . .. .. 2608
authhost-mode . . . . ... . 2609
authlog . . . .o 2611
authmax-supplicant . . . . ... ... . . . e 2613
auth max-supplicanttagged-vlan ... ...................... 2615
auth max-supplicantuntagged-vlan . . . . . ................... 2617
auth multi-vlan-session . . . .. ... ... .. . .. ... . e 2619
auth priority . .. oo e e 2620
auth profile(global) . ......... ... ... .. .. . .. . ... 2622
auth profile (interface) . . . .. ... ... . .. .. . .. . . 2623
auth reauthentication . . ......... ... ... ... .. . . . . 2624
authroamingdisconnected . ............ ... ... . . . . . . . ... 2625
authroamingenable. . . .. ... ... ... ... .. 2627
authsupplicant-ip . . ...... ... . . . . . . 2629
authsupplicant-mac . . . . ...... ... . . . . . e 2631
auth timeout connect-timeout ... .......... ... . . ... 2634
auth timeout quiet-period . ... ... ... ... . ... .. . . . e 2635
auth timeout reauth-period . .......... ... ... ... . . . . . . ... 2636
auth timeout server-timeout . . . ... ...... ... ... . ... . ... 2638
auth timeout supp-timeout . ......... ... ... . . ... ... ... .. 2640
auth vlan-restriction . . .. ... ... . . . ... 2641
authtwo-stepenable .. ..... ... . . . . . ... e 2643
authtwo-steporder . .. ... . . . e 2646
auth-macaccounting . .. ...... . 2648
auth-macauthentication . . ........ ... ... ... .. ... .. .... 2649
auth-macenable . . ... ... . . . . . 2650
auth-macmethod . ... ... ... . . ... e e 2652
auth-macpassword . .. ... ... e e 2654
auth-macreauth-relearning .. ........... . ... .. . . . . . 2655
auth-macstatic . ........ .. . . . e 2656
auth-mac username . . . ...... ... ittt 2657
auth-webaccounting . ......... . . ... 2658
auth-web authentication . . . ............ ... ... . . . . . . 2659
auth-webenable . ... ... ... . . . .. 2660
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auth-web forward . ... .. .. . 2662

auth-web idle-timeoutenable . . . . ... ... ... .. o 2665
auth-web idle-timeouttimeout . . ... ....... ... ... . . . ... .. 2666
auth-web max-auth-fail . .. ........ ... ... ... ... ... ... . ... 2667
auth-webmethod . ... ... ... . . ... ... 2669
auth-web-server blocking-mode . . ... ... ... ... ... .. . ... 2670
auth-web-server dhcpipaddress . .. ........... ... ... . . ..., 2671
auth-web-serverdhcplease .. ... ... ... ... .. ... .. . .. ... 2673
auth-web-server dhcp-wpad-option . . .. ... ... ... .. .. ..., 2674
auth-web-serverhost-name . .. ... ... ... ... . . . . . . ... 2675
auth-web-serverintercept-port . . . . ... ... ... 2676
auth-web-server ip-conflict-prefer-newer-supplicant . .. .......... 2677
auth-web-serveripaddress . . . . ... ... .. ... 2678
auth-web-server pagelanguage ............ .. ... . .. .. . ... 2679
auth-web-serverlogin-url . . . . ... ... ... 2680
auth-web-serverpagelogo . ........ ... ... . ... . . . . . . i, 2681
auth-web-server pagesub-title . . . ....... ... ... ... . . 2682
auth-web-server page success-message . ... ... ... 2683
auth-web-serverpagetitle . . . ...... ... ... 2684
auth-web-server page welcome-message . . .................. 2685
auth-web-server ping-pollenable . ........................ 2686
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atmf secure-mode certificateexpire . . ... ... ... o . 3331
atmf secure-mode certificateexpiry . ... ........ .. . ... .. ..., 3332
atmf secure-mode certificaterenew . . . ... ... ... .. oL 3333
atmf secure-modeenable-all . ......... ... ... .. .. .. . ... .. 3334
atmfselect-area . . . . ... ... . . 3336
atmftopology-guienable ... ........ ... ... ... .. ... . ..., 3337
atmftrustpoint . . .. ... . . e 3338
atmfvirtual-crosslink . . . .. ... ... ... 3340
atmfvirtual-link . . .. ... . 3342
atmf virtual-link description . . .. ... ... ... 3345
atmfvirtual-link protection . . . . ... ... ... ... . . ... . ... 3346
atmfworking-set . . ... ... ... ... ... 3348
bridge-group (amf-container) . .. ........ ... .. .. . ... ..., 3350
clear application-proxy threat-protection . ................... 3352
clearatmflinks. . . . . ... . . 3353
clearatmflinksvirtual . .. ....... .. .. . ... ... . . 3354
clear atmflinks statistics . . .......... ... ... ... . . . .. .. ..., 3355
clearatmfrecoveryfile .. ... ... ... ... ... . .. . . . ... . ... 3356
clear atmf secure-mode certificates . ... .................... 3357
clear atmf secure-modesstatistics . . .. ... ... ... 3358
clone (amf-provision) . ... ... .. . ... 3359
configure boot config (amf-provision) . . . .. .................. 3361
configure boot system (amf-provision) .. ............. ... .... 3363
copy (@amf-provision) . . . . ... .. ... 3365
create (@amf-provision) . . ... ... 3366
debugatmf. .. ... ... .. .. ... 3368
debugatmfpacket . .. ... ... . . ... 3370
delete (amf-provision) . . . . ... ... e 3373
discovery . . ... 3375
description (amf-container) . ..... ... ... ... ... . . . . 3377
erasefactory-default . . . ........ ... .. ... .. .. . . . 3378
firmware-url . .. ... e 3379
http-enable . . . . . . ... . e 3381
identity (amf-provision) . . . . ... ... .. 3383
license-cert (amf-provision) . ............. ... . . . . . . ... ... 3385
locate (amf-provision) . . . ... ... . .. 3387
logevent-host . . . . ... i e 3389
loginfallbackenable . . . .. ... ... ... ... . . .. .. ... .. 3390
modeltype . . . .. 3391
service atmf-application-proxy . ........... ... . . . .. . . ... 3392
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show application-proxy threat-protection ... ................. 3393

show application-proxy whitelist advertised-address . . ... ........ 3395
show application-proxy whitelistinterface . . . . ................ 3396
show application-proxy whitelistserver. . . . .. ... ............. 3398
show application-proxy whitelist supplicant . . . ... ............. 3399
showatmf . . ... .. e 3401
showatmfarea ... ......... . .. .. ... 3405
showatmfareaguests. . . . ... ... .., 3408
show atmfareaguests-detail ............................ 3410
showatmfareanodes . . .. ... ... . . ... . ... . 3412
show atmfareanodes-detail . . . ... ... ... ... ... .. ... . ... ... 3414
showatmfareasummary . . ........ ... .. . 3416
show atmf authorization . ................. ... .......... 3417
showatmfbackup .. ....... ... . . . . .. 3420
showatmfbackuparea . .......... ... ... .. ... ... ... . .... 3424
show atmfbackupguest .. ....... ... ... ... . . . . . . . ... 3426
showatmfcontainer . . . ... ... ... . . .. e 3428
showatmfdetail ............ ... ... ... . . .. . . ... 3431
showatmfgroup .. ....... .. . . .. e 3433
showatmfgroupmembers .. ......... ... .. ... .. ... .. .... 3435
showatmfguests . . ... ... .. .. . 3437
showatmfguestsdetail . . . ........ ... ... ... .. . . . . . . . ... 3439
showatmflinks . . ... ... .. . . .. 3442
showatmflinksdetail .. ......... ... . ... .. ... . .. .. .... 3444
showatmflinksguest . .. ....... ... ... ... .. .. . ... . . ..., 3453
show atmf links guestdetail .. ........................... 3455
show atmf links statistics . . .......... ... ... . .. ... ... .... 3459
showatmfnodes .. ... ... ... .. .. .. 3462
show atmf provisionnodes. . . .. ... ... ... ... . . e 3464
show atmfrecoveryfile . .. ... ... ... ... .. 3466
show atmfsecure-mode . ......... ... .. . ... ... 3467
show atmf secure-modeaudit. . ... .......... ... ... ... ...... 3469
show atmf secure-mode auditlink . ... ....... ... ... ... ..... 3470
show atmf secure-mode certificates . . .. ........ .. ... .. ... .. 3471
show atmfsecure-modesa . .. ....... ... . ... 3474
show atmf secure-mode statistics .. ....................... 3477
showatmftech .. ... ... .. .. .. . . . . . . 3479
show atmfvirtual-links . .. ...... ... ... ... .. ... .. ... ..., 3482
show atmfworking-set . .. .......... ... .. ... . ... 3484
showdebuggingatmf . .. ...... ... ... ... ... 3485
show debuggingatmfpacket . ... ...... ... ... ... ... ... ... 3486
show running-configatmf . . ...... ... ... ... . . L. 3487
State . .. e 3488
switchportatmf-agentlink ... ........................... 3490
switchportatmf-arealink . ... ......... ... ... .. ........ 3491
switchportatmf-crosslink . . . .. ........ ... ... ... ... ... ... 3493
switchport atmf-guestlink . .. ....... ... ... ... .. . . .. 3495
switchportatmf-link . .. ... ... ... ... . ... ... .. ... . ... 3497
typeatmfguest . ... ... .. .. e 3498
typeatmfnode ... ... ... . . ... ... 3499
undebugatmf . . . ... 3501
username (atmf-guest) . ... ... ... ... 3502
C613-50619-01 Rev B Command Reference for x950 Series 47

AlliedWare Plus™ Operating System - Version 5.5.3-0.x



Chapter 63:

Autonomous WaveControlCommands . . . . . ...t vv e 3503

Introduction . .. .. .. 3503
3gpp-info (wireless-network-passpoint-dot11u) . ............... 3511
additional-step-required enable (wireless-network-passpoint-dot11u) . . 3512
airtime-fairness enable (wireless-ap-prof-radio) . . . . ... .......... 3513
angp-domain-id (wireless-network-passpoint-hs20) . . . ... ........ 3515
angp-element (wireless-network-passpoint-dot11u) . ............ 3516
antenna (wireless-ap-prof-radio) . ............. ... ... ...... 3517
= ] o 3518
ap-profile (wireless) . .. ... ... . . .. 3519
ap-profile (wireless-ap) . .. ... . . . e 3520
association-advertisementenable . ... ...... ... ... . . . . ... 3521
atmf-application-proxy portenable . ... ......... ... ... ..... 3522
authentication (wireless-sec-wep) . .. ... . ... i 3523
auto-discoverydisable. . . . ... ... L 3524
band . . ... e 3525
band-steering (wireless-network) . . . . . ... ... . Lo .. 3526
bandwidth (wireless-ap-prof-radio) . ....................... 3527
bcast-key-refresh-interval (wireless-sec-osen) . . ... ............. 3528
bcast-key-refresh-interval (wireless-sec-wpa-ent) . .............. 3529
bcast-key-refresh-interval (wireless-sec-wpa-psnl) . . . ............ 3530
beacon-rssi-threshold (wireless-ap-prof-cb) . . ................. 3531
captive-portal . . .. ... 3532
bss-trans-manageenable . . . ... ... ... . e 3533
captive-portal virtual-ip . . . . ... ... . 3534
cb-channel . . ... . . .. e 3535
cb-proxy-arpenable . ... ... . . 3536
channels (wireless-ap-prof-radio) . . . . ...................... 3537
channel-blanket . . . . .. .. . . 3538
channel (wireless-ap-radio) . . . . . ... ... .. ... ... . .. ... 3539
ciphers (wireless-sec-osen) . . . . . ... . e 3540
ciphers (wireless-sec-wpa-ent) ... ...... ... ... ... i e 3541
ciphers (wireless-sec-wpa-psnl) . . ... .. ... ... 3542
community read-only (wireless-ap-prof-snmp) . ... ............. 3543
community trap (wireless-ap-prof-snmp) . . . . ........... ..., .. 3545
conn-capability protocol (wireless-network-passpoint-hs20) ... ... .. 3546
control-vlan . .. ... 3548
COUNtIY-COde . . . o o e 3549
day (wireless-task) . . ... ... . ... .. e 3550
deauth-reg-timeout (wireless-network-passpoint-hs20) . .......... 3551
debugwireless . .. ... . . 3552
description (wireless-ap) . . ....... .. . . ... ... 3554
description (wireless-ap-prof) . .. ....... ... . ... . . ... . ... 3555
description (wireless-mac-flt) . ......... ... ... ... .. ... . ... 3556
description (wireless-network) . ... .. ..... ... ... . . . . . . ... 3557
description (wireless-sc-prof) . . ... ... .. ... ... .. . . . . . . .. 3558
description (wireless-task) . .. ... ... ... ... ... . ... .. . . ..., 3559
description (wireless-trigger) ... ... ... ... e 3560
designated-ap . . .. ... i e 3561
dgaf enable (wireless-network-passpoint-hs20) .. .............. 3562
domain-name (wireless-network-passpoint-dot11u) . ............ 3563
dot11u (wireless-network-passpoint) . .. .................... 3564
dtim-period . .. ... . ... 3565
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dup-auth-received (wireless-network) . . . .. .................. 3566

dynamic-vlan enable (wireless-sec-osen) . ... ................. 3567
enable (wireless-ap-prof-snmp) . . ... ... ... ... o ... 3568
emergency-mode . . . ... e 3569
emergency-modeusbenable . .. ... ... L oo oL, 3570
emergency-modeusbkey ... ... ... .. ... . .. . 3571
emergency-service-reachable enable

(wireless-network-passpoint-dot11u) . .................... 3573
enable (wireless) . . ... .. ... 3574
enable (wireless-ap) . .. ... . . 3575
enable (wireless-ap-prof-radio) . ............ ... ... ... ..... 3576
enable (wireless-network-cp) . .. ... ... ... . o 3577
enable (wireless-network-passpoint) . ...................... 3578
enable (wireless-sec-wep) . ... ... ... ... . 3579
enable (wireless-task) . ... ..... ... . ... .. 3580
enable (wireless-wds) . ... ... ... e 3581
external-page-url . . ... ... 3582
filter-entry . . . ... 3583
force-disable (wireless-ap-radio) . ............... ... ... ... 3585
force-power-save-disable . . . .. ... ... .. ... e 3586
gas-address-behavior (wireless-network-passpoint-dot11u) ........ 3587
gas-comeback-delay (wireless-network-passpoint-dot11u) . ... ... .. 3588
hessid (wireless-network-passpoint-dot11u) .................. 3589
hide-ssid (wireless-network) . . ... ... ... .. . .. . . e 3590
hs20 (wireless-network-passpoint) . . ... .................... 3591
AWEYPE . e e 3592
INAEX . o o e e 3594
initialization-buttonenable .. ... ... ... ... ... ... . L. 3595
internet-access enable (wireless-network-passpoint-dot11u) . . ... ... 3596
ip-addr-type-availability (wireless-network-passpoint-dot11u) . . . . . .. 3597
ip-address (wireless-ap) . . . . ... e 3599
KeY o e 3600
key (wireless-sc-prof) . . . ... ... . 3601
key (wireless-sec-wep) . . . . . e 3602
key (wireless-sec-wpa-psnl) ... ... ... ... . .. 3604
12tif enable (wireless-network-passpoint-hs20) ... .............. 3605
ledenable. . . .. .. . . L 3606
legacy-rates . . . . i e e 3607
length (wireless-sec-wep) . . . . . .. i e 3608
logenabledestination. . .. ...... ... ... . . . . . . e 3609
loginterval neighbor-ap . ............ ... ... . .. .. ... ..., 3610
logrotateneighbor-ap ... ....... ... ... .. . .. . .. ... 3611
logrotate wireless-client ... ...... ... .. ... .. . . ... . . . ... 3612
logsize wireless—client . . . . ... ... .. . . . . . e 3613
login username (wireless-ap) . . ... .. i i e 3614
login-password (wireless-ap) . . . . v v v vt i i e 3615
mac-address (wireless-ap) . . ... ... . 3616
mac-auth critical-modeenable .. ....... .. ... .. .. .. .. 3617
mac-authmode . .. ... ... . .. 3618
mac-auth password . . ... .. ... ... e 3619
mac-auth radius auth group (wireless-network) . ............... 3620
mac-authusername . ... ... . ... e 3621
managementaddress . ... ... 3623
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management-frame-protection enable (wireless-sec-osen) . .. ... ... 3624

management-frame-protection enable (wireless-sec-wpa-ent) . . . . . .. 3626
management-frame-protection enable (wireless-sec-wpa-psnl) . . .. .. 3628
Mmax-clients . . . . .. e 3630
mode (wireless-ap-prof-radio) . . . ........ ... .. . . . . ... 3631
mode (wireless-network-cp) . .. ..... ... . e 3633
nai-realm (wireless-network-passpoint-dot11u) ................ 3635
neighbor-ap-detectionenable . ........... ... ... ... .. ... 3637
neighbor-managed-ap-detectionenable . . . ... ............ ... 3638
network-auth-type (wireless-network-passpoint-dot11u) .......... 3639
network-type (wireless-network-passpoint-dot11u) . . . ... ... ..... 3641
network (wireless) . . .. ... . e 3643
ntp designated-server . . . .. ... 3644
ntp designated-serverenable . .. ... ... ... ... . . . . . . ... 3645
ntp designated-serverperiod .. ... ... ... . . . . e 3646
operating-class (wireless-network-passpoint-hs20) . ............. 3647
operator (wireless-network-passpoint-hs20) . . . .. .............. 3648
osu-providers friendly-name langname ... ....... ... ... ... .. 3649
osu-providersiconlangfile. . ... ........ ... . ... . . . ..., 3651
osu-providersmethod-list . ......... ... ..., ... .. ....... 3653
osu-providersnai . .. ... e e 3655
OSU-Providers Server-uri . . . . ... i ittt e e e e 3657
osu-providers service-desclangdesc . ............ .. ... ... .. 3658
OSUSSIA . . o e 3660
osustatusenable . . . ... ... ... 3662
oUtdOOr . . . e 3663
page-proxy-url. . ... e 3664
PasSSPOINt . . . e e e e e e 3665
peer (wireless-wds) . . . .. ... e 3666
permit host (wireless-ap-prof-snmp) . . .. ........ .. ... ... ..., 3667
port (wireless-ap-prof-snmp) . . ....... . . .. ... 3668
power (wireless-ap-radio) . . ... ...... ... ... ... .. 3669
pre-authentication enable (wireless-sec-osen) . ................ 3670
pre-authentication enable (wireless-sec-wpa-ent) . ... ........... 3671
proxy-arpenable . . ... ... 3672
gos-map-set (wireless-network-passpoint-dot11u) .............. 3673
radio (wireless-ap) . . . ... ... . e 3674
radio (wireless-ap-profile) . . . . ... ... ... . . . . 3675
radiusaccountingenable . . . ... ... ... e 3676
radius auth group (wireless-network-cp) . .. .................. 3677
radius authentication group (wireless-sec-osen) . ............... 3679
radius auth group (wireless-sec-wpa-ent) . ................... 3680
redirect-url . . . ... 3681
rogue-ap-detection enable (wireless) . ... ....... ... . ........ 3683
roaming-oi (wireless-network-passpoint-dot11u) ............... 3684
sc-profile . ... 3685
sc-channel . . ... .. e 3686
security (wireless) . . . . .. . e 3687
security (wireless-network) . . . . ... .. 3689
security (wireless-wds) . . . . ... 3690
servicewireless . . . ... e 3691
session-keep . . ... e 3692
session-key-refresh-action . ... ... ... ... ... ... . . . . ... 3693
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session-key-refresh-interval . .. ....... ... ... ... ... .. ... 3694

session-timeout-action (wireless network-cp) . ... .............. 3695
session-timeout-interval (wireless network-cp) . .. .............. 3696
show debuggingwireless . . . . . ... .. ... . 3697
showwireless . . ... ... . e 3698
showwirelessap .. ... ... . . . e 3699
show wirelessap capability . .......... ... ... .. .. .. .. ... 3706
show wirelessapclient .. ... ... ... ... .. . ... . . . . . ... 3708
show wirelessap neighbors . . . ... ... ... ... ... ... .. .. ... 3709
show wireless ap power-channel . ... ...................... 3710
show wirelessap-profile .. ...... .. ... . ... . . . . . . . . . ... 3711
show wireless captive-portal network walled-garden . . . . ... ... ... 3715
show wireless channel-blanketapstatus . .. .................. 3716
show wireless channel-blanket ap-profilestatus ... ............. 3717
show wirelesscountry-code . . ... ...... ... ... . . ... 3718
show wirelessnetwork . .. ...... .. ... . ... .. . . . . . . .. 3719
show wireless power-channelcalculate . . . . .................. 3724
show wirelesssc-profile . . . ... ... ... . ... .. 3725
showwirelesssecurity . . . ... ... . 3727
show wireless smart-connectap . .............. ... .... 3729
showwirelesstask . ... ..... ... ... 3730
showwirelesswds . .. ... .. . . .. 3733
show wireless wireless-mac-filter . . . . .......... ... ... ....... 3735
show wireless wireless-trigger . . . .. ... ... ... ... ... .. ..., 3737
smart-connect-profile . . . ... ... . .. ... e 3738
snmp (wireless-ap-prof) . . . . . ... 3739
ssid (wireless-network) . . ... ... . .. e 3740
ssid (wireless-sc-prof) . . .. ... . 3741
station-isolationenable . . . .. ... . ... . ... 3742
station-isolation enable (wireless-ap-prof-radio) . ............... 3743
task . . e 3744
time (wireless-task) . . . ... ... e 3745
trap host (wireless-ap-prof-snmp) .. ............. ... ....... 3746
type (wireless-sec-wep) . . . . .o 3747
type ap-configurationapplyap .. ...... ... .. . o .. 3748
type download ap (wireless-task) . . .. ............ ... .. .... 3749
type power-channelapall . ........ ... ... . ... .. . . . . . . ... 3750
unauth-emergency-service-access enable
(wireless-network-passpoint-dot11u) . .................... 3751
username (wireless-ap-prof-snmp) . . . .. ... ... oL 3752
vap (wireless-ap-prof-radio) .. ....... ... ... ... ... . . . . . ... 3754
venue group (wireless-network-passpoint-dot11u) . ............. 3755
venue name (wireless-network-passpoint-dot11u) .............. 3756
venue type (wireless-network-passpoint-dot11u) . .............. 3757
version (wireless-ap-prof-snmp) .. ....... ... ... .. . .. .. ..., 3758
versions (Wireless-sec-0Sen) . . . . ..t e e 3759
versions (wireless-sec-wpa-ent) . . . . ... .. .. 3760
versions (wireless-sec-wpa-psnl) .. ...... ... .. ... . .. ... ..., 3761
vlan (wireless-network) . .. ... ... . .. 3762
walled-gardenentry . .. ...... .. ... . e 3763
wan-metrics downlink-load (wireless-network-passpoint-hs20) ... ... 3765
wan-metrics downlink-speed (wireless-network-passpoint-hs20) . . ... 3766
wan-metrics info (wireless-network-passpoint-hs20) . ............ 3767
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wan-metrics load-measure-duration (wireless-network-passpoint-hs20) . 3769

wan-metrics uplink-load (wireless-network-passpoint-hs20) . ....... 3770
wan-metrics uplink-speed (wireless-network-passpoint-hs20) .. ... .. 3771
WAS o o e e 3772
wds radio (wireless-ap) . . ... ... e 3773
web-auth radiusauthgroup . . . ... ... ... .. .. L L. 3774
wireless . . . .. 3775
wireless ap-configurationapplyap . . . .. ...... ... ... ... ... 3776
wireless channel-blanket ap-profile bssid-renew . . . ... .......... 3777
wirelessdownloadapurl .. ...... ... ... .. . . ... . 3778
wireless emergency-mode . . ... .. 3780
wireless emergency-mode usb markkey . . ...... ... ... . . ... 3781
wireless export . .. ... e 3783
wirelessget-techabort ... ... ... ... . . . . . . o, 3784
wirelessget-techap . ...... ... . e 3785
wireless get-techap-profile . . ........ .. ... .. ... ... ... ... 3786
wireless get-techsc-profile . . . .. ... ... ... .. . ... ... ... 3787
wirelessimport . .. ... ... e 3788
wireless power-channelapall ... ........ ... ... .. ........... 3789
wirelessresetap. . . . ... e 3790
wireless-mac-filter (wireless) . . . . ... ... . . L 3791
wireless-mac-filter (wireless-ap-prof) ... .................... 3792
wireless-mac-filterenable ... ... ... ... .. .. . .. . . . ... 3794
wireless wireless-trigger. . . . ... ... .. 3795
wireless-trigger . ... .. e e 3796
wireless-trigger-id . . .. ... e 3797
Chapter 64: Device Discovery usingSNMPCommands . ................ 3798
Introduction . .. ... .. 3798
clearsnmp-discovery ... ... .. e 3799
service sSnmp-discovery . . ... ... e 3800
show running-config snmp-discovery . . . ....... ... ... ... ..., 3801
show snmp-discovery . . ... ... 3802
snmp-discovery arp-polling-interval . . .. .................... 3805
snmp-discovery COmmunity . . .. .. .ot 3806
snmp-discoverydeny . ... ... .. 3807
snmp-discovery permit . . ... ... e 3809
snmp-discovery snmp-polling-interval .. .................... 3810
snmMp-disCovery SNMP-VErSiON . . . . . v v v oo ittt e e e e e e 3811
SNMP-AISCOVEIY USEI . . v vt e e e e e et e et e e e e e e e e e 3812
Chapter 65: Dynamic Host Configuration Protocol (DHCP) Commands . . . . ... 3814
Introduction . .. ... e 3814
bootfile . ... .. . . 3816
clearipdhcpbinding .. ....... ... ... ... . .. 3817
default-router . .. ... .. ... e 3819
ANS-SEIVEr. . . . o e e 3820
domain-name . . ... ... e 3821
host (DHCP) . . . .. e e 3822
hostclient-id . . . .. ... .. 3823
ipaddressdhcp . .. ... .. e 3825
ipdhcp bootpignore .. ... ... .. . ... . 3827
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ipdhcp leasequeryenable . ... ... ... ... ... . . L 3828

ipdhcpoption . . ... ... . . . e 3829
ipdhcppool . ... e 3831
ip dhcp-client default-route distance . .. .................... 3832
ip dhcp-client request vendor-identifying-specific . . . ... ......... 3834
ip dhcp-client vendor-identifying-class . . .. .................. 3835
ipdhcp-relayagent-option . . . . ...... ... ... . . . . e 3836
ip dhcp-relay agent-optionchecking . . .................. ... 3838
ip dhcp-relay agent-optionremote-id . . . .. .................. 3839
ip dhcp-relay agent-option subscriber-id . . . .. ... ... . L L. 3840
ip dhcp-relay informationpolicy .. .......... ... ... ... . ... 3842
ipdhcp-relaymaxhops .. ...... ... .. ... . . ... . . 3844
ip dhcp-relay max-message-length . .. ..................... 3845
ipdhcp-relay server-address . . . . ... ... . . . . e 3847
ip dhcp-relay use-client-side-address . . ... .................. 3849
ipdhcpuse-subscriber-id . . . ... ... ... 3850
lease . . . 3852
network (DHCP) . . . . . . o e 3854
NEXE-SEIVEN . . . o e e e e e e e e 3855
OPLION . . . e e e 3856
probeenable. . . ... .. e 3858
probepackets . . ... ... ... e 3859
probetimeout . . ... ... .. e 3860
pProbetype . . .. e 3861
FANGE . . e e e e e e e e e e e e e 3862
FOUTE . . o e 3863
servicedhcp-relay . .. ... . . e 3864
servicedhCp-server . . . ... i e e e 3865
short-lease-threshold . . . ... ... ... ... .. .. ... . . . .. 3866
show counterdhcp-client . .......... ... .. ... .. ... ... .... 3868
showcounterdhcp-relay .. ...... ... . . 3869
show counter dhcp-server . .. ... ... . . . . ... ... 3873
showdhcplease . . ... ... 3876
showipdhcpbinding .. ........ ... .. . ... ... . . . . 3877
showipdhcppool . ..... ... . . . . . 3879
showipdhcp-relay . ... ... ... . . . 3884
show ip dhcp server statistics . . ............... .. ... ....... 3886
showipdhcpserversummary . .. ... .. e 3889
subnet-mask . . . ... 3890
use-subscriber-id . . ... 3891
VI 3893
Chapter 66: DHCP for IPv6 (DHCPv6)Commands . . . . . v v v vt v v v v v e e nnns 3894
Introduction . .. ... .. ... e 3894
address prefix . ... .. 3896
addressrange . . ... e e e e 3898
clear counteripv6é dhcp-client. .. ... ... ... ... ... ... ... ... 3900
clear counteripv6 dhcp-server .. ... ... .. ... . .. . . . 3901
clearipv6dhcpbinding . . .. ... ... .. . L 3902
clearipv6dhcpclient .. ...... ... ... ... . ... 3904
dns-server (DHCPV6) . . . . . ... e e e e e e e 3905
domain-name (DHCPV6) . .. ... ... .. . .. .. ... 3907
ipdhcp-relayagent-option . . . . ... ... .. . . . . . e 3908
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ip dhcp-relay agent-option subscriber-id-auto-mac . . .. .......... 3910

ip dhcp-relay agent-optionchecking . . .................. ... 3911
ip dhcp-relay agent-optionremote-id . . . .. .................. 3912
ip dhcp-relay informationpolicy .. ........ ... ... ... ... ..., 3913
ipdhcp-relay maxhops . ....... ... . . ... . 3915
ip dhcp-relay max-message-length . .. ...... ... ... ... ... ... 3916
ipdhcp-relayserver-address . . .. ... ... . . . . e 3918
ipv6 address (DHCPV6PD) . ... ... ... ... . ... 3920
ipv6addressdhcp . ... ... e 3922
ipv6dhcpclientpd . . ... ... . e 3924
ipv6dhcpoption ... ... . ... e 3926
ipv6dhcppool . ... ... .. 3928
ipvedhcpserver . ... ... ... 3930
ipv6localpool . . ... ... . . 3931
ipvé nd prefix (DHCPV6) . . . . . .. .. e e e 3933
link-address . . . ... . 3935
option (DHCPVE) . . . . . .. e e e e e e 3937
prefix-delegationpool . . .. ... .. ... ... ... .. . . . . .. 3939
servicedhcp-relay . ... ... . . 3941
showcounterdhcp-relay . . ....... ... . ... . 3942
show counteripv6 dhcp-client . ........... ... ... ... ...... 3946
show counteripv6 dhcp-server . . ... ... ... ... ... 3948
showipdhcp-relay . ... ... .. . 3950
showipvbdhep . . ... e 3952
showipv6dhcpbinding .. ........ ... ... . ... . . . . . . . 3953
showipv6dhcpinterface . . . . ... ... . . e 3956
showipv6dhcppool . . ... ... e 3958
SNEP-address . . . .o e e e 3960
Chapter 67: NTPCommands . .......c.ittttvteeenonsecnconsons 3961
Introduction . . . .. .. e 3961
ntp authentication-key . . ... ... ... . .. . ... 3962
ntpbroadcastdelay . . . . ... ... 3964
NP Master . . ... e e e e 3965
) 3 1= 3966
ntprate-limit . . . ... ... . . e 3968
Ntprestrict . . . .. e e 3969
NEP SEIVEN . . o e e 3971
NEP SOUICE . . it e e e e e e e e e e e e 3973
show ntp associations . . .. ....... ... ... .. .. 3975
showntpcounters . . ... ... e 3977
show ntp countersassociations . . . . . ........... ... ... 3978
showntpstatus . . ... ... e 3979
Chapter 68: SNMPCommands . . ... vt ittt tvoennesosenecnoosnnas 3980
Introduction . .. ... ... 3980
alias(interface) . ... ... e 3982
clear mac address-table notification mac-change . .............. 3983
debugsnmp . ... 3984
mac address-table notificationmac-change . . . . . ......... ... .. 3985
mac address-table notification mac-change history-size . . ... ... ... 3986
mac address-table notification mac-changeinterval . . . . ... ... . ... 3987
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mac address-table notification mac-threshold ... .............. 3988

show counter snmp-server . . . ... ..ottt 3990
showdebuggingsnmp . ....... ... . ... e 3994
show mac address-table notification mac-change . . . .. ... ....... 3995
show running-configsnmp . . . .. ... . ... ... ... e 3997
SHOW SNMP-SEIVEr . . . . ot e e e 3998
show snmp-server community . ... ....... ..., 3999
ShOw SNMpP-Servergroup . . .. . v v v i it et e e e 4000
show snmp-servertrap . ... ... ..ttt e 4001
ShOW SNMP-SEIVEr USEr . . . . . e e e e e e e e e e 4002
Show snmp-serverview . . .. ... .. ittt e e e e 4003
snmptraplink-status ... ... ... ... . . . 4004
snmp trap link-status suppress . . . ... ... ... .. 4005
snmptrapmac-change . .. ... . ... 4007
] T 0] Y= = 4008
snMmp-server CoOmmunity . ... ... ... e 4010
snmp-servercontact . . ... ... 4011
snmp-serverenabletrap . ... ... ... . e 4012
snmp-serverenginelDlocal .......... ... ... ... . . . . . . . . ... 4015
snmp-serverenginelD localreset . . . . ...... .. ... ... .. ..... 4017
SNMP-SEIVEI grOUP . . v v e e e e e e e e e e e e e et e e e e 4018
snmp-serverhost . .. ... e 4020
snmp-server legacy-ifadminstatus . .. ........... ... .. .. ... 4023
snmp-serverlocation ... ..... . ... ... . 4024
snmp-server source-interface ... ... .. ... .. ... e e, 4025
snmp-server startup-trap-delay . . . . ... ... . 4026
SNMP-SEIVEI USEE .« o v v e e e e e et e e ettt e e e et e e 4027
SNMP-SEIVEI VIEW . . o v v e e e et e e et e e e et e e et e et e e 4030
SAMP-SEIVEr VI . e e e 4031
undebugsnmp . ... 4032
Chapter 69: LLDPCommands .........ttetvvenensnsnnnnsonenns 4033
Introduction . . .. .. e 4033
clearlldpstatistics . . ...... ... e 4035
clearlidptable . . .. ... . e 4036
debuglldp . . ... 4037
lldp faststart-count . . . . ... ... .. .. e 4039
lldp holdtime-multiplier. . . .. ... ... ... ... .. .. .. ... 4040
lldp management-address . .. .......... ... i 4041
lldp med-notifications . . . . ........ ... . . . . 4042
lldpmed-tlv-select . .. ... ... . .. . e 4043
lldp non-strict-med-tlv-order-check . ... .................... 4046
lldp notification-interval . ... ......... ... .. .. ... .. ..... 4047
lldp notifications . . ... ... ... .. . . . 4048
lldp port-number-type . ... ... .. 4049
lIdpreinit . . ... e e 4050
Idprun .o e e e 4051
ldptimer . ... e e 4052
lldptlv-select. . . .. ... . e 4053
lldp transmitreceive . ... ... ... . . e 4055
lldptx-delay . .. ... ... e 4056
location civic-location configuration . . . . .................... 4057
location civic-locationidentifier. . . .. ... ... ... .. . o ... 4061
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location civic-location-id . . . ... ... ... ... 4062

location coord-location configuration . . . .. .................. 4063
location coord-locationidentifier . . . . ........ .. ... ... . ... .. 4065
location coord-location-id . .. ........... ... .. .. . . ... ..., 4066
locationelin-location ... ..... ... ... ... .. . . . . . . . 4068
location elin-location-id . . .. ........... .. ... . . . . ... ..... 4069
showdebugginglldp .. ....... ... . ... . . . 4070
showlldp . . .. o e 4072
showlldpinterface . . . ... ... . . . 4074
showlldplocal-info .. ........ . . ... . . ... . . . . 4076
showlldpneighbors . . .. ... ... .. . . . . . . . 4081
show lldp neighborsdetail . ... ....... ... ... ... ... ... .... 4083
show lldp statistics . . .. ....... ... ... . .. . 4087
show lldp statisticsinterface . . . . . ... ... .. . . . . . .. 4089
showlocation . . ... .. . .. . . 4091
Chapter 70: Mail (SMTP)Commands . . . . ..t vttt vt teesoosocesnons 4093
Introduction . . ... ... . . . e 4093
debugmail .. ... . .. . . . e 4094
deletemail .. ..... ... .. . . . . 4095
Mail . . . e 4096
mail from . . ... . e 4098
mail smtpserver . . .. ... . e 4099
mail smtpserver authentication . . .. ........... ... ......... 4100
mail smtpserverport . . . . ... 4102
mail smtpservertls . .. ... ... .. .. 4104
showcountermail ... ... ... . . . . . .. 4105
showmail . . ... e 4106
undebugmail .. ... .. . .. e 4107
Chapter 71: RMONCOMmMands ........ccoeeeteeeconsoesocnnsnss 4108
Introduction . . ... ... . . . e 4108
rmonalarm . ... .. e e 4109
rmon collectionhistory . . ... ... ... ... .. 4112
rmoncollectionstats. . . . ... ... . e 4113
MMONEVENT . . . . . e e e e e e e e e e e e e e 4114
showrmonalarm . . . ... ... . . . e 4115
showrmonevent . . ... . .. e 4116
showrmonhistory . . ... ... .. ... . . e 4118
showrmonstatistics . . .. ....... .. 4120
Chapter 72: SecureShell(SSH)Commands . . . . . ... it ittt i it neennnn 4122
Introduction . . .. .. e 4122
bannerlogin (SSH) . . ... ... .. . e 4124
clearssh . . .. e e 4125
crypto key destroy hostkey . . . .. ... L 4126
crypto key destroy userkey . . . . ... e 4127
crypto key generatehostkey . . . . .. ... L 4128
cryptokey generateuserkey . . . ... Lo 4130
crypto key pubkey-chainknownhosts . . .. ................... 4132
crypto key pubkey-chainuserkey . . . ... .. ... ... o . 4134
debugsshclient. .. ... ... ... . . . . . 4136
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debugsshserver . ... ... .. . . ... e 4137

Service ssh . . . e 4138
showbannerlogin . . ....... .. . . . .. . 4140
show cryptokeyhostkey . ... ... ... . ... . . .. 4141
show crypto key pubkey-chain knownhosts . . . ................ 4143
show crypto key pubkey-chainuserkey . . .. .................. 4145
showcryptokeyuserkey .. ... .. . ... 4146
show running-configssh .. .......... ... ... ... .. ......... 4147
showssh ... e 4149
showsshclient ... ... ... .. . . . . . . . . . 4151
showsshserver . . ........ . . . . . 4152
show ssh serverallow-users . . ........... ... .. ... ...... 4154
show sshserverdeny-users .. ....... ... ... . . .. 4155
SSh e e 4156
sshclient . ... . 4159
ssh clientallow-legacy-ssh-rsa. . . .. ...... ... .. ... ... ...... 4161
sshclientvrf . ... 4162
SSh SEIVEr . . e 4163
ssh serverallow-legacy-ssh-rsa . . .......... ... ... ... ...... 4165
sshserverallow-users . . . ...... . . . .. 4166
sshserverauthentication . . .. ........ ... .. .. . . . . . . ... 4168
sshserverdeny-users . ... ... ... ... 4170
ssh server disallow-cbc-ciphers . .. ...... ... ... ... ... ... ..., 4172
sshservermax-auth-tries . . .. ...... ... ... ... ... .. .. ..., 4173
sshserverresolve-host . . ....... .. ... ... . . . . . . . 4174
SSh SEIVEr SCP .« . v it e e 4175
sshserversecure-algs . . ... ... . e 4176
sshserversecure-ciphers . . ....... .. . . . . e 4177
sshserversecure-hostkey . . . ... .. ... ... . . . 4178
sshserversecure-kex. . . . ... i 4179
sshserversecure-mac . . .... . e 4180
sshserversftp . ... ..o i i e 4181
sshservertcpforwarding . ........... ... . ... .. ... ..., 4182
sshservervrf . . .. e 4183
undebugsshclient . . ... ... .. ... . e 4184
undebugsshserver . ... ... . .. ... 4185
Chapter 73: TriggerCommands . .. ...ttt itnnrosenncsonses 4186
INtroduction . . . ... e 4186
active (trigger) . . o o oo e e e 4188
day . e e e e 4189
debugtrigger . . ... . ... e 4191
description (trigger) . . ... ... . e 4192
FEPEAt . . . i e e e 4193
ol 10 4194
show debugging trigger . . ... ... . . ... e 4196
show running-configtrigger . . . . ........ ... . ... . ... . . ..., 4197
show trigger . . ... i e e e 4198
TSt . e e 4203
time (trigger) . . . . . . o e 4204
L8] © 1 4206
THgger . e e 4207
triggeractivate . . ... ... e 4208
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typeatmfguest . . ... .. .. 4209

typeatmfnode ... ... ... .. ... ... 4210
YR CPU . o et e e e e 4212
TYPE ENV-SENSOr . . . . o ot e 4213
typeinterface . ... ... 4215
type linkmon-probe . .. ... ... .. 4216
BYPElOg . . e 4218
TYPEMEMOIY . . . . e e e e 4219
typeperiodic. . . ... e e 4220
typeping-poll . . ... 4221
typereboot . . . ... 4222
type stack disabled-master . . . ... ... ... . . oL 4223
typestacklink . . ... . 4224
typestackmaster-fail . ......... ... .. ... . .. . 4225
typestackmember . . . ... 4226
typetime . . ... 4227
typeusb . . .. 4228
undebug trigger . . .. .. 4229
Chapter 74: Ping-PollingCommands ...........ciitiititnernnsnns 4230
Introduction . . .. .. e 4230
active (ping-polling) . .. ... ... . . 4232
clearping-poll . . . . ... e 4233
critical<interval . . . . ... 4234
debugping-poll . . .. ... . 4235
description (ping-polling) . . . . . ... ... .. .. . 4236
fail-count . . ... ... 4237
ip(ping-polling) . . . ... e 4238
length (ping-polldata). . . . ......... ... . . . . 4239
normal-interval . .. ... ... ... e 4240
ping-poll . ... e 4241
sample-size . . .. ... e 4242
show counterping-poll . .. ..... ... . .. ... . . . 4244
showping-poll . .. ... . . . . . 4246
SOUICE-ID v v e e e e e e e e e e e e e e e 4250
timeout (pingpolling) .. ...... ... .. . . . . 4252
UP-COUNE . o e e e e e e e e e e 4253
undebugping-poll . ... ... .. .. 4254
Chapter 75: sFlowCommands . .. ......c.itiiteeeeeeeeonaeennnns 4255
Introduction . . ... e 4255
debugsflow . ... ... ... . . . . e 4256
debugsflowagent . ... ...... ... ... . ... ... 4257
sflowagent . . ... . . . e 4258
sflowcollector . . ... ... . 4260
sflowcollectorid . .. ... .. . . .. 4261
sflow collector max-datagram-size . . . .. ............ .. ...... 4263
sflowenable . .. ... ... ... 4264
sflow max-header-size . . .. ... ... .. ... ... 4265
sflow polling-interval . . ......... .. ... . . ... . . . .., 4267
sflow sampling-rate . .. ... .. ... .. 4268
showdebuggingsflow . ......... ... ... ... . .. . . . ... 4269
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Chapter 76:

show running-configsflow . . . . ......... ... ... .. ... . . ... 4271

showsflow . ... o 4272
showsflowinterface . . .. ... .. .. 4274
undebugsflow . ... ... . ... e 4275

MODBUSCOmMMAaNds . . . . ottt vt eeeeeeeecoseceseesssd276

Introduction . . ... ... .. e 4276
clear scada modbus tcp serverconnection . . ... ... ... .. . ..., 4277
clear scada modbus tcp server statistics .. .......... ... ..... 4278
scada modbustcpserveraccess ... ... ... 4279
scada modbus tcp serveraccesspermit. . .. ... . 4280
scada modbus tcp server connection . .. ... ... o, 4281
scadamodbustcpserverport . .. ... 4282
scadamodbustcpserver . ... ... 4283
show scada modbus tcp server connections . . .. ............... 4284
show scadamodbustcpserver ... ............ ... ... . ..., 4286
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List of Commands

(access-list extended ICMPAilter) .......oovinieiii i 2392
(access-list extended IPfilter)........c.ooveiiiiii i 2394
(access-list extended IP protocolfilter).........cooviiiiii it 2397
(access-list extended TCP UDPfilter)........coovvviiiiiii i, 2401
(access-list standard namedfilter) ...........co i 2408
(access-list standard numbered filter)........... ... i 2410
(@Cl-group ip POt rANGE) . vttt et et 2342
(ipv6 access-list extended IP protocolfilter).................coovii.at. 2473
(ipv6 access-list extended TCP UDPfilter) ..ot 2476
(ipv6 access-list standard filter)........cooeiiiiii i 2480
(named hardware ACLentry for ICMP) ... 2348
(named hardware ACL entry for IP packets) .............ccoviviinn... 2352
(named hardware ACL entry for IP protocols) ...............ccoviinn... 2357
(named hardware ACL entry for MAC addresses) .........coovvvvvvnnnn.. 2363
(named hardware ACL entry for TCP orUDP)..........coiiiiiiiininnnnn. 2366
(named IPv6 hardware ACL: ICMP entry) ......o.veviviiniiiininnnne, 2441
(named IPv6 hardware ACL: IP protocolentry) .........ccovviveiiennnn.. 2450
(named IPv6 hardware ACL: IPv6 packetentry).............cooviiinia... 2446
(named IPv6 hardware ACL: TCPorUDPentry)..........coovvnvninnn... 2455
3gpp-info (wireless-network-passpoint-dot11u) .................coe.e.. 3511
@aaaccountingauth-mac ..o it e 2727
aaaaccountingauth-web ... i 2729
QA3 ACCOUNtING COMMANGS. ..\ttt it ce it e i ieaeneanans 2731
LT Talelo] 0 01173 Ve [ (o) QP 2733
@aaaccounting login. .....oovu i e 2735
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aaaaccounting upPdate ... ...t e 2738

aaa authenticationauth-mac.............ooiiiiiiii i 2740
aaa authenticationauth-web ...... ... ... . 2742
aaa authentication dotTX .....cveiiiiniii e 2744
aaa authentication enable default group tacacs+........................ 2746
aaa authentication enable defaultlocal............... ..ot 230
aaa authentication enable defaultlocal................. ..., 2748
aaa authentication login. ...t e 2749
aaa authorizationcommands ... i 2752
aaa authorizationcommands .......... .. e 2948
aaa authorization config-commands ... 2754
aaa authorization config-commands ...ttt 2950
AAA GIOUP SOV . . ettt et ettt et ettt et e e ettt aa e e eeanneeens 2755
aaa local authentication attempts lockout-time........................... 231
aaa local authentication attempts lockout-time.......................... 2757
aaa local authentication attempts max-fail .................... ...l 232
aaa local authentication attempts max-fail .............................. 2758
aaaloginfail-delay..........ooiiiiii e 233
aaaloginfail-delay. ..o 2759
] o o/ o TP 1330
accept-lifetime .. ..o e 1124
e Ta a1 E o | 0] U o 2R 2313
access-list (extended numbered)....... ... 2389
access-list (numbered hardware ACLfor ICMP) ...........cocoviiia.... 2315
access-list (numbered hardware ACL for IP packets)...................... 2319
access-list (numbered hardware ACL for IP protocols).................... 2323
access-list (numbered hardware ACL for MAC addresses) ................ 2328
access-list (numbered hardware ACL for TCPorUDP) .............c.c.tt 2331
access-list (standard numbered). ... 2406
access-listextended (named) ... 2381
access-list hardware (named hardware ACL) ..........cooiiiiiiiinenenen. 2335
access-list hardware-deny-log. ... ... 2337
access-list hardware-deny-log. ...t 2430
access-list standard (named) . .......oveieiii i 2404
ACCOUNTING OGN L.t e e e 2760
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aCl-group ip address . . .ovi et e e 2340

= el Ee 10 1] o J1 oI o Y o 2341
acl-group ipVl address. ..o vt e e 2433
ACHIVATE ..o e e 556
active (PING-Polling) . ..o oo e 4232
ACHIVE (LGB . o ottt e e e e e e e 4188
additional-step-required enable (wireless-network-passpoint-dot11u) ...3512
AAdress PrefiX .o e e 3896
Yo [ =333 = o Ve 3898
address-family ipv4 (RIP) ... ..o 1126
address-family ipv4 (RIP) . ....ovie e 1771
address-family. . ... e e 1424
address-family. ... i e 1769
advertisement-interval. ... ... e 3120
aggregate-address (IPVERIPNG) .....ovvinr i ceenenes 1187
Aggregate-address. .. .ovve it e e e e e 1426
airtime-fairness enable (wireless-ap-prof-radio).......................... 3513
alias (INterface) . ...oovnini i 3982
alliedware-behavior ...... ..o 1127
alternate-checksum-mode...... ... i 3122
angp-domain-id (wireless-network-passpoint-hs20) ..................... 3515
angp-element (wireless-network-passpoint-dot11u)..................... 3516
antenna (wireless-ap-prof-radio) ..........ccvvvriiii i, 3517
] o PP 3518
application-proxy ip-filter.........ooi i 3241
application-proxy quarantine-vlan ............. ... i i 3242
application-proxy redirect-url . ...t e 3243
application-proxy threat-protection send-summary...................... 3246
application-proxy threat-protection..............coiiiiiiiiiinininn. 3244
application-proxy whitelist advertised-address .................. ... ... 3247
application-proxy whitelistenable ..............cooi i 3248
application-proxy whitelist protection tls............ ...t 3249
application-proxy whitelist server ... 3250
application-proxy whitelist trustpoint (deprecated)...................... 3252
ap-profile (WIreless) . . ..o.ve i e 3519
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ap-profile (Wireless-ap) .....ovivriiii i e i e 3520

area authentication IPSEC SPI. .. vv vttt i 1331
area authentication. ... .. ..ottt 1218
area default-cost (IPV6 OSPF). ..ot 1333
areadefault-Cost. .. ...t 1217
area encryption IPSEC SPI @SP. « v vttt ettt et ie e 1334
areafilter-list ... .. ..o 1219
== 8 117 P 1220
arearange (IPv6 OSPF) ... ..o e e 1337
1= I = | T = 1222
area stub (IPV6 OSPF) . ... 1339
ArEA StUD L e 1224
area virtual-link (IPV6 OSPF) . . ..o e 1340
area virtual-link authentication ipsecspi.........ccoviiiiiiiiiiiiiin.a, 1342
area virtual-link encryption ipseCcspi ....ooovv i 1344
areavirtual-link. . ... 1225
area-link. . ... 3253
- 1 o N (o T PSP 952
arp OPPOItUNIStIC-NA. . ... e e e 1774
arp OPPOIUNISTIC-NA. ... e e e e e 955
arp security drop link-local-arps.........coooiiii i 2963
arp security violation ....... ... i e 2964
1 o 3T ol U177 RO 2962
] o S PP 1772
] g o T PP 950
arp-aging-timeoUL. . . ..ottt i e e e 946
arp-100Se-CheCK . ..o e 957
arpP-Mac-diSParity. . . ....oue et e 947
arp-reply-be-dmac. . .....ooov i 959
association-advertisementenable............. ... .o, 3521
atmf amfplus-license-only ......... ... 3258
atmf area PassWoOrd. .. ..ouiii it i e e e e 3262
At AN . . e 3260
atmf authorize provision. ...t e 3266
atmfauthorize. . ... o 3264
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atmf backup area-mastersdelete..........coiiiiii i 3269
atmf backup area-mastersenable ... 3270
atmf backup area-masters NOW. .. ...vviie it ciie i i, 3271
atmf backup area-masters synchronize...............cooiiiiiiiiion. 3272
atmf backup bandwidth ......... ... i 3273
atmfbackupdelete. ........coviiiiiii i 3274
atmfbackupenable ... 3275
atmf backup guestsdelete. ...t 3276
atmf backup guestsenable ............ccc i 3277
atmf backup QUESTS NOW . ... .e it e 3278
atmf backup guests synchronize ... 3279
atMf baCckUP NOW . ..o 3280
atmf backup redundancyenable............ .. ..o 3282
atMf baCKUP SEIVET ...t e 3283
AtMT DACKUP STOP . o\ttt e e e e e e 3285
atmfbackup synchronize ... e 3286
AT BaCKUP. ..o e 3268
AT CleaANUD ..o e 3287
atmfcontainer login. ... ...t e 3289
atmf CoNtainNer. ... . e 3288
atmfcontroller ... ... e 3290
atmf distribute firmware ... 3291
atmfdomainvian. ... 3293
atmfenable ... .. e 3296
atmf group (membership) ..o 3297
atMf QUEST-Class . ..ot 3299
atMf log-VErbOSE ... i 3301
atmfmanagementsubnet ... e 3302
atmfmanagementvian. ...t e 3305
At  MASTET et e 3307
At MU . L e 3308
atmf network-name ... .. 3309
atmf provision (interface) .........ooiiiiiiiii i e 3310
atmf ProvisioN NOdE .. ..ot i e e e e 3311
atmfreboot-rolling ..o 3313
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At rECOVEr QUEST. ..ttt e e e e e 3319

atmfrecoverled-off.... ... ..o i 3320
atmfrecoverover-eth. ... ... ..o 3321
AtME FECOVET. ... e 3317
AtMf rECOVEIY-SEIVEI. . .ttt et 3322
atmfremote-login. ... ..ot e 3324
atmf restricted-login. ... e 3326
atmfretry guest-link ... 3328
atmf secure-mode certificate expire ..o 3331
atmf secure-mode certificate expiry ......coooviiiiiii i 3332
atmf secure-mode certificaterenew...........ooiiii i 3333
atmf secure-mode enable-all. ... ... ... i 3334
atmf secure-mode . .. ... i 3329
atMf SeleCt-area .. ...ove e e 3336
atmf topology-guienable........ ... 151
atmf topology-guienable. ... ... ... 3337
At LrUSTPOINt . ..o e 3338
atmf virtual-crosslink ........ ..o i 3340
atmf virtual-link description. ... 3345
atmf virtual-link protection ........ ..o 3346
atmfvirtual-link ... ... 3342
atMf WOrKing-set ... ..ot 3348
atmf-application-proxy portenable ................ i 3522
atmf-arealink . ... 3255
atMf-liNK . 3257
attribute (radsrv-grp) ....coovvii 2869
authauth-fail vlan ... ... 2594
auth critical. . .. .o o e 2596
auth dhcp-framed-ip-lease. ... 2597
auth dynamic-aclenable......... ..o i 2599
auth dynamic-vlan-creation. ...t 2601
auth guest-vlanforward ...t 2606
auth guest-vlan hw-forwarding ..............coooi i 2608
auth guest-VIan. ... ... e 2604
authhost-mode ... ... i 2609
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AUEN Og . e e e 2611

auth max-supplicanttagged-vlan ........... .. ... i 2615
auth max-supplicantuntagged-vlan...............coooiiiiiiiii it 2617
auth max-supplicant. ........ooiiii i i i e e 2613
auth multi-vlan-session ... i 2619
104 o o1 VPSP 2620
auth profile (global). ... 2622
auth profile (interface) . ... v e 2623
auth radius send nas-identifier.......... ... . i 2813
auth radius send service-type ..ot e 2814
auth reauthentication..........c.coieiii 2624
auth roaming disconnected. .........cooiiiii i 2625
authroamingenable ...... ... 2627
auth sUPPlicaNt-ip ... e e 2629
auth sUPPliCANt-MaAC. ... e e e 2631
auth timeout connect-timeout. ... 2634
auth timeout quiet-period ...t 2635
auth timeout reauth-period. ... 2636
auth timeout server-timeout....... ..ottt 2638
auth timeout sSUPP-tIMEOUL . ... .ot e 2640
authtwo-stepenable. ... 2643
AULh tWo-Step Order ... i e e e 2646
auth vlan-restriction ... ... e 2641
authentication (Idap-server). ..ot 2783
authentication (wireless-sec-Wep) . .....covii it 3523
authentication. ... ..o i e 2871
AUTh-MaC aCCoUNTINg ...ttt e e e e e e e 2648
auth-mac authentication............o.o i 2649
auth-macenable ... ... . i 2650
auth-macmethod ... ... i 2652
AULh-MAC PaSSWOI. . ..o i e e e 2654
auth-mac reauth-relearning. ..........coiiiii it 2655
auth-macstatic. .. ..o e 2656
auth-macusername ... ... i 2657
authorizationcommands ........ oo 2761
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authorization COMMaANAS ...ttt e 2951

auth-web accounting........cooooiii i e 2658
auth-web authentication ... 2659
auth-webenable ... ... 2660
auth-web forward ... ... i 2662
auth-web idle-timeoutenable ........ ... .. 2665
auth-web idle-timeout timeout ...t 2666
auth-web max-auth-fail........ ... .o 2667
auth-webmethod ... ... 2669
auth-web-server blocking-mode .............co i 2670
auth-web-server dhcpipaddress ..o 2671
auth-web-serverdhcplease. ......coviiiii i 2673
auth-web-server dhcp-wpad-option ... 2674
auth-web-server host-name. ... 2675
auth-web-server intercept-port ..ot 2676
auth-web-serveripaddress. ......o i e 2678
auth-web-server ip-conflict-prefer-newer-supplicant .................... 2677
auth-web-server login-url........ ..o 2680
auth-web-serverpagelanguage .........cooviiiiiiini i 2679
auth-web-server pagelogo . ..o v e 2681
auth-web-server page sub-title. ... 2682
auth-web-server page sUCCesS-MEeSSAgE. ... vv vt v et eeeneneneeneneenns 2683
auth-web-serverpagetitle........oovriiii i 2684
auth-web-server page welcome-message .......ocvvviiviiiinniennennns. 2685
auth-web-server ping-pollenable...............cccooiiiiii i 2686
auth-web-server ping-poll failcount......................oooiil 2687
auth-web-server ping-pollinterval ...........cooiiii i, 2688
auth-web-server ping-poll reauth-timer-refresh ......................... 2689
auth-web-server ping-poll timeout...............cooiiiiii i, 2690
auth-web-server ping-polltype ..o e 2691
AULh-Web-Server Port .. ..o e 2693
auth-web-server redirect-delay-time ...l 2694
auth-web-server redirect-url ....... ... 2695
auth-web-server session-keep ..o 2696
auth-web-server sslintercept-port ..o 2698
C613-50619-01 Rev B Command Reference for x950 Series 67

AlliedWare Plus™ Operating System - Version 5.5.3-0.x



AUTN-WED-SEIVEr SSl . .ottt e e 2697

auth-web-server trustpoint . .......c.oiiii it 2699
autobootenable. ... ... .. i 167
auto-cost reference bandwidth (IPv6 OSPF).............cociiiiiiiinee. 1347
auto-cost reference bandwidth ........ ... ... 1228
auto-discovery disable....... ..o 3524
auto-summary (BGPonly) ... ...t e 1429
bDaNd .. 3525
band-steering (wireless-network) ... 3526
bandwidth (wireless-ap-prof-radio) ...........ccooiiiiiiiiiiiiiii., 3527
bandwidth ... e 1230
bandwidth ... e 1349
banner display external-manager .............ccoii i 296
DaANNEr EXEC . . e e 297
banner external-manager. .......c.viii i i e e 299
bannerlogin (SSH). ..o e 4124
banner login (SYstem). .. ..ot e 301
bannermotd ... e 303
base-adn ... 2785
bcast-key-refresh-interval (wireless-sec-osen)..............ccoovvina... 3528
bcast-key-refresh-interval (wireless-sec-wpa-ent) ........................ 3529
bcast-key-refresh-interval (wireless-sec-wpa-psnl) ....................... 3530
beacon-rssi-threshold (wireless-ap-prof-cb) ............ccooviiiiiiiia.. 3531
bfd all-interfaces. . ... ..o 1231
bfd all-interfaces. ... ..ot 870
D d PEET. .t 872
bfd Profile. ... e e 874
bgp aggregate-nexthop-check. ...t 1431
bgp always-compare-med ... 1432
bgp bestpath as-pathignore...........coiiiiiiii i 1434
bgp bestpath compare-confed-aspath ......................coiiintl. 1435
bgp bestpath compare-routerid............ccooiiiiii it 1436
bgp bestpath med remove-recv-med ..., 1439
bgp bestpath med remove-send-med...............ccoiiiiiii, 1440
bgpbestpathmed. ... e 1437
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bgp client-to-clientreflection ... 1441

bgp cluster-id ... e 1442
bgp confederation identifier ..o 1444
bgp confederation Peers. .......viii i e e 1445
bgp coNfig-tyPe ..o v e 1447
bgpdampening ... ...t e 1449
bgp damp-peer-oscillation (BGPonly)...........ccooiiiiiiiiiiiiin. 1451
bgp defaultipv4-unicast........cooeiiii i e e 1452
bgp default local-preference (BGPonly) ..., 1453
bgp deterministic-med ...... ..ot e 1454
bgp enforce-first-as. ......cooiiiii i e 1456
bgp fast-external-failover ... e 1457
bgp graceful-restart graceful-reset ..., 1460
bgp graceful-restart ...... ... 1458
bgp log-neighbor-changes ...........coov it i 1461
bgp memory maxallocation. ..o 1463
bgp nexthop-triggerdelay........ ..o 1465
bgp nexthop-triggerenable ...... ... ..o 1466
bgp Nexthop-trigger-Count ......o.vuirtii i 1464
bgp rfc1771-path-select (BGPonly). ... 1467
bgp rfc1771-strict BGPonly)...... ..o 1468
bgP roOULEr-Id . . e e e 1469
bgp scan-time (BGP oNly) ....ovviir i e 1471
bgp update-delay ....... ... 1472
bind authenticateroot-dn ........ .. o i 2786
boot config-file backup ...t 170
boot config-file. ..ot 168
boot systembackup ....... ... 174
OOt SY S EM . . e 171
boOtfile ... 3816
bridge-group (amf-container) ...........coiiiiiiiiii e 3350
bss-trans-manageenable ... i e 3533
capability 0paque ... 1233
capability restart. ..ot e 1234
captive-portal virtual-ip. ... e 3534
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Caplive-portal ... e 3532

ch-channel .. ... 3535
ch-proxy-arpenable . ... e 3536
CONTEIVAl . . e 415
COMUIICAST . e 417
Lo U] ] et L 418
el PP 175
CfM-St-NOtifY. . o e e 3189
channel (wireless-ap-radio) .........cccoiiiiiiiiiii i 3539
channel-blanket. ... ... i e 3538
ChanNEl-groUP .o e e 903
channels (wireless-ap-prof-radio). ........cccvviiiii it 3537
ciphers (Wireless-seC-0SeN) . .. ..ouiit ittt 3540
ciphers (wireless-sec-wpa-ent) ........coviiiiiiiii it 3541
ciphers (wireless-sec-wpa-psnl) ... 3542
aircuit-failover. .. ..o e 3123
cisco-metric-behavior (RIP). ... ..o i 1129
o = T 2490
ClaSS M ottt e 2491
clear (MEP Attribute). . ....cooiei e 419
clearaaalocaluserlockout....... ... i 234
clearaaalocaluserlockout......... ..o 2763
clear access-list CoOUNTers. ... ..oveeiii e 2344
clear access-list COUNters. ..ottt 2434
clear application-proxy threat-protection...............ccoiiiiiiiiin. 3352
cleararp security Statistics .....o.verr it 2966
CleararP-Cachne ... 1776
cleararp-cache .. ..o e e e 960
clear atmf links statistics .........cooviniiii 3355
clearatmflinks virtual ....... ... 3354
clearatmflinks ... .o 3353
clearatmfrecovery-file ... ... 3356
clear atmf secure-mode certificates .............coi i 3357
clear atmf secure-mode statistics. ........covniriiii i 3358
clear bfd peer COUNTErS . ....ii ittt et 875
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Clearbgp (ASN) ...ttt e 1476

clear bgp (IPv4 or IPv6 address) ........ovvivrvieiiiiiiiiieaeaennn. 1474
Clear DG P et e 1473
clearbgp external ... ... e e e 1477
clear bgp ipv6 (ASN) (BGP4+0nly). ...oovuie i 1482
clear bgp ipv6 (ipv6 address) (BGP4+only) ........cooiiiiiiiiiiat. 1479
clear bgp ipv6 dampening (BGP4+only)..........ccooviiiiiiiniiiinnnt. 1480
clear bgp ipv6 external (BGP4+only) ... 1483
clear bgp ipv6 flap-statistics (BGP4+only) .........c.cooiiiiiiiiiiiin.. 1481
clear bgp ipv6 peer-group (BGP4+only).........cooviiiiiiiiiiiiin.,. 1484
Clear bGP PEEI-grOUD .ottt ettt e e e 1478
clear counteripv6 dhcp-client..........ccoiiiiiiiiiii i 3900
clear counteripv6 dhcp-server.........cooiiiiiiiiii i 3901
clearcounter stack. . ......couieii i e 3070
clearethernetcfmerrorlog. ... 420
clear eXCeption l0g ..ottt e 463
clear fiber-monitoring interface ............coo i 387
clear g8032 erp-instance statistics. .....ovvrviev i 3193
Clear g8032 erp-iNStanCe. .o vvu vttt e e 3191
clear gurp Statistics . ovvr v e e e e 929
clearip bgp (ASN) (BGP ONlY). ... 1491
clearipbgp (IPv4) (BGPonly). .....coveiii i 1487
clearipbgp (IPv4) (BGPoNly). ....cooiii e 1780
clearipbgp * (BGPONlY) . ..o 1485
clearipbgp * (BGPONlY) ..o e 1778
clearip bgp dampening (BGPonly).........cooviiiiiiiiiiiiiii i, 1489
clearip bgp external (BGPonly) .......c.oovivriniiiii it 1492
clear ip bgp flap-statistics (BGPonly) .........coovviiiiiiiiiiiii i 1490
clearip bgp peer-group (BGPonly).......c.ooeviiiiiii 1493
clearipdhcp binding ...t 3817
clearip dhcp snooping binding .........ooviiiii i 2967
clear ip dhcp snooping statistics ......oovvevinii it 2968
clearipdnsforwardingcache ... 1024
Clear ipigmpP groUP. ..ot e 1959
clearipigmpinterface.........coviii i e 1960
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Clear P IgM ot e e 1958

clear ip mroute pim sparse-mode ...t 2111
clearip mroute statistics ... it e 2066
Clear P MIOULE L. e e e e e e e e e 2064
clearipmsdpsa-cache. ...t 2271
clearipmulticastroute ...... ...t 2067
Clear P OSPf PrOCESS . vttt et et e 1235
clearip pim sparse-mode bsrrp-set*. ... 2109
clear ip pim sparse-mode packet statistics.............ccoiiiiiiiiin... 2110
clearip prefix-list ... ..o e 1494
clearip prefix-list ... ..ot e e 2412
el [T T 4o T8 oYU 1130
Clear P P rOULE . . et e e 1782
clearipvbdhcp binding. ..o 3902
clearipvedhcpclient. ... ... 3904
clearipvb mld group. ..o e 2030
clearipvemldinterface. ... e 2031
clearipvemld ... ..o e 2029
clear ipv6 mroute pim sparse-mode. ...t e 2177
Clearipvb MroUtE PiM ...ttt e e et e 2176
clearipvb mroute statistics. ......ovvviiii i 2069
Clear PV MIOULE. ..ottt et et et e et 2068
clearipvbneighbors. ... e 1053
ClearipVvb OSPf PrOCESS. . vttt i et et e 1350
clear ipv6 pim sparse-mode bsrrp-set* ... ... ... i 2178
Clear PVl P rOULE. .. et e e et e 1188
Clear [acp COUNTErS. ... i e e ettt 905
clearline console .. .. ... e 235
Clear Ne VLY. .o e 236
clear lldp statistics . ....c.oveii i e 4035
clearlldptable. ... ... 4036
clearlogbuffered. ... ..o e 465
clearlog external ... ....coiiiiiiii i e 466
clearlog permanent ... ...ovu it e 467
(o] [T T o Yo P 464
C613-50619-01 Rev B Command Reference for x950 Series 72

AlliedWare Plus™ Operating System - Version 5.5.3-0.x



clear loop-protectionaction ..........cooiiiiiiiii i 637

clear loop-protection CoUNters. ... ...vui it eeen 638
clear mac address-table dynamic.............coo il 639
clear mac address-table notification mac-change........................ 3983
clear mac address-table static............cooiiiiiiiiiii i 641
Clear MacsSEeC COUNTEIS ...ttt e e 3039
(el =TT g 0 0 =T o o U5 =T T 421
clearmka sessioNS . ... ..un ettt e 3040
clear mls qos interface policer-counters .............cocoiiiiiiiiininn.... 2492
clear mls qos interface quUEUE-COUNtErS. ... ...ove i ine i iii i 2493
clear ping-poll. . ..o e 4233
Clear POIt COUNTET .\ttt e e e ettt et et aeeaas 642
clear port-security iNtrUSION . . ....oovtit i e 643
clear radius dynamic-authorization counters ..............c.oiiiiin.. 2815
clear radius local-server statisticS...........oouiiin i 2877
clear scada modbus tcp server connection .........c.oiiiiiiiiii i 4277
clear scada modbus tcp serverstatistics ..........oiiiiiiiiiii i 4278
clear snmMpP-diSCOVEIY . ...t e e 3799
clear spanning-tree detected protocols (RSTPand MSTP) ................. 782
clear spanning-tree statistiCs........ovvin ittt 781
Clear SN . . e 4125
clear test cable-diagnostics tdr.........covuiiii i 388
clear vIan Statistics. . ..o oe et e 719
ClieNt (FrAadSECPIOXY-SIV) .« ittt ettt et e e eeine e, 2872
client mutual-authentication............c.cooi it 2874
clientname-check ... ... .. i 2875
client trusStPOINt ... 2876
ClOCK SBL. . ettt e 305
clock summer-timedate ... .. ..o 306
clock summer-time recurring . .....ouv e 308
ClOCK TIMEZONE . . ettt e 310
clone (@mf-Provision) ..o e 3359
CommMIt (IPVA) L e 2345
commMIt (IPVB) ..o e 2435
community read-only (wireless-ap-prof-snmp) .................c.ooaLl. 3543
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community trap (wireless-ap-prof-snmp)..........c..coiiiiiiiiiiiinaen 3545

compatible rfCT583 ... . e 1236
L] 0101 o 11 | (=S PP 597
configure boot config (@mf-provision).................oiiiiiiL, 3361
configure boot system (@amf-provision) ..., 3363
configureterminal........ ..o 140
conn-capability protocol (wireless-network-passpoint-hs20) ............. 3546
CONSECULIVE ProDE 10SS. . vttt e et e e 1924
CONTAINEI-SEIVICES . .ttt ettt ettt et aens 599
continuous-reboot-prevention. ... 311
control-vlan . ..o e 3548
COPY (@MF-ProViSION). ..o\t e e e e e 3365
CoPY (filenName) . . ..o e 176
copy buffered-1og . ......ooviiiii e 468
COPY dEDUG vt e e e 178
copy fdb-radius-users (tofile) ... 2878
copy local-radius-user-db (fromfile)........... ... 2880
copy local-radius-user-db (tofile) ... 2881
COPY PEIMANENT-IOg . ..ttt e e et et 469
copy proxy-autoconfig-file....... ... 2701
COPY UNNING-CONfIg . oottt 179
COPY StartuP-CoNfig. .. .oveee e e 180
copy web-auth-https-file. ... 2702
(a0 )24 . T Yo =T o 1S 181
COUNTIY-COUR . . ettt ettt et e eaens 3549
create (@amf-provision) ........c.ouiiiiiii i 3366
create autoboot ... ... e 182
critical-interval .. ... e 4234
crypto key destroy hostkey. ......o..ouviii e 4126
crypto key destroy userkey. ..o 4127
crypto key generate hostkey .......coovviii i 4128
Crypto KeY geNerate ISa . ..o vttt et 2912
crypto key generate USerkey . ......o.vuvevuvn it iiieinieieaens 4130
crypto key pubkey-chain knownhosts ..................o ool 1784
crypto key pubkey-chain knownhosts ...............coiiiiiiiii i 4132
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crypto key pubkey-chainuserkey. ...... ..o 4134

CrYPtOKEY ZEIOIZE . vttt 2913
crypto pkiauthenticate . ......oovrii it i e 2914
crypto pki enroll local (deleted) ...... ..o 2882
crypto pki enroll local local-radius-all-users (deleted) .................... 2883
crypto pki enroll local user (deleted)..........cooviiiiiiiiii it 2884
Crypto PKi enroll USer . ...t i e et 2916
cryptopkienroll. ... .o 2915
crypto pki export local pem (deleted) ..........coiiiiiiiiii i, 2885
crypto pki export local pkcs12 (deleted) ....oovvvvviii i 2886
CryPto PKi EXPOIt PEM Lttt et e e et e e 2918
crypto pki export PKCST2. ... 2919
Crypto pKi import pem . ... e 2921
Crypto pkiimport pKCST2. ... e e 2923
crypto pki trustpoint local (deleted) .........ocoiiiiii i 2887
Crypto pKi trustpoint. ... oot e 2924
Crypto random bYTES .. ...t 3041
crypto secure-mode delete hostkey ..........cooiiiiiiiiii i, 2926
CrYPLO SECUIE-MOE .ottt ettt et e i e e e neneanes 2925
CrYPLO SECUIE-MOE . ...ttt ettt ees 313
crypto verify bootrom ... 185
crypto verify bootrom ... e 2929
Crypto verify signed. . ... e 187
crypto verify signed. . .. ... 2931
CrYPLO VeI Y o e 183
Y PEO VEIIY . e e e e e 2927
data-traffic ... .o 3194
day (Wireless-task) . ....oevrinii i e e e 3550
Ay e 4189
deadtime (Idap-Server). .....overi i e 2787
deadtime (RADIUS SEIVEr groUp) . .vvv vttt ent et eietieeneneenennnns 2816
deauth-reg-timeout (wireless-network-passpoint-hs20).................. 3551
debugaaa. .. ..o 2764
debug arp SeCUNitY. .. ovv i e 2969
debugatmfpacket ........cooviiiii e 3370
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debugatmf. ... 3368

debug bfd. ... e 876
debug bgp (BGPONlY) .. cuiei e 1495
debug core-file ... .o e e e 314
debug crypto pki (deleted). ... ..ot 2888
debug dotTX ..o e 2559
AEbUG EPST .ottt 3160
debug fiber-monitoring. ... e 389
AEbUG 08032 . ...ttt et 3196
debUg gVIP. .o 930
debUg igmMp . e 1961
debugip dhcp snoopPINg. ... 2970
debugipdnsforwarding..........ccoiiiiiiii i 1025
debug ipirdp. .o e 964
debugip packetinterface. ... e 962
debugipvb ospfevents. ... ..ot e 1351
debugipvb ospfifsm .. ..o 1352
debug ipvb ospflsa. . ...vneee e 1353
debugipvb ospfnfsm. .......coiii i e 1354
debugipvb ospfpacket. .......covviiiii i e 1355
debugipVvb oSpfroUte ..ot e 1356
debug ipv6 pim sparse-mode packet. ..o 2181
debug ipvé pim sparse-mode timer .........oviiiiii i 2182
debug ipvé pim sparse-mode . .......coiiiiiiii e 2179
AebUG IPVO FiP. oot e 1189
debug lacp .o v e 906
debugldap client........ccooiniii i e 2788
debug linkmon ... ... e 1926
debug lldp ..o 4037
debug loopPProt ... e 645
debugmail. ... 4094
debugmid ... 2032
debugmsdp timer. ... ..o e 2273
debug mMsdp. ..o e 2272
debug mstp (RSTP and STP) . ..ot it cee e 783
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debug NnsSmMmCast ... e 2072

debug NSM MCASTE . ..o .veete e e 2073
debUg NSM . .o e 2071
debug ospfevents. ..o e e e 1237
debug ospfifsm ... e 1238
debug ospflsa. ..o e 1239
debug ospf Nfsm ... e 1240
debug ospPfNSM ..o e 1241
debug ospfpacket. .......ciiiiiiii i e e 1242
debug OSpPf rOUtE . ..ot 1243
debug pimdense-modeall ... 2238
debug pim dense-mode context........coiiiiiii i 2239
debug pim dense-modedecode ...t 2240
debug pimdense-modeencode ... 2241
debug pimdense-modefsm.........cciiiiiiiiiii 2242
debug pimdense-modemrt ... 2243
debug pim dense-modenexthop ... 2244
debug pimdense-modensm ... i 2245
debug pimdense-mode Vif ... ...t 2246
debug pim sparse-mode timer.........ooiiiiiii i 2114
debug pimsparse-mode. ... e 2112
debug ping-poll . ... 4235
debug platform packet ..........coiiiiii e 646
debugradius .. ..o e 2817
AebUG P o 1132
debug sflow agent. ... oot e 4257
debug SflOW . ..o e 4256
debUg SNMIP. .o e 3984
debugsshclient. ... e 4136
debug ssh server ... ... 4137
debug stack . ... 3071
debUg trigger oo e 4191
debugudld. ... e 854
debug vIrp eVeNtS . ..t 3126
debug virp packet. . ..o 3127
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AU VITD e 3125

debug Wireless .. ... e 3552
defaultlog buffered ...t e 470
defaultlog console . ..o e e 471
defaultlogemail ... ... 472
defaultlogexternal....... ..o e 473
default log host. . ....cooiiei e 474
default log moNitor. ... e e 475
defaultlog permanent. ... . ...ttt e e e 476
default-action . ...t e 2494
default-information originate (IPV6RIPNG)........c.ccvvviiiiinininan... 1190
default-information originate (RIP) ..........ccoiiiiii i 1133
default-information originate ... 1244
default-information originate ... 1357
default-metric (IPV6 OSPF) .. ... 1358
default-metric (IPVE RIPNG). ..o e e 1191
default-metric (OSPF) . ... e 1245
default-metric (RIP) . ... .ou e 1134
default-metric (RIP) . ....ou e 1786
default-router . ... ... 3819
delete (@aMf-Provision) .......c.viiiiiii i e e 3373
deletedebug. . ..o 190
delete Mail ... e 4095
delete stack-wideforce ... . ..o 191
delete stack-wideforce ........coovuiiii i 3072
delete. ..o e 189
description (@mf-container) .........cooiii it 3377
description (auth-profile) ... 2703
description (interface) ........coiiiiii i 561
description (ping-polling) . ......coiiiiiiii 4236
description (Q0S PoliCy-Map) . ..vvviir it i 2495
description (trigger) . .vvvir i e e 4192
description (VRF) . ..iuii i e et e e 1787
description (wireless-ap) .......ovviiiii i 3554
description (Wireless-ap-prof) .......covviiir it 3555
C613-50619-01 Rev B Command Reference for x950 Series 78

AlliedWare Plus™ Operating System - Version 5.5.3-0.x



description (wireless-mac-flt) ... 3556
description (wireless-network) .........ccovuiiii it 3557
description (wireless-sc-prof). .......ccooiiii it e 3558
description (wireless-task) .........coveiiiiii it 3559
description (Wireless-trigger) . ......vvuiiiii i 3560
designated-ap . . c.vui i e 3561
destination (linkmon-probe) ... 1928
detect-multiplier ..o e e 877
dgaf enable (wireless-network-passpoint-hs20)...................ooeee. 3562
diagnostic MONItOr PCSPING. ..t ovve ittt ieeens 315
dir stack-Wide . .....on i e 194
dir stack-Wide . ... 3073
o T 192
disable (Privileged Execmode)........ooviiiniiiiii i 141
disable (VRRP) . ... e 3128
o [ 1Yo V7= o 3375
distance (BGP and BGPA+) ... ..ottt 1497
distance (IPVE OSPF) . .. .ot 1359
distance (OSPF) . ..ot e 1246
distance (RIP) .. ..o 1135
distance (RIP) .. ..o 1788
distribute-list (IPV6 OSPF) .. ... o 1361
distribute-list (IPV6 RIPNG). .. .ot 1192
distribute-list (OSPF) . .. ... 1248
distribute-list (RIP) . ....oi e e e 1136
distribute-list (RIP) . ... oot e 1789
dns-server (DHCPVO). ...t 3905
ANS-SEIVET . . ettt e e e e 3820
o o T 142
domain-name (DHCPV6) . ..ot 3907
domain-name (wireless-network-passpoint-dot11u)..................... 3563
dOMaiN-NAME . ... e e 3821
dOMaiN-Style ...t 2889
OS. ettt e 2413
dot11u (wireless-network-passpoint).........ccoviiiiiiiii i nenn... 3564
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AotTX ACCOUNTING . ..ttt e e e et e et e 2557

dotTIx authentication ..........ooveiniuiin e 2558
dotlx control-direction ..........cooiuiii i 2560
o o f Q=TT o 2562
dotTX €aPOI-VeISION ...t 2563
dotIxinitializeinterface ..........cooiiiiii i 2564
dotlxinitialize supplicant. ... 2565
dotTX KeYtransmit .. ..ot e e e 2566
dotlxmax-auth-fail..... ... ... 2567
dotIxmax-reauth-req .........ooiiiiii i e 2569
dotTX POrt-CONtrol. ..o i e e e e 2571
dotTX timeout tX-Period .......oovriii it i i 2573
dscp (liINkMoN-probe). ......oiii i e e 1929
AEM-PENOd .. e 3565
dup-auth-received (wireless-network) ..., 3566
AUPIEX o e e e e e 648
dynamic-vlan enable (wireless-sec-0sen) ..........c.ooiiiiiiiiiiiiiiiin, 3567
< o o 558
echo-interval . ... ... e 879
BChO-MOde. . . 881
ecofriendly buttonenable ....... ... ... 318
ecofriendly led ... ..o e 319
ecofriendly Ipi. ..o e 320
=T | P 196
egress interface (linkmon-probe). ... 1930
egress-rate-limitoverhead ... 2497
egress-rate-limit. ... ..o iii i i e 2496
egress-vlan-id (radsrv-grp) . ...o.ou i e e 2890
egress-vlan-name (radsrv-grp) . ...o.oueieiiii i 2892
emergency-modeusbenable........ ... .o 3570
emergency-mode Usb Key ... ...t e 3571
EMErgeNnCY-MOAE . ...ttt ettt 3569

emergency-service-reachable enable

(wireless-network-passpoint-dot11u) ...........cooiiiiiiiinnn... 3573

enable (CONTAINEI-SEIVICES) . ...v vttt i
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enable (g8032-profile) ......ovrii i e 3197
enable (linkmon-probe). ... 1931
enable (Privileged Execmode) ... 143
enable (VRRP) ... 3129
enable (Wireless). .. ..o 3574
enable (wireless-ap) . .....coviiiiii i e 3575
enable (wireless-ap-prof-radio). ........cccoiiii it 3576
enable (wireless-ap-prof-snmp) ... i 3568
enable (wireless-network-cp) ... 3577
enable (wireless-network-passpoint) ..., 3578
enable (Wireless-seC-WeP) . .. ..ot e 3579
enable (wireless-task) . .........oovuiuiii e 3580
enable (Wireless-Wds) . .......ooviiii e 3581
enable db-summary-opt.........cooiiiiiiii 1251
enable PassWord ... ... e 237
enable secret (deprecated).......c.ovviiiiiii it e e e 239
=] o 145
enrollment (ca-trustpoint) ...t e 2933
EPSI CONfIQUIAtiON . ... it 3163
epsrdatavian. ... .. e 3164
epsr enhancedrecoveryenable..........coiiiiiiiiiiii i 3165
EPSIfIUSh-tYPE . e e 3166
epsr mode master controlvlan primaryport ..........cooiiiiiiiien. 3168
epsr mode transitcontrolvian. ...t i 3169
<] 0 g o o] 120 P 3170
2T 01 ) 1 <P 3171
ePSr toPOology-Change .. ..ot e e 3172
ePSI topPology-Change . ... it e e e 3198
=T 0 1] 1 =] o 1A 3173
= 01 AU 3161
erasefactory-default. ... e 198
erase factory-default. ... 3378
erase proxy-autoconfig-file ........ ... o i 2704
€rase Startup-CoNfig . ...ovinii i e e e e e 199
erase web-auth-https-file ... 2705
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B P-INS ANCE. .ottt e e 3199

ethernet cfm domain-name. ... ... ..o 422
EtNerNEt CEM M ottt i i e e e e e 425
EXEC-TIMEOUL . ..ttt e et e 240
Xt e e 146
exit-address-family ....... .. . e 1499
=30 Lo ] o ul 01 T= o S AP 1791
external-page-url. .. ... e e 3582
fail-CoUNT. ..o e 4237
O ot 649
fiber-monitoring action........ ... e 391
fiber-monitoring baseline. ... e 393
fiber-monitoringenable ....... ... i 395
fiber-monitoringinterval......... ..o i 396
fiber-monitoring sensitivity ..o 397
O -ENErY . o e e 3583
11 Te T g TS 45 e o 1= 324
fiNdme .. 322
fingerprint (Ca-trustpoint). . .....ov it e 2934
firmware-url . . ... e 3379
flood-list . ..o e 1911
flowcontrol (SWItCh POrt).....c.oviii i e 651
flowcontrol hardware (asyn/console)..........ccveiiiiieiiiinenan.n. 242
force-disable (wireless-ap-radio) ..........ccoviiiiiiiiiiiiii i, 3585
force-power-save-disable . ... 3586
fullupdate (RIP) ..o e e e e e 1138
fullupdate (RIP) ..t i e e e e e e e e 1792
98032 erP-INSTANCE . .ottt e 3200
g8032 forced-switch erp-instance............cccoiiii i 3202
g8032 manual-switch erp-instance............cooviii i nnnn., 3204
g8032 physical-ring. ......ooviiiii i i e e e e 3205
98032 Profile . ..o e 3207
gas-address-behavior (wireless-network-passpoint-dot11u).............. 3587
gas-comeback-delay (wireless-network-passpoint-dot11u) .............. 3588
GroOUP (FAAPIOXY) « vttt ettt ettt e et e ieneeneneanes 2818
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o Lo YU (- To Y 1 S 2894

group-attribULe. ... e 2790
o oYU o B [0 T 2791
[0 1Y o X (101 C=T Tl =) 932
gvrp dynamic-vlan-creation........ ...t 933
gvrpenable(global) ...... ..o 934
GVIP regiStratioN. ..ottt e e e e e e 935
Lo LA o I ] 0T o PP 936
help radius-attribute. ... ... i 2819
help radius-attribute. ... e 2896
Y] 1o 147
hessid (wireless-network-passpoint-dotT1u)............covviievninen... 3589
hide-ssid (wireless-network) .........c.coiiiiiiiiii i 3590
hOSt(DHCP) . .o e e 3822
oSt (IdapP-SEIVEY) . ..ttt e e e 2792
NOSt Ara . ottt e 1252
hostclient-id ... ..o 3823
ROStNAME . .. 325
hs20 (wireless-network-passpoint) .........cooeiiiiiiii i 3591
http client V. o e e 153
http client V. . e e 1793
http log webapi-requests ........ooveiin i 152
P PO et e e 155
Y80I Tl T o 156
Rt trUSTPOINT .ot e e e e e e e 157
D VI e e 154
D VI e e 1794
http-enable ... e 3381
LY P, et 3592
identity (@mf-provision). .........ooiiiiiiiii i e 3383
10 = 1= 602
image-check-interval ... e e 604
1Y 0o o o 10T o 1S 1795
10T 1= G P 3594
initialization-buttonenable ........ .. ... i 3595
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instance (CONtAINEI-SEIVICES) . ...ttt 606

instance priority (MSTP). . ... oot e 787
instance vIan (MSTP) . . ...t 789
interface (to configure) ........covi i i e e 562
internet-access enable (wireless-network-passpoint-dot11u)............. 3596
interval (linkmon-probe) ... 1932
ip (container-services-inst-network) ............co i i 608
[T o X (o a0 X3 e 01U T o) P 2346
IP (PING-POIING) .ot e 4238
ip address (IP Addressingand Protocol) .............ooiiiiiiiiiiiiia, 965
Paddress dhCp . ..oniiii e 3825
ipas-path access-list. . .....viiiii i it e 1500
ip community-listexpanded ...... ... ..o 1504
ip community-liststandard ........... oo 1506
P COMMUNITY-TIST. .ot e e e et et it 1502
ipdhcp bootpignore . ... e e 3827
ipdhcp leasequeryenable ... ... 3828
IPANCP OPTION. ..ttt e e e 3829
IPANCP POOL. . e e e e 3831
ip dhcp snooping agent-option allow-untrusted......................... 2974
ip dhcp snooping agent-option circuit-id vlantriplet..................... 2975
ip dhcp snooping agent-option remote-id. ..........coiviiiiiiiiiin, 2976
ip dhcp SNOOPING ageNt-OPtION ...t vt vt ci i eans 2973
ip dhcp snooping binding ..o 2977
ip dhcp snooping database .......c.oviiiii i e 2978
ip dhcp snooping delete-by-client ......... ... 2979
ip dhcp snooping delete-by-linkdown..............ooii il 2980
ip dhcp snooping disable-12-flooding ... 2981
ip dhcp snooping max-bindings ... 2982
ip dhcp snooping subscriber-id ... 2983
iIPAhCP SNOOPING TrUSE. ..ottt e e i e ie e 2984
ip dhcp snooping verify mac-address. .........coooiiiiiiiiiiiii i 2985
ip dhcp snooping violation. ... 2986
IPANCP SNOOPING. .ottt e e e e e e 2971
ip dhcp use-subscriber-id ... e 3850
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ip dhcp-client default-route distance.............cocoiii it 3832

ip dhcp-client request vendor-identifying-specific ....................... 3834
ip dhcp-client vendor-identifying-class. ... iiin... 3835
ip dhcp-relay agent-option checking .........oooviiii i, 3838
ip dhcp-relay agent-option checking ...l 3911
ip dhcp-relay agent-optionremote-id ...t 3839
ip dhcp-relay agent-option remote-id .......coiiiiiiii i 3912
ip dhcp-relay agent-option subscriber-id ................ ...l 3840
ip dhcp-relay agent-option subscriber-id-auto-mac...................... 3910
ip dhcp-relay agent-option .........ciiiiiiiiiiiii e 3836
ip dhcp-relay agent-option .........ciiiiiiiniiiiii e 3908
ip dhcp-relay information policy ... 3842
ip dhcp-relay information policy ... 3913
ipdhcp-relay maxhops ..o 3844
ipdhcp-relay maxhops ..ot e 3915
ip dhcp-relay max-message-length. ..., 3845
ip dhcp-relay max-message-length. ..., 3916
ip dhcp-relay server-address .......oovin i 3847
ip dhcp-relay server-address ......covuvin i e 3918
ip dhcp-relay use-client-side-address. ..o, 3849
ip directed-broadcast. ........coiiiiiiii e 967
ipdnsforwardingcache ...... ..o 1027
ip dns forwarding dead-time...........coiiiiiiiiii i 1029
ip dns forwarding domain-list............oooiii i 1030
ipdnsforwardingretry ... 1031
ip dns forwarding source-interface ... 1032
ipdns forwarding timeout ...... ..ot e 1033
ipdnsforwarding. ......cooviiiiiii i e e e 1026
ipdomain-list. . ... e 1034
ipdomain-lookup ..o 1035
1o 3o FoT 00 =110 B o - Y 0 =P 1037
ip extcommunity-listexpanded ........ ... 1508
ip extcommunity-liststandard ............ .. i 1510
Pforwarding. ... ...oooiiiii e 969
ip forward-protocol Udp . ..oov vt 970
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ip gratuitous-arp-link . ... e e 972

iphelper-address . ... ..o e 974
ipicmp error-interval . ... e e 977
P ICMP-TIMES aMID ottt e e e e 978
(o Te g aY o X Talal<T3 T o [ (o] U] o 1A P 1963
ipigmp flood specific-query ... 1966
ipigmp flood-group .. ..o e 1964
ipigmpimmediate-leave .........c.oiiiiiii i e 1967
ip igmp last-member-query-count ....... ... 1968
ip igmp last-member-query-interval.............cooi i i 1969
P IgMP Mt . e e e e e 1970
P IgMP MaXiMUM-GIOUPS .. v et ettt e ettt et eaeenteeaeeenneennneenn 1972
P IgMP MEOULE-PIOXY e et tte ettt et e e e e aieaens 1974
P IgMP PrOXY-SEIVICE. . o ettt ittt ettt e e e e aennenens 1975
ipigmp querier-timeouUt .......o.i it i i e 1977
ipigmp query-holdtime ... ... e 1978
ipigmp query-interval . ... 1980
ip igmp query-max-response-time .........oueiitiieeneeneennennennnnns 1982
P IgMP ra-0OPtiON. . oottt e e i i e 1984
ip igmp robustness-variable ......... ..o i 1985
ipigmp snooping fast-leave. ..........oiiiiiii it e 1988
P IgMP SNOOPING MIOUTEN . ..ottt i e i i e aens 1989
P IgMP SNOOPING QUEIIET . o vttt ettt et e i e et it eneennennens 1990
ip igMmp SNOOPING repPOrt-SUPPIESSION ..ottt ei e nneenns 1991
ip igmp snoopiNg routerMode .......oovv it 1992
ip igmp snooping source-timeout. ........covutiiiieni it nienenns 1994
ip igmp snooping tcn query solicit ..o it 1996
P IgMP SNOOPING. . ettt ettt ettt e et e aaeeaneeeans 1986
ip igmp source-address-check ...........oiiiiiii i 1999
1038 Lo 10101 0 353 2 PSP 2000
ipigmp ssm-mapenable.........ooo i e 2001
IPIgMP SSM-MaP StatiC ..ottt e e e 2002
ip igmp startup-query-Count .. ... ..ottt 2006
ip igmp startup-query-interval ........ ... 2007
[Tl Toa ] o =Y u T o | £o] U1 o 100N P 2004
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P IgMP ErUSTEd . ot e e 2008

P IgMP VEISION . ¢ ettt et et e e 2009
1038 Lo 12101 o TS PP 1962
ipirdp address preference ......coovviiii it e 979
ipirdpbroadcast ... ...ttt e 980
ipirdpholdtime ... ... i e 981
ipirdp lifetime. . ..o e 982
ipirdp maxadvertinterval ..o e 983
ipirdp minadvertinterval ...........oi i e 985
P IrdP MUITICAST . oo e e e 987
P irdp Preference .. ..c.vvi i e 988
1031 e 1o S 976
ip limited-local-proxy-arp......cooeiiinini i e 989
P loCal-ProXy-arp. ..o e 990
10300 0] o 11 | (= PP 2074
ipmsdp hold-time. ... e e e 2274
ipmsdp keep-alive ... ..ot e 2275
ip msdp mesh-group member hold-time................ ... .o il 2280
ip msdp mesh-group member keep-alive..............cooiviiiiiiit, 2282
ip msdp mesh-group member ........oviiiiiiii i 2278
IPMSAP MESN-groUP .. .v it et et e 2276
ipmsdp peerhold-time. ... ... e 2286
ipmsdp peerkeep-alive ......ouiiiiiii i e 2288
ipmsdp peerrp-filter ...t e e 2290
ipmsdp peersg-filter.......oouuiii i e e 2292
P MNSAP PN ettt e e e e e 2284
ip msdp sa-cache-timeout ... ..ot 2294
ip multicast allow-register-fragments. ..ottt 2076
ip multicast allow-register-fragments. ..., 2117
ip multicast forward-first-packet ...t 2077
ip multicast handle-igmp-immediately ..............cooi i, 2078
P MUIICAST FOULE. . oot e e e e et eaeas 2079
ip multicast route-limit. ... 2081
ip multicast wrong-vif-suppression. ..........c.ooeviiiii i, 2082
ip multicast-routing ssm-only-hw ... it 2084
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P MUILICAST-TOULING ..ottt i e ettt ee e 2083

ip name-server (container-services-inst) .........c.coeeveviniinennnnennn.. 610
ip name-server preferred-order .........cooiiii i e 1040
P NAMIE-SEIVET .\ttt ettt ettt e et e et et eie e eaeennneenns 1038
ipospfauthentication ... e 1253
ip ospf authentication-key ......... ... 1254
P OSSP Dfd. .o e 1255
P OSPf bfd. .o e e 883
P OSSP COST. ottt e e 1257
ipospfdatabase-filter. ..o e 1258
ipospfdead-interval. ...t 1259
ipospfdisableall..... ... e e 1260
ipospfhello-interval..........ccoo i e 1261
ip ospf message-digest-Key .......cooeiiiiiiiii e 1262
P OSSP MU . Lt e e e e e 1264
P OSPf MEU-IgNOre. .. i e e e e e 1265
P OSPF NEIWOIK. ..\ e e e 1266
P OSPf PHONITY . . ottt e e e e 1267
P OSPf resyNC-tiMmeEOUL. . ... .ot e 1268
ip ospf retransmit-interval ...... ... i e 1269
ipospftransmit-delay. ... 1270
ip pim accept-register list.........coouviniiiin it 2118
[To3 o110 0= 1) er= 1 ol o S0 PP 2119
ippiMmbsr-border. ... ..o e e 2120
ippimbsr-candidate. ..o e e 2121
ip pim cisco-register-checksum group-list ............... ..ot 2123
ip pim cisco-register-checksum .........c.ooiiiiiiii it i 2122
iP PIM CrP-CiSCO-PrefiX .o e e et 2124
ip piM dense-mode PassiVe . ....o.ivt it 2248
ip pim dense-mode wrong-vif-suppression..............oviviiiiiian... 2249
P PIMdeNse-MOde. ..o i e e e e 2247
P PIM Ar-Priority . ...ttt 2125
ippimexclude-genid ... e e 2126
ip pim ext-srcs-directly-connected ... 2127
ip pim ext-srcs-directly-connected ... ...t 2251
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ip pim hello-holdtime (PIM-DM). . ...t e 2252

ip pim hello-holdtime (PIM-SM) .. ... .o 2128
ip pim hello-interval (PIM-DM) ... .ottt eaeenes 2253
ip pim hello-interval (PIM-SM). ...t i i enens 2129
ip pim ignore-rp-set-priority .......co.eiieiiiiii i 2130
P PIM JP-TIMer e e e e e 2131
ip PiM Max-graft-retries. ... ..ot e 2254
ip pim neighbor-filter (PIM-DM) .......coiiii i 2256
ip pim neighbor-filter (PIM-SM) . ... .ot 2132
ip pim propagation-delay............ooi i 2257
ip pim register-rate-limit.........cooii i e 2133
ip pim register-rp-reachability............ccoii i 2134
P PIM FEGISTEI-SOUICE .\ttt ittt e e et et e eannens 2135
iP PIM register-SUPPresSiON ... .vv ettt i e i i e eaens 2136
P PIM IP-addresS. .ottt i i e e e e e e 2137
ippimrp-candidate. ........oiiii i e 2139
ippimrp-register-kat ... e 2141
ip pim sparse-mode join-prune-batching................ ... L 2143
iP PiM SParse-MoOde PaSSIVE. ...\ttt et ee et 2145
ip pim sparse-mode wrong-vif-suppression. ..........coevviie i 2146
P PIM SPArSE-MOAE ...\ttt e et ettt 2142
ip pim spt-threshold group-list...........coii i 2149
ippimspt-threshold ......... ..o 2148
128 o 1 01877 2 S PN 2150
ip pim state-refresh origination-interval ................... ... o, 2258
P PrEfiX-liSt. .ttt e e e 1140
P PIEfiX-liSt. . ettt i e e e e 1512
P PrEfiX-liSt. . et e e e 2416
1038 o] 14 Va1 g o 991
ip radius source-interface ...........oiiiiiiii i e 2821
1o TN T=To | =Y ot €3 992
ipresolve-via-default ...... ..o e 1101
ip rip authentication key-chain..............coo i 1142
ip rip authenticationmode. ... 1144
ip rip authentication string. ........coiiii it i e 1146
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P M FECRIVE VOISION. .\ttt ettt et e et e e eaaneeenns 1149

ipripreceive-packet .. .. ..ot 1148
ip rip send version T-compatible ........... ... i 1152
1o 3T o JT=T 8T V7T T o TP 1151
ipripsend-packet ... ... e 1150
ipripsplit-horizon . ... e 1153
ip route bfd all-interfaces ........ccvriiiiiiii i e 887
Proute bfd ... e e e 885
iproute staticinter-vif ... ... e 1796
1030 U1 (IR S 1797
1o 0 o 101 (= 1102
ipsource binding . ......covuiiiiii i e e e 2987
P SUMMaArY-address P . ..o ee ettt et 1139
ip tacacs soUrce-iNterface .. ....vie it e e 2953
P TCP SYNACK-TEIIIES .ttt e et et ettt 993
P ECP-TIMES T AM . o oot e e e e e 994
ip tftp source-interface. ........ooviiiii i e 200
P U D VI L e e 1801
P D VI L e e e 201
ipunreachables ... ... e e 995
PV forwarding. ......oiii e e e 1803
P VI e e i 1802
iP-address (Wireless-ap) . ..oov ettt 3599
ip-addr-type-availability (wireless-network-passpoint-dot11u) ........... 3597
IPVO (IPVO-NOST-groUP) . .t tit et ettt ettt et i e eieaeanas 2436
ipv6 access-list (named IPv6 hardware ACL) ..........cooviiivinennene. 2438
ipv6 access-listextended (named). ...t 2467
ipv6 access-listextended Proto .........coiiiiiiiiii it 2471
ipv6 access-list standard (named) ... 2478
ipv6 address (DHCPVO PD) ..ot et 3920
ipv6 address autoconfig ...t e 1056
IPVO address dCp .o ov v e e e 3922
IPVO address SUFfiX . . ...ouur i i e e e e 1058
PVO AddresS. ..o e ettt e i 1054
ipvedhcpclientpd ... e 3924
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IPVO AhCP OPtiON ..ottt e e e et e e 3926

IPVE ANCP POOL ..o e 3928
103 V16X e | Vel o Y=Y oY= P 3930
PVB ENable. ..o e e e 1059
ipv6 euibd-linklocal . ... e 1061
IPVO forwarding . .....oue i 1062
ipvbicmp error-interval. ... ... e 1063
IPVO 10Cal POOL. ..o e e 3931
IPVO MIA ACCESS-GrOUP . vttt it et ettt et e e et e et eneanas 2034
ipv6 mld immediate-leave ........ ..o 2035
ipv6 mld last-member-query-count .........couviiiriiin i enennanans 2036
ipv6 mld last-member-query-interval. ...t 2037
IPVO MI limit. .o e 2038
ipv6 mld querier-timeout . ......v.vt it i e 2040
ipvé mid query-interval . ........viiiii i e 2041
ipv6 mld query-max-response-time ... ....ovvvriiiirinenneeineanannns 2042
ipv6 mld robustness-variable ......... ... ... 2043
ipv6 mld snooping fast-leave ... 2046
iIPV6 MId SNOOPING MIOUTEY . ...ttt et ie e et e ieanenans 2047
iIPV6 MId SNOOPING QUEKIEN . ..ttt ettt ettt eie i ienaas 2049
ipv6 mld snooPINg report-SUPPIESSION .. v vt i i e et i eieananans 2050
IPVO MIA SNOOPING. « v vttt e et eaeas 2044
ipvé mld ssm-map enable. ...... ..o e 2052
iPv6 MId ssm-map static ......o.viii it et 2053
IPVO MId Static-groUpP . .o vt e e e e e e 2054
IPVO MIA VEISION. ..ttt e e et 2056
PVO MU, L. e e e e e e 2033
PV MIOUTE . .ottt ettt et e e e e e i aieaaneenns 2085
ipv6 multicast forward-slow-path-packet....................cooiiie.t. 1064
ipv6 multicast forward-slow-path-packet................cooiiiin... 2070
IPVO MUITICAST FOUTE ..ttt e et et e i e eaeas 2087
ipv6 multicast route-limit ....... ... i 2090
IPVO MUILICAST-TOUtING . ..ot e e e e i 2091
ipv6 nd accept-ra-default-routes ... 1065
iIPV6 Nd accept-ra-Pinfo . ....covr it e 1066
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ipv6 nd current-hoplimit.........ooiiiii i e i 1067

ipvénddnssearch-list....... ..o 1068
IPVO NA ANS-SEIVEN . .o\ttt ettt e et et et i i neaaes 1069
ipv6 nd managed-config-flag .........c.cooii i 1071
ipv6 nd minimum-ra-interval. ...t 1072
ipv6 nd other-config-flag .........cooiiiin 1073
ipv6 Nd prefix (DHCPV6). .. ..ottt 3933
PVO NA PrefiX. .o ov e e e e e e e 1074
IPVO NA raguard . .......oii e e e 1078
ipvondra-interval ... ..o e 1076
ipvendra-lifetime . ... ..o 1077
ipv6 nd reachable-time ...t e 1080
ipv6 Nd retransmission-time ..........ccviiiiii ittt 1081
ipv6 nd route-information ........ ... 1082
iIPV6 Nd router-preferenCe. . ...oo.v i 1083
103 VLo X g Te TV o o =TT - AP 1084
PVO NEIGNDOK ... e e e 1085
IPVO OPPOrtUNISTIC-NA. ..ottt i e e 1086
ipv6 ospf authentication spi........c.ooiiiiii i 1363
PV OSPT COSt L.ttt e e e e e et e e e 1365
ipvb ospfdead-interval ... 1366
ipv6 ospf display route single-line..............coiiiii i 1367
iPV6 Ospf encryption SPi €SP « v it e 1368
ipv6 ospf hello-interval ... e 1371
ipvb ospfneighbor ... ... 1372
IPV6 OSPf NEtWOIK .. v e 1374
IPVG OSPf PriOritY . .vvt e e e 1375
ipv6 ospf retransmit-interval ... 1376
ipv6 ospf transmit-delay ........ ..o 1377
[T}V e N o]0 g I Tell= o] i = To | 1] (=) AP 2184
10XV o1 g T 10 Vet 11 i o JOP AP 2185
ipv6 pim bsr-border ... ... e e 2187
ipv6 pim bsr-candidate ... e 2188
ipv6 pim cisco-register-checksum group-list....................... .ot 2190
ipv6 pim cisco-register-checksum ... ..o it ii i, 2189
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IPV6 PIM Crp-CisCO-PrefiX. ..o e e 2191

IPVE PIM dr-priority . ..ot e e 2192
ipv6 pim exclude-genid. ...t e 2193
ipv6 pim ext-srcs-directly-connected . ... 2194
ipv6 pim hello-holdtime ... 2195
ipv6 pim hello-interval....... ... 2196
IPV6 PIM igNore-rP-Set-Priority . ....cvvit et ini e eanns 2197
IPVO PIM JP-tIMer . ot e e e e 2198
ipv6 pim neighbor-filter. ... 2199
ipv6 pim register-rate-limit. ... 2200
ipv6 pim register-rp-reachability ..ottt 2201
IPVO PIM regiSter-SOUICE . .. v vttt ettt e i e i eaeeaneeeans 2202
IPV6 Pim register-SUPPresSiON. ... v vttt e it e e eannenns 2203
ipve pimrpembedded ......... .. e 2208
IPVE PIM rP-address . ....oiii it e e e 2204
ipv6 pimrp-candidate ..o e e 2206
ipV6 pim rp-register-kat. . .......oooviiiiii i e e e 2209
iPV6 PiM Sparse-Mode PasSIVE .. ...eie ittt 2211
IPV6 PIM SParse-MOTE . ..ottt et it e e aianeans 2210
ipv6 pim spt-threshold group-list ..o 2213
ipv6 pim spt-threshold. ... 2212
102V 100151 1/ S PP 2214
PV6 PIM UNICASt-bSM . ..o e e e 2215
VO PrefiX-list . ..ot e e e e e e 1193
PVO PrefiX-list . ..ot i e e e 1514
VO PrefiX-list . ..ot e e e e 2482
IPVO rip Metric-0ffset . ..o e e 1195
IPVO rip SPlit-horizon. .. ... e 1197
PV FOU T . .ttt et e et et et et et 1087
PV FOU L ittt et et et et e et et e 1104
IPVO FOULEN OSPf @A, . ottt ittt et e ettt neenas 1378
[[o)Y S Y (01U (=] g 1o T PP 1198
ipv6 tftp source-interface ... e e 202
ipvb traffic-filter ... ..o 2440
ipve unreachables . ..... ...t e 1089
C613-50619-01 Rev B Command Reference for x950 Series 93

AlliedWare Plus™ Operating System - Version 5.5.3-0.x



L= 1934
key (wireless-sc-prof) .....c..uiii i e 3601
key (Wireless-Sec-Wep) . . ...t 3602
key (wireless-sec-wpa-psnl) ..o 3604
Key Chain. ... e 1155
Y et e e e e 1154
Y et e 3600
KEY-SEIVEI PIIOKIY .ttt ettt et 3042
KEY-STIING .ottt e e e 1156
12tif enable (wireless-network-passpoint-hs20) .............cccovvvinenn.. 3605
lacp global-passive-modeenable ... 907
JaCP POIt-PriOKItY vttt e e et 908
laCP SYStEM-PrIOTITY. o\ttt e e 909
1= Yo 3 4 10/ 11 | 910
==Y V)Y 1936
1o F=Y Y =T V7= 2794
1= 1= 3852
ledenable. .. ... e 3606
1Yo T TV -1 (=Y PP 3607
[eNGth (ASYN) < .ot 244
length (ping-polldata)..........cooviiiiii i 4239
length (Wireless-seC-Wep) ... .ov vttt e e et 3608
level (g8032-SWiItCh) .. ..oit i e e e e e 3208
license redistribute ....... ..o i e 286
licenseupdatefile ...t e 287
licenseupdateonline. ... ... 288
NS et 275
license-cert (@mf-provision) .........c.coiiiii it 3385
I CPUS. et e e e e 612
170 T 40 V=T 14T Y2 614
limited-reach-mode ....... ... i 564
oY= 245
link-address . .....ooooi e 3935
NKElaP aCION .« vt e e e e e 653
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liNKmMoN Probe. ... e e e 1938

linkmon probe-history ..........coeiuiii i e 1940
linkmon profile ... ..o e 1942
lldp faststart-Count ... ..ot i e it 4039
lldp holdtime-multiplier ... e 4040
lldp management-address . ... .....oiiiiiii i it 4041
lldp med-notifications . .......oviir i 4042
lldp med-tlv-select. ... ... e e e 4043
lldp non-strict-med-tlv-order-check ...t 4046
lldp notification-interval ...t 4047
ldp NOtIfICAtIONS .. v vttt i e e et 4048
lldp POrt-NUMbDEr-tYPE. ..ottt e et e i ieanas 4049
] o o 3= 0 1 P 4050
P rUN o e 4051
] o o T2 4 [y V=T AP 4052
AP thv-SeleCt. .\t eee  e  ee  eeeaa 4053
ldp transmMit reCEIVE . ..o v vt e e it 4055
ldptx-delay.......cooini e e e 4056
[0t B o]0 )14 V2 T o J P 997
locate (@Mf-provision) ......c.veiii i e 3387
location civic-location configuration ............... ... i, 4057
location civic-location identifier.............cocoiiii i 4061
location civic-location-id........ ..o i 4062
location coord-location configuration...............coiiiiiiiii., 4063
location coord-location identifier ... 4065
location coord-location-id ...t 4066
location elin-location ....... ...t 4068
location elin-location-id. ... ... i 4069
logbuffered (filter) ... ..o e e 478
log buffered exclude. ... 481
log buffered size........coiiiii e 484
logbuffered ... ... e e e 477
logconsole (filter) .......oiiiiiii i e e 486
logconsole exclude .......o.vuiinniiii i e e 489
[0 I el o] g 1Yo ] =S 485
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logemail (filter). . .oooui et e e et e e 493

logemailexclude. ....... ..o 496
logemail time ... .o e e 499
log email ... e e 492
logenabledestination...........ccoiiiiiiiii it e 3609
10g @VENT-NOST. ..ottt e 159
[0g EVENT-NOST. ..ttt e e e 3389
logexternal (filter) ..o e 503
logexternalexclude ...t e e 506
logexternal rotate. ......ouiii i e 509
log external Size . ....uvuini i e e 511
logexternal .. ..o e e e e 501
log facility . ..o e 512
l0g host (filter). . ..ot et 1809
log hoSt (filter). ..ot e e 516
loghostexclude. ... ..ot e e e 1806
loghostexclude. ..o e e 520
I0g oSt SOUICE ..o\ttt e e et e e 523
loghost startup-delay ........cooviiiiiiii i e e e 524
IOg oSt timeE . e e e 1813
IOg oSt timeE ..o e e 526
Og oSt .o e 1804
[0 2 o 1] P 514
loginterval neighbor-ap ..o e 3610
logmonitor (filter) .....o.viii i e 528
logmonitorexclude ...... ...t e 531
log permanent (filter) ... e 535
logpermanent exclude . ... ... e e 538
[Og PEIMANENT SIZE ..\ v ittt e e et e e e e 541
Og PEIMANENT ..ottt e e e e e e e 534
log rotate neighbor-ap. .....oov i e 3611
log rotate wireless-client.........cooiiii i e 3612
log size wireless-client .........cootiiiii i i e 3613
[Og trUSTPOINT. « ettt ettt e e e e e 543
login authentication .........coiiii it e 2765
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login username (Wireless-ap) ... oovvrinre it iiiii i eieanns 3614

login-attribute. .. ... i 2796
login-fallbackenable ..... ... 3390
login-password (Wireless-ap) .. ...ovvrierer it iiin i enennns 3615
10 [0 U1 S 148
log-rate-limit NSM ... e 542
loop-protection action. ... ..ottt e 656
loop-protection action-delay-time ...........coiiiiiii i 657
loop-protection loop-detect ........covriiii i 654
loop-protection tiMeoUt ... ..ot e e e 658
mac address-tableacquire ... 659
mac address-table ageing-time ... 660
mac address-table logging. ... 661
mac address-table notification mac-change history-size ................. 3986
mac address-table notification mac-changeinterval ..................... 3987
mac address-table notification mac-change ................... ...l 3985
mac address-table notification mac-threshold ........................... 3988
mac address-table static ...... ... 662
mac address-table thrash-limit......... ... ... i 663
mac address-table vcs-sync-mode. . ... 3075
mac-address (container-services-inst-network) ................c.ooill 616
Mmac-address (Wireless-ap). . ..vvueee it 3616
mac-auth critical-mode enable......... ... i 3617
mac-auth mode . ... ... 3618
MAC-aUth PasSSWOId. .. ..ot e ettt e 3619
mac-auth radius auth group (wireless-network)..................oooent. 3620
Mac-auth username ... .. ... 3621
Mmacsec replay-protection........ovviii i e e 3043
MACSEC-CIPNEI-SUITE ..ottt e et et i 3044
Mail fromM. e 4098
mail smtpserver authentication .............ooiii it 4100
Mail SMEPSEIVEr PO, . ettt e e et et i 4102
mail smtpservertls. ... ... e e 4104
[0 T I o =T 7= 4099
Ml . e e 4096
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Management address. . ....uuuir it e e 3623

management-frame-protection enable (wireless-sec-osen) .............. 3624
management-frame-protection enable (wireless-sec-wpa-ent)........... 3626
management-frame-protection enable (wireless-sec-wpa-psnl) .......... 3628
MAP-ACCESS VIAN VN L. i ettt ettt 1913
MAtCh ACCESS-GrOUP ..o v ettt e et eaeas 2498
match as-path. ... 1516
Mmatch as-path ... ... e e 1725
Match COMMUNILY . ... e 1518
Match COMMUNILY . ... e e i 1727
MATCN COS .ottt 2500
MAtCh ASCP. t et e e e e 2501
match eth-format protocol.............coi i 2502
MAtCh INNEI-COS ...t 2505
matchinner-vlan ... ... e 2506
matchinterface. ... ... 1729
Match ip address .....oii i e e e e 1730
Match ip NeXt-NoP . ... e 1732
MatCh iP-Precedence . . ...oi i e e 2507
Match ipv6 address. .. ..o vt i e e e e 1734
Match PV NEXt-NOP ..ot e e 1736
MAtCh MAC Y P . ottt e e e e 2508
MAtCh METIIC . ..ot et 1737
MaAtCh OFigiN. ..o e e e e 1738
MAtCh FOULE- LY P . ottt 1740
MAtC tag . e e 1741
match tep-flags. ... e 2509
Match VIan ... 2510
MAX-ClIENES . oottt e 3630
max-concurrent-dd (IPv6 OSPF) ..o 1380
Max-concurrent-dd. ... ...t e 1271
max-fib-routes (VRF) . .......oi e 1815
MaX-fiD-rOULES. . ... .o 1106
Max-fiD-TOULES. . . ..o 327
maximum-access-list (deleted) ..ot 2418
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L T D 0 10T 0 Br= Y (=T P 1272

MaXimMUM-Paths. ... .o it e 1109
MAXIMUM =PI X, Lttt i i et ettt i eneas 1157
MaAX-PAthS. .o e e e e 1520
max-static-routes (VRF) . ...t e 1817
MaAX-StatiC-TOULS . . ..ttt e 1108
MaAX-StatiC-TOULES . .« ottt e e 329
mep (FNG attributes) . ... e e 427
[T oI Tt 1 Y <P 429
MEP CCM-IEM-PIOFITY . .ot e e i 431
MEP CrOSSCRECK ..\ttt e e e e et 433
MIITOr INTEITACE. . et 584
mka policy (global) ... ..o 3046
mka policy (interface)........ooiiiiii i 3048
mka pre-shared-Key ... e 3050
KT . 203
001 e [ 1S3 o -3 2511
Mmisgosenable ... ..o e 2512
MIS GOS MAP COS-UEBUE. ..ottt ettt ettt et i ettt eareaneaneannans 2513
mIs qos map premark-dsCp .....ovviinii it e 2514
001 e [o 1o [ 1IN TN o Y- ' 1S 2516
mode (wireless-ap-prof-radio). ........cooiiiii i 3631
mode (Wireless-NetWOork-Cp) .....oveiiriii it 3633
MOAEIYPE .« e e e e 3391
MOVEe debUG. ..o e 205
00T 1T = 204
0] 565
msdp default peer. .. ..o e e 2295
01010 RPN 566
MUIICAST . o e 2092
nai-realm (wireless-network-passpoint-dot11u)................cooeinn... 3635
T T (=T [ 0] €074V IS 2822
0 =T 2895
Neighbor (IPV6 RIPNG). ...t e i 1199
NEIghbOr (OSPF) ..ot e e e et et 1273
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NEIghbOr (RIP) ..o e e et ettt 1158

neighboractivate. . ... ..c.vuiii i e 1521
neighbor advertisement-interval ...ttt 1524
neighborallowas-in ... e e 1527
neighbor as-origination-interval ........... ... ... i i 1530
neighbor attribute-unchanged......... .. ... . 1532
neighbor capability graceful-restart ...l 1535
neighbor capability orf prefix-list. ... 1538
neighbor capability route-refresh ........ ... o i 1541
neighbor collide-established.......... ... i 1544
neighbor default-originate. ... 1547
neighbor description ..ot i e e e 1550
neighbor disallow-infinite-holdtime................ ..ot 1553
neighbor distribute-list ...........c i 1555
neighbor dont-capability-negotiate............cooviiiiii it 1558
neighbor ebgp-multihop ... 1561
neighbor enforce-multihop ... 1564
neighbor fall-over bfd (BGP)..........coiiiiiiiii e 888
neighbor filter-list ........ ..o e 1567
neighborinterface. ... ..o e 1570
neighborlocal-as ... ..o e e 1572
neighbor maximume-prefix......... ..o 1575
neighbor next-hop-self ... 1578
neighbor next-hop-self ... ..o 1818
neighbor override-capability............c.oo i 1581
NEIghDOr PaSSIVE ..ot e e e 1583
NEeighbor PassWord ... ..ot i i e i e 1586
Neighbor Password ... ..ot i e e 1821
neighbor peer-group (add a neighbor) ...t 1590
neighbor peer-group (Create a peer-group). .....ovveveevrenevnenennenens 1592
NEIGNDOT POt L.t i e e e e e 1593
neighbor prefix-list . ... e 1596
NEIghDOr rEMOTE-aS ...\ttt i e e ettt 1599
NEIghDOr reMOTE-aS .. .ottt e e 1825
neighbor remove-private-AS (BGPonly) .........coovviiiiiini it 1602
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neighborrestart-time. ... i i e e 1604

NEIGhDOr FOULE-MAP . . ..ottt 1607
neighbor route-reflector-client (BGPonly) ..ot 1611
neighbor route-server-client (BGPonly) ..., 1613
neighbor send-community......... ... i 1614
neighborshutdown ... ... .. . 1618
neighbor soft-reconfiguration inbound. ................................. 1620
NEIghDOr tIMErS . .o e e e e 1623
Neighbor transParent-as . .....o.iiii i ettt it 1626
neighbor transparent-nexthop............cooiiiiiiiii it 1628
NEIghbDOr UNSUPPIESS-MaD .« vt vttt et et e e ie e in i eenennas 1630
neighbor update-source . ... ..o i e e 1633
neighbor version (BGPonly) ...... ..o 1637
neighborweight. ... ... . e 1639
neighbor-ap-detectionenable ............coo i 3637
neighbor-managed-ap-detectionenable................ ...l 3638
network (BGP and BGP4+) ... i 1642
network (container-services-inst). .........coooiiii i 618
NEtWOrk (DHCP) ... e 3854
NEtWOIK (RIP) . .ot 1159
NEtWOIK (RIP) ..o e 1828
Network (Wireless) . ... ... e 3643
NEIWOIK @I a . ..o e vttt ettt 1274
network synchronization.......... ... it 1645
network-auth-type (wireless-network-passpoint-dot11u) ................ 3639
network-type (wireless-network-passpoint-dot11u)...................... 3641
T2 g =] V= 3855
no crypto pki certificate. ... ... .o i 2936
nodebugall......cooiiii e e 330
NO POIICE . ettt e e e 2517
normal-interval. . ... .. ... e 4240
ntp authentication-key ......... ..o 3962
ntp broadcastdelay ....... ..o 3964
ntp designated-serverenable........ ... 3645
ntp designated-server period .........ouiiiiii i e 3646
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Ntp designated-Server ... ....oiii i e e e 3644

N D MO .t e e e e e 3965
] 0 03 0 T= = P 3966
Ntp rate-limit ... ..o e e 3968
1 031 =1« o P 3969
0 0= = PO 3971
10 0T o T | el 3973
NVO VXIAN. .o e 1915
offset-list IPVO RIPNG). .. covviii e 1200
Offset-list (RIP) . ...ttt 1161
Offset-list (RIP) . ...t e 1830
openflow controller. ... e 3015
openflowdatapath-id ... 3017
openflowfailmode ...t e 3018
openflow INACtiVILY . ....oovr e 3020
openflow native vlan ... e 3021
openflow ssl peer certificate .........ccoiiiiiiiii i 3022
openflow ssl trustpoint ..ottt e 3023
OPENTIOW VEISION . ..ttt i e e e e 3024
0PN  OW. L e e e 3014
operating-class (wireless-network-passpoint-hs20) ...................... 3647
operator (wireless-network-passpoint-hs20)............................. 3648
OPtIMIStiC-Nd . ... e 1090
OPtIMISTIC-Nd . .o e 998
OPLION (DHCPVE). ..ot et et ettt 3937
o) 011 o VP 3856
OSPf A Y P . ottt 1276
ospf restart grace-period. ..o e 1277
ospfrestart helper. .. .. ..o e 1278
OSPf rOUtEI-id. ..ot e 1280
OSU SSIA ettt i 3660
osustatusenable. ... ... 3662
osu-providers friendly-name langname................ooooiiii L 3649
osu-providersiconlangfile ........ ... 3651
osu-providers method-list ............co i 3653
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OSU-PIOVIAEIS Nai . ettt et et ettt i 3655

OSU-PrOVIAErS SEIVEI-UN. ..ttt ittt ittt e e iae e 3657
osu-providers service-desclangdesc..........cooviiii i 3658
Lo TU) e [0 o 3663
overflow database external ............o i 1282
overflowdatabase. ........ ..ot 1281
PAge-PrOXY-Url .o e e e 3664
passive-interface (IPV6 OSPF). . ....c.vuiii it 1381
passive-interface (IPV6RIPNG) . .....oiiiiii e 1201
passive-interface (OSPF) ...t e 1283
passive-interface (RIP) ... ..ot 1163
passive-interface (RIP) ... .o i et 1832
PSS POINT ettt e e e e e e 3665
peer (Wireless-Wds) . ....c.ouuii i e e 3666
permit host (wireless-ap-prof-snmp) .......ccooviiiiiiiiiiii i 3667
Physical-ring . ... 3209
1 T IR 1Y/ TS PP 1091
11 1833
PINg . et e e e e 999
PING-POll . e e e 4241
platform hwfilter-size..........coo i e 2460
platform hwfilter-size......... ..o i 664
platform inter-chip-header4-word ... 1916
platform I2mc-overlap ... e 2093
platform 12mc-overlap . ... e 665
platform I3-hashing-algorithm ......... ... ..o 2706
platform I3-hashing-algorithm ................ ..o i 666
platform I3-vxlanenable............coi i 1917
platform I3-vxlanenable............coi i 667
platform load-balancing ... 668
platform load-balancing ... 912
platform macsecenable ... 3052
platform mac-vlan-hashing-algorithm................ ... . ... .ol 2707
platform mac-vlan-hashing-algorithm..................... ... ... ooal 670
platform multicast-ratelimit. ...........cooiii i 2094
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platform multicast-ratelimit............ooo i 671

platform portmodeinterface. ... ..o 568
platform portmode interface..........ccoviiiiiii i 672
platform silicon-profile(x908Gen2, Xx950) .......ccviiiii it 674
platform stop-unreg-mc-flooding ... 2095
platform stop-unreg-mc-flooding ... 676
platform vlan-stacking-tpid ............oiiiiiiii i 678
platform vlan-stacking-tpid ............ccoo i 720
[oT0] 1= 511775 679
police single-rate action ..........ccouiiiiiiii i e 2518
police twin-rate aCtion . ..ottt e 2520
POlICY-MaD . et e 2522
oo Tl (o =Y o By =T V7= o P 2798
port (wireless-ap-prof-snmp) . ......co.viii i 3668
port-vlan-forwarding-priority ...........ccooiiiiiiiii e 721
power (wireless-ap-radio) . ......veiiiiii it e e 3669
pre-authentication enable (wireless-sec-osen) .............ccovviviin... 3670
pre-authentication enable (wireless-sec-wpa-ent) .............coovuentn. 3671
PrEEMPt-MOdE . . ettt i e e e i 3130
prefix-delegation pool ... e 3939
011 111 PP 3132
0 10] 12t | U <1 [ PP 2523
private-vlan association. ....... ...t e 725
PrivVate-VIan ... e e e 724
privilege level . ... 247
probeenable. ... ... 3858
ProbE PACKETS ..ottt e 3859
Probe timEOUL. . ..ot e e e e 3860
0740 ) 0TI 4/ o 7= 3861
Profile (BED) . ..ttt ettt e 890
Profil@ NAME. .. i i e 3210
PrOXY (FadPrOXY) . . v o v ettt ettt et et e 2823
Proxy €nable .. ... 2825
proxy-arpenable ... ... e 3672
PrOXY PO . ettt ettt et et e 2766
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gos-map-set (wireless-network-passpoint-dot11u) ...................... 3673
radio (WiIreless-ap) ..o vv it e e e e 3674
radio (wireless-ap-profile)........ccoviiiiiii i 3675
radius accountingenable ......... ..o e 3676
radius auth group (wireless-network-cp) ..o, 3677
radius auth group (wireless-sec-wpa-ent)..........covvvriiinniiennenennn. 3680
radius authentication group (wireless-sec-0sen) .........cccvvvvevnenenn.. 3679
radius dynamic-authorization-client............... ..o, 2827
FAdiUS-SECUIE-PIOXY @@ « vttt etettete et et ene e eneeeneeneneeneneanens 2767
radius-secure-proxy local-server. ........cooviiiii it 2898
radius-server deadtime ... .. ... i 2829
radius-Server NOSt ... ..ot 1835
radius-server host ... ...t e 2830
FAdiUS-SEIVEN KBY .ttt et et et et e 2834
radius-serverlocal ... ... 2899
FadiUS-SEIVET PrOXY-SEIVEL . ...ttt e e e e e e eeeenennns 2836
radius-server retransmit. ... .....oe it e 2837
radius-server timeoUT. . .....c. ittt 2839
=1 T 1= PP 3862
raps-Channel ... e 3211
rd (route distinguisher) ... ... i 1839
reboOt rolliNg. ..o e e 3076
FED0OT ..t 332
receive-interval. ... ... ..o 891
recv-buffer-size (IPV6RIPNG) . ...oiiiii e 1202
recv-buffer-size (RIP) . ......ouiiii e 1164
redireCt-Url .. ..o 3681
redistribute (iNntoBGP or BGP4+) .. ..ot 1646
redistribute (intoBGP orBGP4+) . ... oiii i 1840
redistribute (IPV6 OSPF). . ... e 1382
redistribute (IPVERIPNG) ..ot e 1203
redistribute (OSPF) ... 1284
redistribute (OSPF) . ... e 1842
redistribute (RIP). .. ... e 1165
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redistribute (RIP). . ..o e 1844

FegioN (MSTP) .. e e 791
reload rolling . ...o.oei i e e e 3077
Feload . ..o 333
FEMAIK NEW-COS ..ttt ettt ettt et aeen 2526
=T 0 0T 14 0= o 10 PP 2524
remote-command (deleted). ........ ..o 3078
FEMOtE-l0giN . e e e e e 3079
remote-Mirror iNterface. ... ..ot e 586
(=] 00T (=Y (=T o P 1918
<] o= | P 4193
restart bgp graceful (BGPonly) ... 1648
restartipvbéospfgraceful........ ... i 1384
restartospfgraceful ... ... i 1286
restartripgraceful ... ... 1167
L] o = 620
retransmit (Idap-Server) . ....c.ouiit i e et 2799
reVision (MSTP) ... e 792
rip restart grace-period ... ..o.vu it in it e s 1168
00T 1 PP 207
FMON alarm. ... e 4109
rmon collection history ... e 4112
rmon collection Stats . ........c.iniii i e 4113
FMON BVENT. .ottt i i ettt iaeas 4114
roaming-oi (wireless-network-passpoint-dot11u)........................ 3684
rogue-ap-detection enable (wireless). ..o, 3683
route (IPVORIPNG) ..o e e e e 1204
FOUte (RIP) . . e 1169
FOUTE (RIP) . .t e e 1846
10 U1 < 3863
[0 U 1 (= 0 0= o JS 1650
(01U = 0= T o PP 1742
L T (= gl oo | TS 1649
(0T U LT T T e | o TR 1001
FOULEE IPVO OSPf ottt it ettt et e ettt eeeans 1385
C613-50619-01 Rev B Command Reference for x950 Series 106

AlliedWare Plus™ Operating System - Version 5.5.3-0.x



(Lo LU (=TT oY I T o T PP 1205

router ipvé vrrp (INterface) ........oviiiiiiiii i 3134
1< o 1Yo S 1287
0 T =T g0 1Yo ) P 1849
(01U =T g T o TS PP 1170
router vrrp (interface) . . ...t 3136
router-id (IPV6 OSPF). . . ..o e 1386
router-id (VRF) . ..o e 1851
FOULEI-Id Lot e e 1289
FOUTE-Target . . oot e e 1847
o I o] AP 3213
rsakeypair (Ca-trustPOiNt) .....vvvt it e i 2937
rule attribute (radproXxy) ......ooviiii i 2841
rule realm (radproXy) . ...ouvenrii i e e e 2844
sample-size (linkmon-probe). ... 1943
SAMIPIE-SIZE. . ottt e 4242
scada modbus tcp serveraccesspermit ...t 4280
scada modbus tCp Server acCess. . ...v v it e 4279
scada modbus tcp server connection. ... 4281
scada modbus tCp Server Port. .....c.ov v it 4282
scada modbus tCp SeIVer. . ....ii i e 4283
SC-channel. ... .o e 3686
SCPIOfIlE . ottt e e 3685
£ o]0 1 PP 4194
search-filter . ... ..o e 2800
secure cipher (Idap-server) . ... ..o e e 2802
secure mode (Idap-Server) .......oiiiii i e 2804
secure trustpoint (Idap-server) ........ooveii ittt 2806
SECUNLY (WIreless). . .ottt e 3687
security (wireless-network). . .......oouvini i 3689
SECUNity (Wireless-Wds) .. .ouie i et 3690
security-password forced-change ...t 249
security-password history..........o.iuiiiiii it 248
security-password lifetime ... e 250
security-password minimum-categories. ... ..o veivriiirnriinenennns 252
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security-password minimum-length........... ... ... Ll 253

security-password min-lifetime-enforce ............. ... ..ol 251
security-password reject-expired-pwd. ... ..o 254
SEeCUrity-passSWOrd Warning . ......ueeeueeenet i ienaiaeneaenns 255
send-lifetime .. ... 1171
server (Idap-group) .. ..ouee it e e 2807
server (RADIUS SErvVer groUp). . ..vve et v et e ie et ieeieneeneneenns 2851
SEIVEL (FAAPIOXY) + vttt ettt ettt et e et e e iaeneaeans 2848
Server (radpProXy=-groUpP). . ... v e e et te et ete e e e eieenenenen, 2846
Server (radSeCPIOXY=-28) . .. v v vutvreeetentet et e eateeaeeeneeneneenes 2768
SEIVEr AUTN-POIt .ot i e 2900
server deadtime (radproXy) . ....coeeeniniiine i 2850
SEIVEr ENADIE . . . 2901
server mutual-authentication ........... ... i 2770
server name-check . ......couiiiin i e 2771
server timeoUt (radPrOXY) .. vvv v et i et e et e i ieneenas 2853
=] Y] 8 131 o 7o 1 s | 2772
Service advanCed-VIY ......ovuinii it e e 256
service atmf-application-proXy.........c.ovvvrii i 3392
service bfd .. ... 893
servicedhep-relay . ... e 3864
service dnCp-relay . ...oovuii i 3941
SEIVICE ANCP-SEIVEY .ttt e e e ettt e e 3865
=]V [/ | o Tl o 1Y T Yo o] T X 2989
SBIVICE M. .ottt e 160
service INKmon. . ... e 1944
SEIVICE MA-NAME L.\ttt ettt et e e e e e e e eaeaenens 435
£ V7 el <3 o o] o o 1 3212
service password-encryption. ......o.vu vt 257
SEIVICE PAM Lot i e i 2259
£ =] Y/ =38 o] 12 0 2151
SEIVICE PIMB. ettt ettt ettt e e e e e 2216
SErViCe SNMP-AISCOVEIY . ..ottt ettt 3800
SEIVICE SSh. .o e 4138
service statistics interfaces counter..........c.ooviiii it 570
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SEIVICE T N ottt e e 258

service terminal-length (deleted). ... 259
SEIVICE WIreleSS . . ettt e 3691
SerVICe-POlICY INPUL. .ottt i et et 2528
SESSION-KEEP .ttt e 3692
session-key-refresh-action ......... ... o i 3693
session-key-refresh-interval.................o i 3694
session-timeout-action (wireless network-cp)..........coviiiiiiin.. 3695
session-timeout-interval (wireless network-cp) ...t 3696
Set Aggregator. . ottt e 1745
SEtaAS-PAtN .ot e 1653
St AS-PATN .t e 1746
setatomic-aggregate . .. ..ot e e e 1747
setcomme-listdelete.... ... i 1748
SEt COMMUNITY .ottt e e e e e i e e i neennens 1654
SEt COMMUNILY .ot e e i e 1749
SEtdaMPENING oottt 1751
Set eXTCOMMUNITY ..ottt e e et ie e e eaeeaeens 1753
Setip NEX-hOP (PBR). ..ottt e et 2529
setip next-hop (route Map) . ...ov v it e e 1755
SetiPVO NEXt-hoP . .. o 1756
setlocal-preference. ... ..ot e 1757
= 0 011 0 P 1758
] A 0 = T 1V o 1= A 1760
<] o] o 1110 TS P 1761
Set originator-id .. ....ove i e 1762
£ B =T 1763
SEtWEIGNT . o e e 1764
STOW AgeNt. . e e 4258
sflow collectorid ... ..o 4261
sflow collector max-datagram-size ..............ccoiiiiiiiiiiiiiininan.n. 4263
SHlow COllECtor. . ..o 4260
sflowenable. ... ..o 4264
sflow max-header-size ....... ..o 4265
sflow polling-interval ..ot 4267
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sflow sampling-rate. ... e 4268

shared-interface. ... ..o 622
short-lease-threshold ... ... e 3866
show aaalocaluserlocked...... ... ..ot 260
show aaalocaluserlocked....... ..o 2774
ShOW @@@ SEIVEI GrOUD .« .t ittt et e e ene e 2776
show access-list (IPv4 Hardware ACLS). .......ouinininiiiiiiiininneenn 2370
show access-list (IPv4 Software ACLS). . .....ouii it 2419
Show access-list COUNTErS . ... et it e 2372
show access-listcounters ........co.vuii e 2461
show acl-group ip address .. ..o veiin i 2374
ShOW aCl-groUp iP PO« ettt e et et e e 2375
show acl-group ipv6 address. .....covriii it i 2463
show application-proxy threat-protection...............ccovviineinen.. 3393
show application-proxy whitelist advertised-address .................... 3395
show application-proxy whitelistinterface................ ... ... ... ... 3396
show application-proxy whitelistserver ............. ..., 3398
show application-proxy whitelist supplicant.........................o.L. 3399
show arp security interface. ...t 2993
show arp security statistics. .......ooviiini it 2995
SNOW @I SECUIIEY . o ettt ettt et 2992
S OW Al .ottt i 1002
S OW Al .ot e i 1852
show atmfarea guUESES . ... ii i i e e e e 3408
show atmfareaguests-detail..............ccoiiiiiiii i 3410
show atmfareanodes .........c.ouiiiniiii i 3412
show atmf area nodes-detail ...........c..coviiiiiiiiii i 3414
show atmfarea summary ... ...t 3416
ShOW atmfarea. .. ...t e e e 3405
show atmf authorization.............c.ooi i 3417
show atmfbackuparea ........co.viiiii i e 3424
show atmfbackup guest. ... e 3426
show atmfbackup......ccoiiiiii i 3420
show atmf container. ... .. ..ottt 3428
show atmfdetail...... ..o 3431
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show atmfgroupmembers ...t 3435

SHOW atmf groUD ..ot e 3433
show atmfguestsdetail.............ooiiiiiii i 3439
ShOW atmf QUESTS. ..ot e e e e e 3437
show atmflinksdetail.......... .o 3444
show atmf links guestdetail...............ccco i 3455
show atmf links guest. ..ot e 3453
show atmf links statistics. ..........oeiuiii e 3459
show atmf links. ... i e 3442
Show atmfnodes ..o e 3462
show atmf provision NOdES ........oviiriii it i 3464
show atmfrecovery-file..... ... 3466
show atmf secure-mode auditlink ............ ... i 3470
show atmf secure-mode audit ..ot 3469
show atmf secure-mode certificates............oooiiiiiiiiinn ... 3471
show atmf secure-mode sa. ........ouiuin it 3474
show atmf secure-mode statistics ...t 3477
show atmf secure-mode ... ..ot 3467
showatmftech. ... ..o 3479
show atmf virtual-links. ... ..o e 3482
show atmf working-set ..o e 3484
ShOW atmf. . e 3401
show auth diagnostics . . ..o v e e 2710
show authinterface. ...... ..ot 2712
show auth sessionstatistics. ..........vi it 2714
show auth statistics interface ..ot 2715
show auth supplicantinterface............coovi it i, 2719
show auth supplicant...........oi i e 2716
show auth two-step supplicantbrief ............. ...t 2720
ShOW aUTh. ... e 2708
show auth-web-server page .......ovvv it 2723
show auth-web-server. ... ... ... 2722
SNHOW @ULODOOt . ..o e 208
show banner external-manager..........c..oooii it 334
show banner login. ..o 4140
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show bfd peercounters. ... e 897

Show bfd peer. ... e 894
show bgp ipv6 (BGP4+o0nly) .....oiriii i 1656
show bgp ipv6 community (BGP4+only) .........ccovviiiiiiiiiinnnnn.. 1657
show bgp ipv6 community-list (BGP4+only)................cooiiiiiit 1659
show bgp ipv6 dampening (BGP4+only).........cooviiiiiiiiiin ... 1660
show bgp ipvé6 filter-list (BGP4+only) .........coiiiiiiiiiiiiiiiia. 1661
show bgp ipv6 inconsistent-as (BGP4+only)...........cccoviviiiinninn.. 1662
show bgp ipv6 longer-prefixes (BGP4+only). ...t 1663
show bgp ipv6 neighbors (BGP4+only) ..........cccoiiiiiiiiii .. 1664
show bgp ipv6 paths (BGP4+only).......cccvviviiiii i, 1667
show bgp ipv6 prefix-list (BGP4+only) ........ccovviiiiiiiiiiiii .. 1668
show bgp ipv6 quote-regexp (BGP4+only)........c.ooiiiiiiinininnin 1669
show bgp ipv6 regexp (BGP4+only). ... 1670
show bgp ipv6 route-map (BGP4+only) .......c.cvviviiiiiiiininnnn., 1672
show bgp ipv6 summary (BGP4+only) ... 1673
show bgp memory maxallocation (BGPonly) .................c.oooit. 1674
show bgp nexthop-tracking (BGPonly)............cooiiiiiiiiina.. 1675
show bgp nexthop-tree-details (BGPonly)..............coovviiiinnt. 1676
ShOW DOOT. . e 209
SHOW ClasS-Map ..ot e e 2531
ShOW ClOCK . .. e 335
show container-servicesdebug ........ccoviiiiiiiii it 627
ShOW CONtAINEr-SEIVICES ... u ettt e 624
show continuous-reboot-prevention.............oviiiiiiiiiiinnienn., 337
show counter dhcp-client. ... 3868
show counterdhcp-relay ........oiiiiiin i i 3869
show counterdhcp-relay ........coiiiiiiiii i i 3942
show counter dnCp-Server ........ooviii i 3873
show counteripvé dhcp-client...........ccoiiiiiii i 3946
show counteripv6 dhCp-Server ........c.ovriiiii i 3948
SHOW COUNtEI l0g . ..ot e e e e et 544
show countermail.........coooiiiiii e 4105
show counter ping-poll...... ... 4244
SHOW COUNTEr SNMP-SEIVEL. .\ttt ittt et e e ce e aieanens 3990
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ShOW CouNter StaCK . ..o e e 3080

SHOW CPU RISTOrY ... e e e 341
S OW CPU. ot e 338
show crypto key hostkey. ... ..o 4141
show crypto key mypubkeyrsa...........ooiiii 2938
show crypto key pubkey-chain knownhosts ............................. 1854
show crypto key pubkey-chain knownhosts ............................. 4143
show crypto key pubkey-chainuserkey.................ccooiiiiiiiiit, 4145
show cryptokey userkey...... ..o 4146
show crypto pki certificates .........cooviiii i 2939
show crypto pkienrollmentuser........cooviviiiiniiiii i, 2941
show crypto pKi trustpoint. ...t 2942
showdebuggingaaa ..........cooiiiiiiiii i e 2777
show debuggingarpsecurity .........coooiiiiiiii i 2997
show debuggingatmfpacket.............coiiiii i 3486
show debuggingatmf ... ... i 3485
show debuggingbgp (BGPonly)..... ..ot 1677
show debugging dotTIX.......cooiiiiiii e 2575
show debugging epsr . ...t e 3174
show debugging g8032. ...ttt e 3215
show debugging gurp ..o e 938
show debugging igmp. ..o 2010
show debugging ip dhcp snooping .......coovviiiiiiiiiii i, 2998
show debuggingipdnsforwarding ...t 1041
show debuggingippacket........c.coiiiiiiiii i e 1004
show debuggingipv6 ospf. ...t 1387
show debugging ipv6 pim sparse-mode. ...........coovviiiiiiiiinnn., 2217
show debugging ipverip .....coovvii i e 1206
show debugging lacp. ... e 914
showdebugging lldp ... 4070
show debugging loopProt. ..ot e e 680
showdebuggingmld. ... 2057
show debugging msdp .....ooiiiiii i 2296
show debugging mstp. .....oiiiii i 793
show debugging nsmmcast........cooviii it 2097
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show debugging ospf ... e 1290

show debugging pimdense-mode..........c.cooiiiiiiiiiiiiiii 2260
show debugging pim sparse-mode ..........cooiiiiiiiii i 2152
show debugging platform packet...........ccooiiiiiii i 681
show debuggingradius. ...t e 2854
show debugging rip ......ooiiiiii i 1173
show debuggingsflow ... 4269
show debugging snmp ... 3994
show debugging stack. ... e 3084
show debugging trigger..... ..o 4196
showdebuggingudld ... i 855
show debugging VIrp. ..o e e 3138
show debugging wireless. ..ot 3697
showdebugging ... e 344
Show dheplease. ... e 3876
show diagnostic channel-group. ...t 915
show diagnostic monitor pcsping ......c.ovviiiiiiiii it 345
show dosinterface. .........ooiiiiiiiii i 2421
Show dotTx diagnostics. ..o v v i e e 2579
show dotIxinterface ..... ..o 2581
show dotTx sessionstatistics .........vuvuvniiiii i 2583
show dot1x statisticsinterface ............cooovuiiiiiiiiii ... 2584
show dot1x supplicantinterface ...........cooviiii i, 2587
show dotTx supplicant. ..ot i i e 2585
SNOW Ot T X, ottt e 2576
show ecofriendly ... ..o e 346
show epsr <epsr-instance> COUNTEIS . ....o.iiriir it i i iiieieeanns 3183
ShOW epsr <epPSr-INStaNCe> ...ttt ittt e e nenas 3182
Show epsr COMmMON SEgMENTS ...ttt ittt ie i ee i e eianenenns 3180
show epsrconfig-check. ........ooviiii i 3181
SHOW €SI COUNTEIS . . ettt e ettt ettt eeeanans 3184
SHOW €SI SUMMAIY vttt ettt e e et e i e eiennanns 3185
SO ST ettt e e 3175
show etherchanneldetail ..............oo i 918
show etherchannel summary .........ooiiiiiiiiiiii it eans 919
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show etherchannel ...t e 917

show ethernet cfmdetails ..... ..o 438
show ethernet cfmdomain ... ... oo 443
show ethernetcfmerrorlog . ... e 446
show ethernet cfm maintenance-points localmep........................ 448
show ethernet cfm maintenance-pointsremotemep ..............c.ov.n. 454
show ethernet cfm service ... i 457
ShOW eXCePtioN 10g. . vt e e 545
ShoW file SYStemMS . ..o e 213
ShOW file .o 212
show flowcontrolinterface...........cooiiii i 682
show g8032 erp-instance statistics ........ooveviiii i, 3221
Show g8032 erp-iNStanCe .. ..ottt e 3216
show g8032 physical-ring..........coiiiiiiiiii i 3223
Show g8032 Profile . ...veii e e 3225
show gvrp configuration. ...t e 939
show gvrpmachine. ... ...t i e et 940
ShOW gVIp Statistics. . oo vt e e e 941
SHOW GV iMoot e e e e e e 942
Show hash. ... e 211
Show hash. ..o e 2943
ShOW hiStOrY. ..o e e e e 149
SNOW NOSES . .ttt e 1042
Show http client . ..o e et e 162
show http client ... ..o et 1856
SHOW D Lo e e 161
Show interface acCess-groUP . ....vv vt e ittt e e eieienieanaens 2376
show interface brief. ... ... ... 574
show interface err-disabled ............co i 683
show interface mMemory. .. .....vui it e 348
show interface Memory. .. .....vri i i 575
show interface status ........ouiuiei i 577
show interface switchport vlan translation................................ 726
show interface switchport ... i 684
ShOoW interface. ... ..ot e 571
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ShOW P acCess-list. . .u i e e 2424

showipbgp (BGPonly) ........ooviii e 1678
show ip bgp attribute-info (BGPonly) ..., 1679
show ip bgp cidr-only (BGPonly)........cooiiiiiiniiiiii i 1680
show ip bgp cidr-only (BGPonly)..... ... 1857
show ip bgp community (BGPonly) ..........c.coiiiiiiiiiii i, 1681
show ip bgp community (BGPonly) ..........cooviiiiiiiiiiiii i, 1858
show ip bgp community-info (BGPonly)............. ..., 1683
show ip bgp community-list (BGPonly). ..o 1684
show ip bgp community-list (BGPonly)............c.oooiiiiiiiiii .. 1860
show ip bgp dampening (BGPonly) .........ooviiiii it 1685
show ip bgp dampening (BGPonly) .........coviiiiiiiiiii i 1861
show ip bgp filter-list (BGPonly) ... 1687
show ip bgp filter-list (BGPonly) ... 1863
show ip bgp inconsistent-as (BGPonly)............ccoviiiiiiii it 1688
show ip bgp inconsistent-as (BGPonly)...............cooviiiiiiiinn.. 1864
show ip bgp longer-prefixes (BGPonly). ... iiiiin... 1689
show ip bgp longer-prefixes (BGPonly)............ccoiiiiiiiiiiiniin... 1865
show ip bgp neighbors (BGPonly) .........cooviiiiiiiiiiiiiiiiiiineane. 1690
show ip bgp neighbors connection-retrytime (BGPonly)................. 1693
show ip bgp neighbors hold-time (BGPonly) .................coiiintt 1694
show ip bgp neighbors keepalive (BGPonly) ................ooovinat. 1695
show ip bgp neighbors keepalive-interval (BGPonly) .................... 1696
show ip bgp neighbors notification (BGPonly)..................... ... ... 1697
show ip bgp neighbors open (BGPonly)..............coooiiiiiiiiin... 1698
show ip bgp neighbors rcvd-msgs (BGPonly).........coovvviiiiia.. 1699
show ip bgp neighbors sent-msgs (BGPonly)..................ooovuet. 1700
show ip bgp neighbors update (BGPonly)............c.coiiiiiiiiin 1701
show ip bgp paths (BGPonly) .........oiiiii e 1702
show ip bgp prefix-list (BGPonly) ...t 1703
show ip bgp prefix-list (BGPonly) ..., 1866
show ip bgp quote-regexp (BGPonly)..........coviiiiiiiiiiiiiinnn.. 1704
show ip bgp quote-regexp (BGPonly) ... 1867
show ip bgp regexp (BGPonly)........ccoviiiiiiiiii it 1706
show ip bgpregexp (BGPonly)........coovviiiiiiiii it 1869
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show ip bgp route-map (BGPonly) ... 1708

show ip bgp route-map (BGPonly) ... 1871
showipbgpscan (BGPoNly) .......coovviiiiiiiii i 1709
show ip bgp summary (BGPonly) .........coiiiiiiiiii i, 1710
show ip bgp summary (BGPonly) ...ttt 1872
show ip community-list. ... e 1712
showipdhcpbinding. ..o e 3877
ShoW ip dhCpP POOL. .o e e 3879
show ip dhcp server statistics .......ovvveiiii i 3886
show ip dhcp serversummary ........coovuiiiiiiiiiiiiiiiiiinnen.. 3889
show ip dhcpsnoopingacl........oovuiiiiiiiiiin i 3000
show ip dhcp snooping agent-option .........coviiiii i innn.. 3003
show ip dhcp snooping binding. ... 3005
show ip dhcp snoopinginterface. ...t 3007
show ip dhcp snooping statistics. .....ovevr i i, 3009
show ip dhcp SNOOPING . ..o v i e 2999
showipdhep-relay ....... oo e 3884
showipdhcp-relay ... ..o 3950
show ip dns forwardingcache ......... ...t 1044
show ip dns forwarding server .........cccoiiiiiiiii i, 1046
showipdnsforwarding..........cooiiiiiiiiiiii i 1043
show ipdomain-list. ... e 1048
showipdomain-name. ...... ..ot i 1049
show ip extcommunity-list....... ..o 1713
show ip flooding-nexthops ... 1005
show ipforwarding.........ooiiiiiiii i 1006
ShOW P IgMP GrOUPS . vttt ettt e e e in e ine e 2011
showipigmpinterface ........coviiiiiiiii i e 2013
SHOW i igMP ProXY GroUPS . .o v v v vttt ettt e e e ee e e aeaeeens 2016
ShOW P IgMP PrOXY. ¢ v vttt e e e e 2015
show ip igmp sSNOOPING MIOULEr . ... vv ittt eee e 2019
show ip igmp snooping routermode ..........coiiviii i i, 2021
show ip igmp snooping source-timeout.............ccoiiiiiiiiinninn.. 2022
show ip igmp snooping statistics. .......coovviviniii i, 2024
showipinterface vif. ... 1008
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showipinterface vrf ... ... e 1874

ShOW ip interface ... ...ooiiii i e 1007
show ipirdpinterface. .......ooveirii i e 1011
SHOW P AP . et e e e 1010
SHOW P MIOULE. ..ot e et 2098
show ip msdp mesh-group. ..ottt 2298
SHOW P MSAP PEEN .ttt e e e 2303
showipmsdpsa-cache ... 2307
SHOW P MVIf. . e 2101
SHOW I NAME-SEIVEY. ..ottt et e ettt et 1050
show ip ospf border-routers. ..........oveir i it iine s, 1294
show ip ospf database asbr-summary ......... ... ...l 1297
show ip ospf databaseexternal ..., 1298
show ip ospf databasenetwork ... 1300
show ip ospf database nssa-external ...............cociiiiiiiiiin... 1301
show ip ospf database opaque-area.............cooviiiiiiiiiii i, 1303
show ip ospf database opaque-as.........c.cooviiiiiiii i, 1304
show ip ospf database opaque-link.............ccooiiiii i 1305
show ip ospfdatabaserouter ... 1306
show ip ospf database summary ...l 1308
showipospfdatabase ... 1295
showipospfinterface ... e 1311
show ip ospfneighbor....... ... 1312
ShOW ip OSpfroute. ... e e e 1315
show ip ospfvirtual-links. ............cco i 1316
SHOW P OSPf. e 1291
show ip pim dense-mode interfacedetail...................oociiinL. 2263
show ip pim dense-modeinterface............c.oviiiiiiiiiiiii i, 2261
show ip pim dense-modemroute ...........ccoiiii i, 2264
show ip pim dense-mode neighbordetail .......................... ..., 2266
show ip pim dense-mode neighbor ...t 2265
show ip pim dense-mode nexthop .........ooviiiii it 2267
show ip pim sparse-mode bsr-router .............ccooiiiiiiiiiiiinnnn.n.. 2153
show ip pim sparse-mode interfacedetail ...................c.coiinL. 2156
show ip pim sparse-modeinterface .............coiii it 2154
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show ip pim sparse-mode local-members ............cooviiiiiiin.. 2157

show ip pim sparse-mode mroutedetail.......................ooiilll. 2162
show ip pim sparse-mode mroute. ..........ccoeiiiiii i 2159
show ip pim sparse-mode neighbor.................ocoiiiiiiaL, 2164
show ip pim sparse-mode nexthop..............coooiiiiiiiiiiiin... 2166
show ip pim sparse-mode packet statistics ..............coviiiiiia... 2168
show ip pim sparse-mode rp mapping .......ccvvviiniiiinriiinninennenn. 2171
show ip pim sparse-moderp-hash ..............cooii i, 2170
show ip prefix-list. ... e 1174
show ip prefix-list. . ... e 1714
show ip prefix-list. . ..o 2425
show ip protocols bgp (BGPonly) ......cooviiiiiinii e 1716
show ip protocols ospf. ...t e 1317
ShOW ip ProtoCOIS FiP oot et et 1175
show ip resolve-via-default ... 1110
showipripdatabase. ... 1177
show ipripinterface........ooiiiiii i e e 1178
showipripvrfdatabase...........cooiiiii i 1179
showipripvrfdatabase...........cooiiiiii it 1876
showipripvrfinterface.........oooiii i 1180
showipripvrfinterface.........cooi i 1877
S OW P D ettt e e 1176
showiproutedatabase...........oiiiiiiiiiiiii e 1114
showiproutedatabase...........cccoiiiiii i 1881
SNOW i rOULE SUMMAIY . ..ottt eaeen 1117
ShOW ip roUte SUMMAIY. ..ottt e e e e ene e 1884
SHOW P FOULE. ..ttt e e e e e 1111
SHOW P FOULE. ottt e e e e e e 1878
SHOW P IPf e 2102
SHOW P SOCKETS. ..t e e 1013
showipsource binding ........cooiiiiiiiiii i e 3012
showiptraffic ... ..o 1016
showipvrfdetail ........coo i 1887
show ipvrfinterface ... e 1888
S OW P VI o 1886
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show ipv6 access-list (IPv6 Hardware ACLS) .....oovvviniviiniinn et 2464

show ipv6 access-list (IPv6 Software ACLS)..........cooviiiiiiinininn... 2484
showipv6dhcpbinding ... e 3953
showipvedhcpinterface ........coiiiiiii i i 3956
Show ipv6 dNCP POOl ... e 3958
ShOW IPVO ANCP .ot e 3952
show ipv6 forwarding. . ........ooveveii e e 1093
Show ipvl iNterface. .. ...oovv i e e 1094
ShOW IPVE MIf Lo e 2103
Show ipv6e MId groups ... c e e e 2058
showipvb mldinterface ..........ovriiiiiii i i 2059
show ipv6 mld snooping mrouter.........cooeviiiiiiin i iniinnennns. 2060
show ipv6 mld snooping statistics...........coovviiiiiiii i, 2061
SHOW IPVO MIOULE ..ot e e e e e aeaens 2104
show ipv6 multicast forwarding.............ccoiiiiiiiii i 2106
show ipv6 neighbors ... ..o e 1095
show ipv6 ospf databaseexternal ...............cooiiiiiiiiii i, 1392
show ipv6 ospf databasegrace............cooiiiiiii i 1393
show ipv6 ospf database inter-prefix ..........cocvii it 1394
show ipv6 ospf databaseinter-router...............cooiiiiiiiiiii .. 1395
show ipv6 ospf database intra-prefix ..., 1396
show ipv6 ospf databaselink................coooiiii i 1397
show ipv6 ospf databasenetwork. ..o, 1398
show ipv6 ospf databaserouter.............cooiiiiii i, 1400
show ipvb ospfdatabase. ... 1390
show ipvb ospfinterface..........ccoiiiii i e 1405
show ipv6 ospfneighbor..............ccoi i 1406
ShOW ipV6 OSPf route ..o e e 1407
show ipv6 ospfvirtual-links ........... ... i 1408
SHOW IPVO OSPf .o 1388
show ipv6 pim sparse-mode bsr-router.............ccoiiiiiiiiiiiin.n, 2218
show ipv6 pim sparse-mode interfacedetail ....................coooelt. 2221
show ipv6 pim sparse-modeinterface.............c.ocviiiiiiiiiinn... 2219
show ipv6 pim sparse-mode local-members.......................oo.L 2222
show ipv6 pim sparse-mode mroutedetail .................... ... ... 2225
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show ipv6 pim sparse-mode mroute .........ccvvviiriiinnininnenennanns 2223

show ipv6 pim sparse-mode neighbor............... ...l 2227
show ipv6 pim sparse-mode nexthop ...........c.oviiiiiiiiiiin .. 2228
show ipv6 pim sparse-mode rp mapping ......coovveviiniiiinininnennns. 2230
show ipv6 pim sparse-moderp nexthop..............cooviiiiiiiinn.... 2231
show ipv6 pim sparse-moderp-hash ...t 2229
show ipv6 prefix-list ... ..o 1207
show ipv6 prefix-list ..o 1715
show ipv6 prefix-list ... 2486
ShOW ipV6 ProtoCOIS P ... vt e et e e 1208
showipvbripdatabase ...t 1210
show ipvb ripinterface. ...t i e e e 1211
SN OW PV D ettt e e e e 1209
ShOW ipV6 roUte SUMMAIY ..ottt ettt i e e eeeaenns 1098
ShOW iPV6 rOUtE SUMMAIY ..ttt ee e e i e neeeneenennnns 1121
SHOW PV FOULE ..ottt e e et e e e 1096
SHOW VO FOULE ..ottt i e ettt 1119
ShOW 1aCp SYS-Id ..ot e 920
SHOW [aCP-COUNTEN. ...ttt e e ettt ie e 921
Show Idap SErvVer group. ...c.ov it et 2808
show license brief member ... i 281
show license brief ... ... i 279
show license external......... ..o 290
show license member. . ... e 283
SNOW [ICENSE. .. e 277
show linkmon probe. ... e 1945
show linkmon probe-history ..........coiiiiiii i 1948
ShOW liNKMON tHgger. ..o et 1950
show lldpinterface ..o e 4074
show lldplocal-info. ... ..o e 4076
show lldp neighborsdetail..........c.coiiiiiii i et 4083
show lldp neighbors. ... e 4081
show lldp statisticsinterface ...........cooiiiiiii it 4089
show lldp statistics ......coviiiiii i e e 4087
SHOW LA, ot e 4072
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SHOW IOCAtION .t e 4091

ShOW 10g CONfig . oo e 548
show logexternal. .. ... i e 550
Show log permanent. ... ...o.vu ittt e ettt 551
SROW lOg i e 546
ShoW [0OP-Protection. . .....ovii i e et e 685
show mac address-table notification mac-change ....................... 3995
show mac address-table thrash-limit .......... ... ... ...t 689
show macaddress-table ... e 687
SNOW MACSEC . .ttt e e 3054
ShoW Mail . . e 4106
show memory allocations. ........ ..ottt e 352
Show memory hiStory. .. ... e e 354
ShOW MemMOry POOIS . ..ot e e e e 356
showmemory shared. ........cooiniii i i 357
SNOW MEMONY . . ettt et 350
showmep-alarm status . ...t i i 460
show mirrorinterface. .. ....o.vuviin i i 589
SNOW MIITON . . e 588
ShOW MKa POLICY. .ot e 3064
show mls qos interface policer-counters.............ccoviiiiiiinnnn.... 2536
show mls qos interface queue-counters ............cooeveviiinnenennnn.. 2537
show mls qos interface storm-status. ..........coveviiriieireninrenennen.. 2539
showmls qosinterface. ..o e 2533
Show MIs 4OS MaPS COS-QUEUE . ...ttt ti e e e eiieeennanns 2540
show mls qos maps premark-dscp ........cooiiiiiiiii i 2541
SHOW MIS OS. ettt e e e e 2532
ShOW NtP @SSOCIatioNs .. .vui i e e e 3975
show ntp counters assoCiations .........oovu v i i it 3978
SHOW NP COUNTEIS. .ottt et et e aieanens 3977
SHOW NP STAtUS ..ttt e e ettt e e 3979
show openflow config ... 3025
show openflow coverage .........ooiiiiiiiii i 3027
show openflow flows ...t e 3029
showopenflowrules. ... e 3032
C613-50619-01 Rev B Command Reference for x950 Series 122

AlliedWare Plus™ Operating System - Version 5.5.3-0.x



show openflow ssl. .. ... e 3034

show openflow status .......covuiiiiii i e 3035
Show pPING-Poll ... e 4246
show platform classifier statistics utilization brief ........................ 2542
show platform classifier statistics utilization brief ......................... 693
show platform port. ... ..o e e 695
ShoW platform. . ..o e 690
ShOW POliCY-Map . ..o 2544
show portetherchannel ......... ... i i 922
show port-security interface ...........c.ooiiiiiiiiiiiii i, 697
Show port-security iNtrusSion ........vuveir ittt iii i eieneas 698
show port-vlan-forwarding-priority ...t 728
SHOW PHIVIlEgE. . et e 262
S OW PrOCESS . .\ttt ettt e e e 358
show provisioning (Stack) . .......o.ovein it 3086
ShOW Provisioning (XeM) . . ..o vttt et i e 579
show proxy-autoconfig-file ........ ... 2724
show radius dynamic-authorization counters.....................oouene. 2858
show radius local-server group. .....ov v in v in i iieeeeneenes 2902
show radius local-servernas ... 2903
show radius local-server statistics ..o, 2904
show radius local-serveruser. ... 2905
Show radius proXy-Server groUP. .. .v.v v ere et e et ieenennenennanns 2861
show radius proxy-server statistics ...........ooiuiiiiiiiiiinninneaen. 2862
SHOW radius ProXy-SEIVEY .. .. ...iniettt et eeeeeeaenen, 2860
ShOW radius SErver groUP ... vv vttt e e e e ene e 2778
Show radius statistics .......cueieninniii e 2864
SNOW radius . ..o e 2855
Show reboot history . ...t e 361
ShOW remote-mirror ... ... e 590
show rmon alarm. ... ... e 4115
SNOW MMON BVENT. ..ottt 4116
ShOW rMoN history. ..o e 4118
ShOW rmon statistics . .. ... v et 4120
SHOW FOULE- M. ottt e i e e ettt 1717
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SN OW FOUL - M. . ottt ettt et et e e 1765

ShOW router-id. . ...t e 363
show running-configatmf ......... ... i 3487
show running-config container-services...........cooviiiiiiiiinnennn, 628
show running-configinterface ...t 218
show running-config log. ..o 553
show running-config routeripve vIrp .......c.o.oveiiiiniiiiiinniann... 3139
show running-config router vIrp . ..o.ovv e e e ce e 3140
show running-configsflow........... ..o 4271
show running-config sNMP ..ottt e 3997
show running-config snmp-discovery ...........cooiiiiiiiiiiiiiiiin... 3801
show running-config ssh. ... e 4147
show running-configstack............cooiiiii i 3085
show running-config trigger.........oovii i 4197
show running-config vrf . ... i e 1889
ShOW runNing-Config .. ..oviii i e e 215
show scada modbus tcp server connections..............ccooivviiin.... 4284
show scada modbus tcp server..........coiiiiiiiiiii i 4286
ShOW SECUIe-MOde .. ...ttt e 2944
ShOW SECUIe-MOde . ..ot et 364
show security-password configuration ... 263
ShOW SeCUNity-PasSWOrd USEr. .. ...ut ittt it e e ieee et 264
show sflow interface. ........covuiiii i e 4274
ShoW STlOW .. o 4272
ShOW SNMP-AISCOVEIY. . ottt e et 3802
show snmp-server COmmuUNITY . ....vtvent i iieaneenes 3999
SHOW SNMP-SEIVEN GIrOUD vttt ettt et e e e ie i eeennenennenns 4000
SHOW SNMP-SEIVEN TraD .+ttt ettt i e et e e e e e eens 4001
SNOW SNIMP-SEIVEI USEI . .ottt ettt et e et a e e 4002
SHOW SNMP-SEIVEI VIEW . . .ottt ittt et e et eeeeanans 4003
SHOW SNM-SEIVET . .ttt e e e ettt 3998
show spanning-tree brief ... i 797
show spanning-treemst config ... 799
show spanning-tree mst detail interface.....................ooiiillL. 802
show spanning-treemstdetail ...........c.coiiiiiiiii i 800
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show spanning-tree mstinstanceinterface.....................coiiill 805

show spanning-tree Mstinstance ...........oviiiiiiiinieineeennnennn. 804
show spanning-tree mstinterface...........ccooiiiiiiiniiiiineeean... 806
Show spanning-tree Mt .. ...t e e e 798
show spanning-tree statistics instance interface .......................... 810
show spanning-tree statisticsinstance .............c.ciiviiii i, 809
show spanning-tree statisticsinterface .............cocoiiiiiiiiiiia... 812
show spanning-tree statistics .......covviiii it 807
show spanning-tree vlanrange-index ..., 814
ShOW SPaNNINg-tree . ... .ot e e 794
Show sshclient . ... e 4151
show ssh serverallow-users. ....... ..o, 4154
Show ssh server deny-Users ........ooviviiine i, 4155
ShOW SSh Server. . ... e 4152
SNOW SSh L e 4149
show stack detail ... 3089
show stack resiliencylink. ... 3093
SNOW STACK ..ttt e 3087
Show startup-config . ....ocovvrieii e 221
show static-channel-group. ...t 923
ShOW StOrm-Control. .......ooeii i e 699
show system environment COUNTErS. ....ovve ittt n e eieanenans 369
Show system enviroNMENT . . ...t e e e i iei e ia e 367
show system fiber-monitoring ... 399
ShOW SYStemM INterTUPLS . ..o vv ettt e et 372
ShOW SYSTEM MAC. ..ottt e e e e e e e eaaas 373
ShOW SYStem PCi deViCe . .. v ittt e e et ce e eaes 374
ShOW SYStEM PCItree . ..o it ittt e 375
show system pluggabledetail..............cooiiiii i 404
show system pluggable diagnostics..........c.ooviiiiiiiiiini i, 408
show system pluggable. ...t e 402
SNOW SYSTEIM PSU ..ttt ettt e e 376
show system serialnumber......... ... . i 378
SO SYSTEM .ttt e 365
SNOW TACACSt .« ettt e 2954
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ShOW teCh-SUPPOIt ottt e e e e et et it 379

Show telnet. . ..o e 265
show test cable-diagnosticstdr ..........cooviii it 411
0] 01011V 1 T T =Y 4198
showudld neighbors ... e 857
Show udld Port . ..o e 858
Show udld. ... e 856
SOW USBIS ettt ettt e 266
SNOW VEISION L.ttt e 222
ShOW VIaNn @CCess-mMap . ..o it e e et 730
show vlan classifier group interface ...........cocoiiiiiiii ... 732
show vlan classifier group. ........oooiiiiii it e 731
show vlan classifier interface group .........cooviiiii i 733
show vlan classifierrule........ ..o 734
show vian filter . ... ..o 735
show vlan private-vlan. ... e 736
Show vIan statistics . .....vuvee e e 737
ShoW VIan ..o 729
SHOW VITP (SESSION) .« o'ttt e et ettt e e 3147
SNOW VITP COUNTEIS .ottt ettt et ettt et e e e 3143
SRHOW VITP IPVG. ettt e et et et e 3146
S OW VI D ottt e 3141
ShOW VXIaN .o 1919
show wireless ap capability ... 3706
show wirelessapclient .........oo i 3708
show wireless ap neighbors. ... 3709
show wireless ap power-channel. ..., 3710
SHOW WIreleSS @p .« vttt e e e 3699
show wireless ap-profile ... 3711
show wireless captive-portal network walled-garden .................... 3715
show wireless channel-blanketap status ..o, 3716
show wireless channel-blanket ap-profile status ......................... 3717
show wireless country-code. .........coviiiiiiiiiii i 3718
show wirelessnetwork. ...... ..o 3719
show wireless power-channel calculate .................. ...l 3724
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show wireless sc-profile. ..o 3725

ShOW Wireless SeCUNity . ...ovveeve e e e e 3727
show wireless smart-connectap ........cooviiiiiiiii i 3729
show wireless task. ... ..o 3730
ShoW Wireless Wds. .. ..o 3733
show wireless wireless-mac-filter. ..., 3735
show wireless wireless-trigger ........covvuviiii i, 3737
ShOW WIreless . ... e 3698
ShUutdown (BFD) ...t 899
ShULdOWN . . 580
size (liINKMoN-probe) . .. ..o e e 1952
smart-connect-profile. ... 3738
snmp (Wireless-ap-prof). ..o e 3739
snmp trap link-status SUPPress . ...ovvveii e ee e 4005
snmp trap liNK-status ...t e e e 4004
SNMP trAP MAC-ChaNge . ..ot ettt e e e 4007
snmp-discovery arp-polling-interval.................oooiiiiiiiii 3805
SNMP-diSCOVEry COMMUNITY .. ouvtttt ettt e e ieeeeneeneneenes 3806
SNMP-AiSCOVEIY AENY ..ttt ittt e et e i e ine e 3807
SNMP-diSCOVErY PEIMIT . ..ottt e 3809
snmp-discovery snmp-polling-interval ................... ... 3810
SNMP-diSCOVErY SNMP-VEISION ...\ttt ete et eieneeeneenenns 3811
SNMP-AISCOVEIY USEI . .ttt ettt ettt ettt et ee e teateieaneneneenennenns 3812
SNMP-SEIVEr COMMUNITY . oottt ettt e i eieeaieenannens 4010
SNMP-SErVer CONTAaCT. . ..o e ettt eeineees 4011
snmp-serverenable trap . ....o.oe i e 4012
snmp-server enginelD localreset. .......cooviiii ittt 4017
snmp-serverenginelDlocal ... 4015
SNMP-SEIVEL GIOUP .ttt ettt et e e e e et eeeateeeeanneeeeeeanneeens 4018
SNMP-SEIVEr hOSt . ..o e e 1890
SNMP-SEIVEr hOSt . ..o e 4020
snmp-server legacy-ifadminstatus. . ........... .o 4023
SNMP-Server loCation ... ...t e e 4024
SNMP-SErver SoUrce-interface .........ovvveiiii it it ienans, 4025
snmp-server startup-trap-delay ..o 4026
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SNIMP-SEIVEE USEIE .. vttt ettt et ettt ettt et eaeeeaneeeaneeeaneenaneens 4027

SNIMIP-SEIVEN VIEW . . o ettt ettt ettt ettt et e et et aie et eaeennenneennens 4030
] 0] 00 = V7<) Y/ ¢ 1893
] 0] 08T o ST V=Y Y 4031
(] 10T 0T =] V7= P 4008
SNEP-AdArESS .\ttt e 3960
source (linkmon-probe) . ... 1953
source-interface (radProXy) . ..o.uvr ittt 2865
source-interface (VXIan) . ... 1921
£ 018 (ol T o 2P 4250
spanning-tree autoedge (RSTPand MSTP) .......ooiviiiii i 815
spanning-tree bpdu ... e 816
spanning-tree cisco-interoperability (MSTP) ..........coiiiiiiiiiiin... 818
spanning-tree edgeport (RSTPand MSTP) .........ooiiiiiiii i, 819
spanning-treeenable. ... ..o e 820
spanning-tree errdisable-timeoutenable................. ...l 822
spanning-tree errdisable-timeoutinterval .................... ... ... 823
spanning-tree force-version. ...........oovii i e 824
spanning-tree forward-time. ......... ..o it e 825
SpanNing-tree guard rOOt ... ...ttt e i et 826
spanning-tree hello-time ... 827
spanning-tree liNk-type . .. ..ottt e e 828
SPANNING-Tr 0 MAX-AGE « t vttt ettt ittt et ettt ettt entenneeneeneennennenns 829
spanning-tree max-hops (MSTP) ...t i 830
SPANNING-TrEE MO . ..ottt e e ettt e et e ieaaas 831
spanning-tree mst configuration...............coiiiiiiiiiiii 832
spanning-tree mstinstance path-cost ...........coiviiiiii i, 834
spanning-tree mstinstance priority ..ot 836
spanning-tree mst instance restricted-role................ .. ... ool 837
spanning-tree mstinstance restricted-tcn ..o, 839
spanning-tree MStiNStaNCe . ... oo vttt e eaaenns 833
SPaNNINg-tree Path-CoSt ... .o iit it i et e eaeas 840
spanning-tree portfast (STP) ...t e 841
spanning-tree portfast bpdu-filter........... ... 843
spanning-tree portfast bpdu-guard ............. ... il 845
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spanning-tree priority (bridge priority) .......... ...l 847

spanning-tree priority (POrt priority). ......cvueiev i 848
spanning-tree restricted-role. .......oov it e e 849
spanning-tree restricted-tCN .. ...t ii i e e e 850
spanning-tree transmit-holdcount ............... ... ..o i, 851
SPEEA (@SYN) . e vttt ettt et e e e 381
] 0 Y= S 700
ssh client allow-legacy-ssh-rsa ........ ...t 4161
sshclient vrf. ..o 1899
sshclient vrf. ..o 4162
SShClient . ..o e 1897
SSh Client . ..o 4159
ssh server allow-legacy-ssh-rsa.............coooiii i 4165
sshserverallow-users. . ... ..o e 4166
ssh server authentication ......... ... 4168
SSh SErVer denY-USErs .. ...ttt 4170
ssh server disallow-cbc-ciphers. ... 4172
ssh server max-auth-tries ...........oiiiiiii 4173
ssh serverresolve-host. ... .. ..ot e 4174
T T T V=Y G o o T 4175
SSh server secuUre-algs. .. ..o i e e e 4176
ssh server secure-Ciphers ...... ..ot e 4177
ssh server secure-hostkey ...t 4178
SSH SEIVEr SECUIE-KEX ...\ttt 4179
SSH SEIVEr SECUIE-MAC .« .\ttt ettt ettt e e ie e e 4180
SSH SEIVEr STt oot e 4181
ssh server tcpforwarding. ........c..viii i 4182
SSh SEIVer VI L e 1900
SSH SEIVEI VI L e 4183
SSI S BIVT . e 4163
7] 1 1894
7] 1 4156
ssid (wireless-network). ... 3740
SSid (Wireless-SC-Prof) ..o 3741
stack disabled-master-monitoring. ..........c.oiiiiii i 3095
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StACK ENABIE . o 3096

stack managementsubnet. ...........oi i e 3098
stackmanagementvlan ... ...t e 3099
STACK PrIOTIY o\ttt e e e e e e e 3100
stack renumbercascade ... 3102
stackrenumber. . ... e 3101
stackresiliencylink. ... ..o e 3104
stack software-auto-synchronize ...l 3106
stack virtual-chassis-id . ... 3107
stack virtual-mac ... ..o 3108
STACKP Ot . o e e 3109
] 7] o O 630
STAT Lo e e 3488
static-channel-group ... e 924
station-isolation enable (wireless-ap-prof-radio) ......................... 3743
station-isolationenable........ ... . 3742
L (0] =T [ < P 631
STOrM-aCtioN .. .o e 2545
storm-controllevel ....... ... 702
StOrM-dOWNEIME ... e 2546
0] 1 4T o] o) (=Y et 1 [ o TR P 2547
STOIM-TAtE. L. e 2548
STOMM-WINAOW. . . ettt e 2549
strict-priority-queue egress-rate-limit queues. ........... ...l 2550
strict-user-process-control ..ot e e 223
Strict-user-process-control . ... ...t e 267
subject-name (Ca-trustpoint) . ....ovvrevn i i 2945
SUDNET-MASK ... 3890
SUDTING . et e e e e 3227
summary-address (IPv6 OSPF). ... ..o.iiii i 1409
SUMMAIY-address ...ttt et e e e i e 1318
switch bay provision (Xem). ..ot e 3110
switch bay provision (Xem). ... ..ot 581
switch provision (stack) ... 3111
SWItChpOrt access VIan .. ... e 738
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switchportatmf-agentlink ... 3490

switchport atmf-arealink......... ... 3491
switchport atmf-crosslink ... 3493
switchport atmf-guestlink. ...........o i 3495
switchportatmf-link ........ ..o i 3497
switchport block unicast-flooding................cooiiiiiiiii 703
switchportenablevlan. ... e 739
SWItChPOrt MOdE aCCesS .o v vttt e et 740
switchport mode private-vlan trunk promiscuous. ........................ 742
switchport mode private-vlan trunk secondary .................. ..ol 744
switchport mode private-vian. ... 741
switchportmode trunk ... e e 746
switchport port-security aging . ......o.vuii ittt 707
switchport port-security maximume. ..........coviiiii i aen 709
switchport port-security violation ..ot 711
SWItChPOrt POrt-SECUNTY .. .v vt e 705
switchport private-vlan host-association ...................coiiiiil, 747
switchport private-vlan mapping. ........c.oooii it 748
SWItChpOrt remMoOte-MirrOr-€gress. .. v.vv et ie e ci i iee i enans 592
switchportresiliencylink ..........co i 3113
switchport trunkallowed vlan. ... 749
switchport trunk nativevlan ............ i 752
switchport vlan translation defaultdrop.............cccoiii i, 755
switchportvlantranslation.............cooi it 753
switchport vlan-stacking (double-tagging) .............cooiiiiiiiiin., 756
SWItChPOrt VOICE dSCP. . oo et 757
switchport voice vlan priority .......oov ittt i 761
switchportvoicevlan ... e 758
SYNCHIONIZAtioN ... .. 1718
system overtemperature-shutdown ...t i i innnnn, 383
taCaCS-SerVEr hOSt ... .t e 1901
tacacs-Server host ... ..ot e 2956
1ACACS-SEIVEI KBY ..ttt e e 2958
tacacs-server timeout. ... ..ot e 2959
1= ] 3744
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Lo o e 11 ' T'e TS0 1018

Lo T 11 'y o TR 1903
L] T 7= 7= 269
1] [T PP 1904
1] 0T 268
terminal length. .. ..o e 270
terminal MONITOr . ... . e 384
terminal resize. .. ... e 271
test cable-diagnostics tdrinterface..............oooii i 412
L= 4203
thrash-limiting ... i e e 713
141 LI (g o T 1T ) 1S A 4204
time (wireless-task) . ... ..ot 3745
timeout (Idap-Server) ... ..o e e 2810
timeout (PING POIIING) ..o e 4252
timer (g8032-profile). . ..vv v e 3228
timers (BGP) ... 1720
timers (IPVE RIPNG). ..ottt e et eaens 1212
timers (RIP) ..o e 1181
timers (RIP) . .o e 1905
timers spfexp (IPV6 OSPF) ... i e 1411
HIMIEIS SPf EX D ottt i e 1319
tOPO0lOgY-Change . .. i e e e e e 3230
LR Tl (e 10 | (=] 01 A PP 1099
L= T =] (o 11 | < 1019
L= L= 0 U1 < 1907
transition-mode . ...t e 3148
transmit-interval. ... ... 900
trap (98032-SWItCh) ..ot 3232
trap host (wireless-ap-prof-snmp) ..ot 3746
L0 ] © 2P 4206
triggeractivate . ... e e e 4208
L0 T T = A 4207
L0151 S -l o T 2551
LY PE (WirelesS-SEC-WED) ¢ ot vttt ettt ettt e e 3747
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type ap-configuration applyap .....coovviiiiiiii i 3748

type atmfguest. . ....o e 3498
type atmfguest. . ... e 4209
type atmMiNOde . ..ot e e e 3499
typeatmfnode. ... ..o 4210
1877 013 o LU 4212
type download ap (wireless-task).........coveiiiniiiiniiiiiiiiiiiinnnans 3749
Y P BNV-SENSOF ettt ettt ettt e e e e, 4213
typeinterface ... 4215
type linkmon-probe ... ..o 4216
1577 0138 oY 4218
(87 =38 41T 0 e oY/ 4219
BYPE PEHOAIC . o ettt e 4220
type PING-POll .o e 4221
type power-channelapall ... e 3750
18770131 £=] 0 T 1 4222
type stack disabled-master. ... i 4223
typestack link . ... e 4224
type stackmaster-fail ... 4225
type stackmember . ... e 4226
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Part 1: Setup and Troubleshooting
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CLI Navigation
Commands

Introduction

Overview This chapter provides an alphabetical reference for the commands used to
navigate between different modes. This chapter also provides a reference for the
help and show commands used to help navigate within the CLI.

Command List

“configure terminal” on page 140

. “disable (Privileged Exec mode)” on page 141
. “do” on page 142

. “enable (Privileged Exec mode)” on page 143
. “end” on page 145

. “exit” on page 146

. “help” on page 147

. “logout” on page 148
. “show history” on page 149
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CLI NAVIGATION COMMANDS
CONFIGURE TERMINAL

configure terminal

Overview This command enters the Global Configuration command mode.
Syntax configure terminal
Mode Privileged Exec

Example To enter the Global Configuration command mode (note the change in the
command prompt), enter the command:

awplus# configure terminal

awplus (confiqg) #
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CLI NAVIGATION COMMANDS
DISABLE (PRIVILEGED EXEC MODE)

disable (Privileged Exec mode)

Overview This command exits the Privileged Exec mode, returning the prompt to the User
Exec mode. To end a session, use the exit command.

Syntax disable
Mode Privileged Exec

Example To exit the Privileged Exec mode, enter the command:
awplus# disable
awplus>
Related enable (Privileged Exec mode)
commands

end

exit
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CLI NAVIGATION COMMANDS
DO

do

Overview This command lets you to run User Exec and Privileged Exec mode commands
when you are in any configuration mode.

Syntax do <command>

Parameter Description

<command>  Specify the command and its parameters.

Mode Any configuration mode

Example awplus# configure terminal

awplus (config)# do ping 192.0.2.23
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CLI NAVIGATION COMMANDS
ENABLE (PRIVILEGED EXEC MODE)

enable (Privileged Exec mode)

Overview This command enters the Privileged Exec mode and optionally changes the
privilege level for a session. If a privilege level is not specified then the maximum
privilege level (15) is applied to the session. If the optional privilege level is omitted
then only users with the maximum privilege level can access Privileged Exec mode
without providing the password as specified by the enable password or enable
secret (deprecated) commands. If no password is specified then only users with the
maximum privilege level set with the username command can assess Privileged
Exec mode.

Syntax enable [<privilege-level>]

Parameter Description

<privilege Specify the privilege level for a CLI session in the range <1-15>, where

- level> 15 is the maximum privilege level, 7 is the intermediate privilege level
and 1 is the minimum privilege level. The privilege level for a user must
match or exceed the privilege level set for the CLI session for the user
to access Privileged Exec mode. Privilege level for a user is configured
by username.

Mode User Exec

Usage notes Many commands are available from the Privileged Exec mode that configure
operating parameters for the device, so you should apply password protection to
the Privileged Exec mode to prevent unauthorized use. Passwords can be
encrypted but then cannot be recovered. Note that non-encrypted passwords are
shown in plain text in configurations.

The username command sets the privilege level for the user. After login, users are
given access to privilege level 1. Users access higher privilege levels with the
enable (Privileged Exec mode) command. If the privilege level specified is higher
than the users configured privilege level specified by the username command,
then the user is prompted for the password for that level.

Note that a separate password can be configured for each privilege level using the
enable password and the enable secret (deprecated) commands from the Global
Configuration mode. The service password-encryption command encrypts
passwords configured by the enable password and the enable secret (deprecated)
commands, so passwords are not shown in plain text in configurations.

Example The following example shows the use of the enable command to enter the
Privileged Exec mode (note the change in the command prompt).

awplus> enable
awplus#

The following example shows the enable command enabling access the
Privileged Exec mode for users with a privilege level of 7 or greater. Users with a
privilege level of 7 or greater do not need to enter a password to access Privileged
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CLI NAVIGATION COMMANDS
ENABLE (PRIVILEGED EXEC MODE)

Exec mode. Users with a privilege level 6 or less need to enter a password to access
Privilege Exec mode. Use the enable password command or the enable secret
(deprecated) commands to set the password to enable access to Privileged Exec
mode.

awplus> enable 7

awplus#

Related disable (Privileged Exec mode)

commands
enable password
enable secret (deprecated)
exit
service password-encryption
username
C613-50619-01 Rev B Command Reference for x950 Series 144

AlliedWare Plus™ Operating System - Version 5.5.3-0.x



CLI NAVIGATION COMMANDS
END

end

Overview This command returns the prompt to the Privileged Exec command mode, from
any advanced command mode.

Syntax end

Mode All advanced command modes, including Global Configuration and Interface
Configuration modes.

Example The following example shows how to use the end command to return to the
Privileged Exec mode directly from Interface Configuration mode.

awplus# configure terminal
awplus (config)# interface vlan2
awplus (config-if) # end

awplusf#

Related disable (Privileged Exec mode)

commands bl (Privileged Exec mode)

exit
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CLI NAVIGATION COMMANDS
EXIT

exit

Overview This command exits the current mode, and returns the prompt to the mode at the
previous level. When used in User Exec mode, the exit command terminates the
session.

Syntax exit

Mode All command modes, including Interface Configuration and Global Configuration
modes.

Example The following example shows the use of the exit command to exit Interface
Configuration mode and return to Global Configuration mode.

awplus# configure terminal
awplus (config)# interface vlan2
awplus (config-if)# exit

awplus (config) #

Related disable (Privileged Exec mode)

commands  ble (Privileged Exec mode)

end
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CLI NAVIGATION COMMANDS
HELP

help

Overview
Syntax
Mode

Example

Output
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This command displays a description of the AlliedWare Plus™ OS help system.

help

All command modes

To display a description on how to use the system help, use the command:

awplus# help

Figure 1-1:  Example output from the help command

When you need help at the command line, press '?'.

If nothing matches, the help list will be empty. Delete
characters until entering a '?' shows the available options.

Enter '?' after a complete parameter to show remaining wvalid
command parameters (e.g. 'show ?').

Enter '?' after part of a parameter to show parameters that

complete the typed letters (e.g. 'show ip?').

Command Reference for x950 Series
AlliedWare Plus™ Operating System - Version 5.5.3-0.x

147




CLI NAVIGATION COMMANDS
LOGOUT

logout

Overview This command exits the User Exec or Privileged Exec modes and ends the session.
Syntax logout
Mode User Exec and Privileged Exec

Example To exit the User Exec mode, use the command:

awplus# logout
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CLI NAVIGATION COMMANDS
SHOW HISTORY

show history

Overview

Syntax
Mode

Example

Output
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This command lists the commands entered in the current session. The history
buffer is cleared automatically upon reboot.

The output lists all command line entries, including commands that returned an
error.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show history
User Exec and Privileged Exec

To display the commands entered during the current session, use the command:

awplus# show history

Figure 1-2:  Example output from the show history command

en
show ru

conf t

route-map er deny 3
exit

ex

~ o U W N

di
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Device GUI and
Vista Manager EX
Commands

Introduction

Overview

Command List

C613-50619-01 Rev B

This chapter provides an alphabetical reference of commands used to configure
the Device GUI. They also allow your device to be monitored and managed by Vista
Manager EX™.

For more information, see Getting Started with the Device GUI on Switches.

. “atmf topology-gui enable” on page 151
. “http log webapi-requests” on page 152
. “http client vrf” on page 153

. “http vrf” on page 154

. “http port” on page 155

. “http secure-port” on page 156
. “http trustpoint” on page 157

. “log event-host” on page 159

. “service http” on page 160

. “show http” on page 161
. “show http client” on page 162
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DevicE GUI AND VISTA MANAGER EX COMMANDS

ATMF TOPOLOGY-GUI ENABLE

atmf topology-gui enable

Overview

Syntax

Default

Mode

Usage notes

Examples

Related
commands
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Use this command to enable the operation of Vista Manager EX on the Master
device.

Vista Manager EX delivers state-of-the-art monitoring and management for your
Autonomous Management Framework™ (AMF) network, by automatically creating
a complete topology map of switches, firewalls and wireless access points (APs).
An expanded view includes third-party devices such as security cameras.

Use the no variant of this command to disable operation of Vista Manager EX.

atmf topology-gui enable
no atmf topology-gui enable

Disabled by default on AMF Master and member nodes. Enabled by default on
Controllers.

Global Configuration mode

To use Vista Manager EX, you must also enable the HTTP service on all AMF nodes,
including all AMF masters and controllers. The HTTP service is enabled by default
on AlliedWare Plus switches and disabled by default on AR-Series firewalls. To
enable it, use the commands:

Nodel# configure terminal
Nodel (config)# service http

On one master in each AMF area in your network, you also need to configure the
master to send event notifications to Vista Manager EX. To do this, use the
commands:

Nodel# configure terminal

Nodel (config)# log event-host <ip-address> atmf-topology-event

To enable Vista Manager EX on Node1, use the commands:
Nodel# configure terminal

Nodel (config)# atmf topology-gui enable

To disable Vista Manager EX on Node1, use the commands:
Nodel# configure terminal

Nodel (config)# no atmf topology-gui enable

atmf enable
log event-host

service http
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DeviCE GUI AND VISTA MANAGER EX COMMANDS
HTTP LOG WEBAPI-REQUESTS

http log webapi-requests

Overview Use this command to log authenticated web API requests. These logs allow you to
monitor and debug Vista Manager EX or Device GUI interactions with your device.

See the Logging Feature Overview and Configuration Guide for more information
about the different types of logging and how to filter log messages.

Use the no variant of this command to disable authenticated web APl request
logging.

Syntax http log webapi-requests {configuration]all}

no http log webapi-requests

Parameter Description

configuration Log PUT, POST, and DELETE requests.

all Log PUT, POST, DELETE, and GET requests.

Default Web APl request logging is disabled.
Mode Global Configuration
Example To enable logging of all authenticated web API requests, use the following
commands:
awplus# configure terminal
awplus (config)# http log webapi-requests all

To disable logging of authenticated web API requests, use the following
commands:

awplus# configure terminal
awplus (config)# no http log webapi-requests
Related http port
commands .
service http
show log

Command Version 5.4.8-1.1: command added
changes
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DeviCE GUI AND VISTA MANAGER EX COMMANDS

HTTP CLIENT VRF

http client vrf

Overview

Syntax

Default
Mode

Examples

Output

Related
commands

Command
changes
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Use this command to enable the use of a specific VRF for the command copy http.

Use the no variant of this command to disable the configured VRF.

http client vrf <vrf-name>

no http client vrf

Parameter Description

vrf Specify the VRF to use when copying a file using HTTP.
<vrf-name>

Global VRF.
Privileged Exec

To enable the use of VRF ‘MyVRF’, use the commands:

awplus# configure terminal

awplus (config)# http client vrf MyVRF

To remove a specified VRF and revert to the global VRF, use the commands:
awplus# configure terminal

awplus (config)# no http client vrf

Figure 2-1:  Example output if the specified VRF does not exist:

"Invalid VRF instance MyVRE"

copy (filename)

show http client

Version 5.5.2-1.1: command added
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DeviCE GUI AND VISTA MANAGER EX COMMANDS

HTTP VRF

http vrf

Overview

Syntax

Default
Mode

Examples

Related
commands

Command
changes
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Use this command to configure an HTTP server to be run within a specified VRF.

Use the no variant of this command to remove a VRF configuration from the HTTP
server.

http vrf <vrf-name>

no http vrf

Parameter Description
vrf Specify the VRF to use when running the HTTP server.
<vrf-name> The name of the VRF instance.

By default the HTTP server uses the global VRF.
Global Configuration

To configure VRF ‘"MyVRF’, use the commands:

awplus# configure terminal

awplus (config)# http vrf MyVRF

To return the HTTP server to the global VRF, use the commands:
awplus# configure terminal

awplus (config)# no http vrf

service http

show http

Version 5.5.2-1.1: command added
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DeviCE GUI AND VISTA MANAGER EX COMMANDS

HTTP PORT

http port

Overview

Syntax

Default
Mode

Usage notes

Example

Related
commands

Command
changes
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Use this command to change the HTTP port used to access the web-based device
GUI, or to disable HTTP management.

Use the no variant of this command to return to using the default port, which is 80.

http port {<1-65535>|none}

no http port

Parameter Description

<1-65535> The HTTP port number

none Disable HTTP management. You may want to do this if you need
to use port 80 for a different service or you do not need to use
HTTP at all.

The default port for accessing the GUI is port 80.
Global Configuration

Do not configure the HTTP port to be the same as the HTTPS port.
Note that the device will redirect from HTTP to HTTPS unless you have disabled
HTTPS access, which we do not recommend doing.

To set the port to 8080, use the commands:

awplus# configure terminal

awplus (config)# http port 8080

To return to using the default port of 80, use the commands:
awplus# configure terminal

awplus (config)# no http port

To stop users from accessing the GUI via HTTP, use the commands:
awplus# configure terminal

awplus (config)# http port none

http secure-port
service http

show http

Version 5.4.7-2.4: command added on AR-Series devices

Version 5.4.8-0.2: command added on AlliedWare Plus switches
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DeviCE GUI AND VISTA MANAGER EX COMMANDS
HTTP SECURE-PORT

http secure-port

Overview Use thiscommand to change the HTTPS port used to access the web-based device
GUI, or to disable HTTPS management.

Use the no variant of this command to return to using the default port, which is
443,

Syntax http secure-port {<1-65535>|none}

no http secure-port

Parameter Description

<1-65535> The HTTPS port number
none Disable HTTPS management. Do not do this if you want to use
Vista Manager EX or the GUI.

Default The default port for accessing the GUI is port 443.
Mode Global Configuration

Usage notes Do not configure the HTTPS port to be the same as the HTTP port.
Note that if you are using Vista Manager EX and need to change the HTTPS port,

you must use certificate-based authorization in Vista Manager EX. See the Vista
Manager EX Installation Guide for instructions.
Example To setthe port to 8443, use the commands:
awplus# configure terminal
awplus (config)# http secure-port 8443
To return to using the default port of 443, use the commands:
awplus# configure terminal
awplus (config)# no http secure-port
To stop users from accessing the GUI via HTTPS, use the commands:
awplus# configure terminal
awplus (config)# http secure-port none
Related http port
commands

service http

show http

Command Version 5.4.7-1.1: command added on AR-Series devices

changes .
9 Version 5.4.7-2.4: none parameter added
Version 5.4.8-0.2: command added on AlliedWare Plus switches
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DeviCE GUI AND VISTA MANAGER EX COMMANDS

HTTP TRUSTPOINT

http trustpoint

Overview

Syntax

Default
Mode

Usage notes

Example
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Use this command to set the PKI trustpoint to use for secure HTTP communication
to an AlliedWare Plus device.

Use the no variant of this command to revert to using the default trustpoint
‘default-selfsigned’.

http trustpoint <trustpoint-name>

no http trustpoint

Parameter Description

<trustpoint-name>  Name of trustpoint

By default, HTTP uses the ‘default-selfsigned’ trustpoint.
Global Configuration

Before using the http trustpoint command you will need to establish a trustpoint.
For example, you can create a local self-signed trustpoint using the procedure
outlined below.

Create a self-signed trustpoint called ‘vista’ with keypair ‘vista_key":
awplus# configure terminal

awplus (config)# crypto pki trustpoint vista

awplus (ca-trustpoint)f# enrollment selfsigned

awplus (ca-trustpoint)f rsakeypair vista key

awplus (ca-trustpoint) # exit

awplus (config) # exit

Create the root and server certificates for this trustpoint:

awplus# crypto pki authenticate vista

awplus# crypto pki enroll vista

For more information about the AlliedWare Plus implementation of Public Key
Infrastructure (PKI), see the Public Key Infrastructure (PKI) Feature Overview and
Configuration Guide

To configure HTTP to use the trustpoint ‘vista’, use the commands:
awplus# configure terminal

awplus (config)# http trustpoint vista
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DeviCE GUI AND VISTA MANAGER EX COMMANDS
HTTP TRUSTPOINT

To configure HTTP to use the default trustpoint ‘default-selfsigned’, use the
commands:

awplus# configure terminal

awplus (config)# no http trustpoint

Related crypto pki trustpoint

commands . .
show crypto pki certificates

show crypto pki trustpoint

Command Version 5.5.1-2.1: command added
changes
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LOG EVENT-HOST

log event-host

Overview

Syntax

Default
Mode

Usage notes

Example

Related
commands
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Use this command to set up an external host to log AMF topology events through
Vista Manager. This command is run on the Master device.

Use the no variant of this command to disable log events through Vista Manager.

log event-host [<ipv4-addr>|<ipvé-addr>] atmf-topology-event

no log event-host [<ipv4-addr>|<ipvé-addr>] atmf-topology-event

Parameter Description

<ipv4-addr> ipv4 address of the event host

<ipvé-addr> ipv6 address of the event host

Log events are disabled by default.
Global Configuration

Event hosts are set so syslog sends the messages out as they come.

Note that there is a difference between log event and log host messages:

. Log event messages are sent out as they come by syslog

. Log host messages are set to wait for a number of messages (20) to send
them out together for traffic optimization.

To enable Node 1 to log event messages from host IP address 192.0.2.31, use the

following commands:

Nodel# configure terminal

Nodel (config) # log event-host 192.0.2.31 atmf-topology-event

To disable Node 1 to log event messages from host IP address 192.0.2.31, use the
following commands:

Nodel# configure terminal

Nodel (config)# no log event-host 192.0.2.31 atmf-topology-event

atmf topology-gui enable
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SERVICE HTTP

service http

Overview

Syntax

Default
Mode

Example

Related
commands
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Use this command to enable the HTTP (Hypertext Transfer Protocol) service.
This service is required to support Vista Manager EX™ and the Device GUI.

Use the no variant of this command to disable the HTTP feature.

service http

no service http
Enabled

Global Configuration

To enable the HTTP service, use the following commands:

awplus# configure terminal

awplus (confiqg)

# service http

To disable the HTTP service, use the following commands:

awplus# configure terminal

awplus (config)# no service http

http port
http secure-port

show http
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SHOW HTTP

show http

Overview
Syntax
Mode

Example

Output

This command shows the HTTP server settings.
show http
User Exec and Privileged Exec

To show the HTTP server settings, use the command:

awplus# show http

Figure 2-2:  Example output from the show http command

Related
commands

clear line vty

service http

C613-50619-01 Rev B
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SHOW HTTP CLIENT

show http client

Overview
Syntax
Mode
Usage notes

Example

Output

Related
commands

Command
changes
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Use this command to show the current HTTP client VRF.
show http client
Privileged Exec

If no VRF has been set, the show command shows ‘None’.

To display the HTTP client VRF, use the commands:

awplus# show http client

Figure 2-3:  Example output from show http client

awplus#show http client
Hyper-Text Transfer Protocol Client Configuration

VRF : MyVREPoOE

copy (filename)

Version 5.5.2-1.1: command added
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File and
Configuration
Management

Commands

Introduction

Overview This chapter provides an alphabetical reference of AlliedWare Plus™ OS file and
configuration management commands.

Filename Syntax Many of the commands in this chapter use the placeholder ‘filename’ to represent
and Keyword the name and location of the file that you want to act on. The following table
Usage explains the syntax of the filename for each different type of file location.

When you copy a

file... Use this syntax: Example:

Copyingin local flash:[/] [<directory>/]<filename> To specify afile in the configs directory
flash memory in flash:

flash:configs/example.cfg

Copyingtoorfrom wusb:[/] [<directory>/]<filename> To specify a file in the top-level
a USB storage directory of the USB stick:
device usb:example.cfg
Copying with http:// [ [<username>:<password>]@] To specify afile in the configs directory
HTTP {<hostname>|<host-ip>}[/<filepath on theserver:
>]/<filename> http://www.company.com/configs/exa
mple.cfg

Copying withTFTP  tftp://[[<location>]/<directory>] To specify afilein the top-level
/<filename> directory of the server:
tftp://172.1.1.1/example.cfg

Copying with SCP scp://<username>@<location>[/<dir To specify afile in the configs directory

ectory>] [/<filename>] on the server, logging on as user ‘bob’:
eg.
scp://bob@10.10.0.12/configs/example
.cfg
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When you copy a
file...

Copying with SFTP

Use this syntax: Example:

sftp://[[<location>]/<directory>] To specify afilein the top-level

Copying to orfrom
stack member
flash

/<filename> directory of the server:
sftp://10.0.0.5/example.cfg
<hostname>-<stack ID>/flash:[/][< To specify afilein the configs directory
directory>/] on member 2 of a stack named vcstack:
<stack member filename> vestack-2/flash:/configs/example.cfg

Valid characters

Syntax for
directory listings

C613-50619-01 Rev B

The filename and path can include characters from up to four categories. The
categories are:

1) uppercase letters: Ato Z
2) lowercase letters:atoz
3) digits:0to 9

4)  special symbols: most printable ASCll characters not included in the previous
three categories, including the following characters:

.
- e
.2

Do not use spaces, parentheses or the + symbol within filenames. Use hyphens or
underscores instead.
A leading slash (/) indicates the root of the current file system location.

In commands where you need to specify the local file system’s flash base directory,
you may use flash or flash: or flash:/. For example, these commands are all the
same:

. dir flash
. dir flash:
. dir flash:/
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Similarly, you can specify the USB storage device base directory with usb or usb:
or usb:/

You cannot name a directory or subdirectory flash, nvs, usb, card, tftp, scp, sftp
or http. These keywords are reserved for tab completion when using various file
commands.

In a stacked environment you can only access flash and nvs using the stack
member filepath (e.g. dir awplus-2/flash:/). To access a USB storage device on a
backup stack member, use the remote-login command.

Command List - "autoboot enable” on page 167
. “boot config-file” on page 168
. “boot config-file backup” on page 170

“boot system” on page 171

. “boot system backup” on page 174

. “cd” on page 175
“copy (filename)” on page 176

. “copy debug” on page 178

. “copy running-config” on page 179
“copy startup-config” on page 180

. “copy zmodem” on page 181

. “create autoboot” on page 182
“crypto verify” on page 183

. “crypto verify bootrom” on page 185

. “crypto verify signed” on page 187
“delete” on page 189

. “delete debug” on page 190

. “delete stack-wide force” on page 191
“dir” on page 192

. “dir stack-wide” on page 194

. “edit” on page 196
“erase factory-default” on page 198

. “erase startup-config” on page 199

. “ip tftp source-interface” on page 200
“ip tftp vrf” on page 201

. “ipv6 tftp source-interface” on page 202

. “mkdir” on page 203

. “move” on page 204
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. “move debug” on page 205

. “pwd” on page 206

. “rmdir” on page 207

. “show autoboot” on page 208

. “show boot” on page 209

. “show hash” on page 211
. “show file” on page 212
. “show file systems” on page 213
. “show running-config” on page 215
. “show running-config interface” on page 218
. “show startup-config” on page 221
. “show version” on page 222
. “strict-user-process-control” on page 223
. “unmount” on page 224
. “write file” on page 225
. “write memory” on page 226
. “write terminal” on page 227
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AUTOBOOT ENABLE

autoboot enable

Overview This command enables the device to restore a release file and/or a configuration
file from a USB storage device.

When the Autoboot feature is enabled, the device looks for a special file called
autoboot.txt on the external media. If this file exists, the device will check the key
and values in the file and recover the device with a new release file and/or
configuration file from the external media. An example of a valid autoboot.txt file
is shown in the following figure.

Figure 3-1:  Example autoboot.txt file

[AlliedWare Plus]

Copy from external media enabled=yes
Boot Release=x950-5.5.3-0.1.rel
Boot Config=networkl.cfg

Use the no variant of this command to disable the Autoboot feature.

NOTE: This command is not supported in a stacked configuration.

Syntax autoboot enable

no autoboot enable

Default The Autoboot feature operates the first time the device is powered up in the field,
after which the feature is disabled by default.

Mode Global Configuration

Example To enable the Autoboot feature, use the command:
configure terminal

autoboot enable

Related create autoboot

commands
show autoboot

show boot
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BOOT CONFIG-FILE

boot config-file

Overview

Syntax

Mode

Usage notes

Examples

C613-50619-01 Rev B

Use this command to set the configuration file to use during the next boot cycle.

Use the no variant of this command to remove the configuration file.

boot config-file <filepath-filename>

no boot config-file

Parameter Description

<filepath-filename> Filepath and name of a configuration file.
The specified configuration file must exist in the
specified filesystem.
Valid configuration files must have a . cfg extension.

Global Configuration

You can only specify that the configuration file is on a USB storage device if there
is a backup configuration file already specified in flash. If you attempt to set the
configuration file on a USB storage device and a backup configuration file is not
specified in flash, the following error message is displayed:

)

% Backup configuration files must be stored in the flash
filesystem

For an explanation of the configuration fallback order, see the File Management
Feature Overview and Configuration Guide.

To run the configuration file “branch.cfg” the next time the device boots up, when
“branch.cfg” is stored on the device’s flash filesystem, use the commands:
awplus# configure terminal

awplus (config)# boot config-file flash:/branch.cfg

To stop running the configuration file “branch.cfg” when the device boots up,
when “branch.cfg” is stored on the device's flash filesystem, use the commands:

awplus# configure terminal
awplus (config)# no boot config-file flash:/branch.cfg

To run the configuration file “branch.cfg” the next time the device boots up, when
“branch.cfg” is stored on a USB storage device, use the commands:

awplus# configure terminal

awplus (config)# boot config-file usb:/branch.cfg
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BOOT CONFIG-FILE

To stop running the configuration file “branch.cfg” when the device boots up,
when “branch.cfg” is stored on a USB storage device, use the commands:

awplus# configure terminal

awplus (config)# no boot config-file usb:/branch.cfg

Related boot config-file backup

commands
boot system
boot system backup
show boot
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BOOT CONFIG-FILE BACKUP

boot config-file backup

Overview

Syntax

Mode

Usage notes

Examples

Related
commands
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Use this command to set a backup configuration file to use if the main
configuration file cannot be accessed.

Use the no variant of this command to remove the backup configuration file.

boot config-file backup <filepath-filename>

no boot config-file backup

Parameter Description

<filepath-filename> Filepath and name of a backup configuration file.
Backup configuration files must be in the flash filesystem.
Valid backup configuration files must have a . cfg
extension.

backup The specified file is a backup configuration file.

Global Configuration

For an explanation of the configuration fallback order, see the File Management
Feature Overview and Configuration Guide.

To set the configuration file backup.cfg as the backup to the main configuration
file, use the commands:

awplus# configure terminal

awplus (config)# boot config-file backup flash:/backup.cfg

To remove the configuration file backup.cfg as the backup to the main
configuration file, use the commands:

awplus# configure terminal

awplus (config)# no boot config-file backup flash:/backup.cfg

boot config-file
boot system
boot system backup

show boot
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BOOT SYSTEM

boot system

Overview

Syntax

Mode

Notes about
software
versions

Usage notes

C613-50619-01 Rev B

Use this command to set the release file to load during the next boot cycle.

Use the no variant of this command to stop specifying a primary release file to boot
from. If the device boots up with no release file set, it will use autoboot or the
backup release file if either of those are configured. You can also use the boot
menu to select a release file source. To access the boot menu, type Ctrl-B at
bootup.

boot system <filepath-filename>

no boot system

Parameter Description

<filepath-filename> Filepath and name of a release file.
The specified release file must exist and must be stored
in the root directory of the specified filesystem.
Valid release files must have a .rel extension.

Global Configuration

AlliedWare Plus firmware versions 5.5.0-0.1 and later have restrictions on what
firmware versions you can upgrade from. These restrictions apply on switches
where the bootloader is older than 6.2.24.

If your bootloader is older than 6.2.24, you cannot upgrade to versions 5.5.0-0.1
and later directly from:

. 5.4.9-1x,
. 5.4.9-0.x, or
. any version before 5.4.8-2.12

Instead, before upgrading from one of those versions to 5.5.0-0.1 or later, make
sure your switch is running one of these specified versions:

. 5.4.8-2.12 or a later 5.4.8-2.x version
. 549-2.1t05.49-24

If it is not, upgrade to one of these versions before upgrading to the desired
5.5.x-x.x version.

To see your bootloader and current software version, check the “Bootloader
version” and “Software version” fields in the show system command.

If you experience issues when upgrading, please contact your Allied Telesis
support team. See our website at alliedtelesis.com/services/support-services.

You can only specify that the release file is on a USB storage device if there is a
backup release file already specified in flash. If you attempt to set the release file
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BOOT SYSTEM

Examples
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on a USB storage device and a backup release file is not specified in flash, the
following error message is displayed:

)

% A backup boot image must be set before setting a current boot

image on USB storage device

In a VCStack configuration, the stack only accepts a release file on a USB storage

device if a USB storage device is inserted in all stack members and all stack
members have a bootloader version that supports booting from it. If a stack
member has a USB storage device removed an error message is displayed. For
example, if stack member 2 does not have a USB storage device inserted the
following message is displayed:

)

% Stack member 2 has no USB storage device inserted

To boot up with the release file x950-5.5.3-0.1.rel the next time the device boots

up, when the release file is stored on the device’s flash filesystem, use the
commands:

configure terminal

boot system flash:/x950-5.5.3-0.1.rel

To run the release file x950-5.5.3-0.1.rel the next time the device boots up, when

the release file is stored on a USB storage device, use the commands:

configure terminal

boot system usb:/x950-5.5.3-0.1l.rel

In a VCStack configuration, if there is not enough space to synchronize the new

release across the stack, the boot system command has an interactive mode that

prompts you to delete old releases.

configure terminal

boot system x950-5.5.3-0.1l.rel

Insufficient flash available on stack member-2 (11370496)
to synchronize file x950-5.5.3-0.1.rel (14821895).

List of release files on stack member-2
x950-5.5.2-2.1.rel (14822400)

Select files to free up space,

Delete awplus-2/flash:/x950-5.5.2-2.1.rel? (y/n) [n]:y

uy

Answering “y” at the prompt will cause the system to delete the specified file:

y

Deleting selected files, please wait...... ...t iiiiiiinnnnnnn.
Successful operation

VCS synchronizing file across the stack, please wait.............
File synchronization with stack member-2 successfully completed

[DONE ]
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BOOT SYSTEM

Related boot config-file

commands —
boot config-file backup
boot system backup
show boot
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BOOT SYSTEM BACKUP

boot system backup

Overview

Syntax

Mode

Examples

Related
commands
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Use this command to set a backup release file to load if the main release file cannot
be loaded.

Use the no variant of this command to stop specifying a backup release file.

boot system backup <filepath-filename>

no boot system backup

Parameter Description

<filepath-filename> Filepath and name of a backup release file.
Backup release files must be in the Flash filesystem.
Valid release files must have a . rel extension.

backup The specified file is a backup release file.

Global Configuration

To specify the file x950-5.5.2-2.1.rel as the backup to the main release file, use the
commands:

awplus# configure terminal

awplus (config)# boot system backup flash:/x950-5.5.2-2.1.rel
To stop specifying a backup to the main release file, use the commands:
awplus# configure terminal

awplus (config)# no boot system backup

boot config-file
boot config-file backup
boot system

show boot
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cD

cd

Overview

Syntax

Mode

Example

Related
commands
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This command changes the current working directory.

cd <directory-name>

Parameter Description

<directory-name> Name and path of the directory.

Privileged Exec

To change to the directory called images, use the command:
awplus# cd images

dir

pwd

show file systems
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COPY (FILENAME)

copy (filename)

Overview

Syntax

Mode

Examples
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This command copies a file. This allows you to:

. copy files from your device to a remote device
. copy files from a remote device to your device
. copy files stored on Flash memory to or from a different memory type, such

as a USB storage device

. create two copies of the same file on your device

copy [force] <source-name> <destination-name>

Parameter Description

force This parameter forces the copy command to overwrite the
destination file, if it already exists, without prompting the
user for confirmation.

<source-name> The filename and path of the source file. See Introduction
on page 163 for valid syntax.

<destination-name> The filename and path for the destination file. See
Introduction on page 163 for valid syntax.

Privileged Exec

To use TFTP to copy the file “bob.key” into the current directory from the remote
server at 10.0.0.1, use the command:

awplus# copy tftp://10.0.0.1/bob.key bob.key

To use SFTP to copy the file “new.cfg” into the current directory from a remote
server at 10.0.1.2, use the command:

awplus# copy sftp://10.0.1.2/new.cfg bob.key

To use SCP with the username “beth” to copy the file old.cfg into the directory
config_files on a remote server that is listening on TCP port 2000, use the
command:

awplus# copy scp://beth@serv:2000/config files/old.cfg old.cfg

To copy the file “newconfig.cfg” onto your device’s Flash from a USB storage
device, use the command:

awplus# copy usb:/newconfig.cfg flash:/newconfig.cfg

To copy the file “newconfig.cfg” to a USB storage device from your device’s Flash,
use the command:

awplus# copy flash:/newconfig.cfg usb:/newconfig.cfg
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COPY (FILENAME)

Related
commands
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To copy the file “config.cfg” into the current directory from a USB storage device,
and rename it to “configtest.cfg”, use the command:

awplus# copy usb:/config.cfg configtest.cfg

To copy thefile “config.cfg” into the current directory from a remote file server, and
rename it to “configtest.cfg”, use the command:

awplus# copy fserver:/config.cfg configtest.cfg

To copy the file “test.txt” from the top level of Flash on stack member 2 to the
current directory in the stack master, use the command:

awplus# copy awplus-2/flash:/test.txt test.txt

Note that you must specify either the NVS or Flash filesystem on the (backup) stack
member (flash: in this example).

On an AMF network, to copy the device GUI file from the AMF master to the Flash
memory of ‘node_1’, use the command:

masterf copy awplus-gui 549 13.gui node l.atmf/flash:

copy zmodem
copy buffered-log
copy permanent-log

show file systems
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COPY DEBUG

copy debug

Overview

Syntax

Mode

Example

Output

Related
commands
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This command copies a specified debug file to a destination file.

copy debug {<destination-name>|debug|flash|nvs|scpl|tftplusb}
{<source-name>|debug|flash|nvs|scpl|tftplusb}

Parameter Description

<destination-name> The filename and path where you would like the debug
output saved. See Introduction on page 163 for valid
syntax.

<source-name> The filename and path where the debug output originates.
See the Introduction to this chapter for valid syntax.

Privileged Exec

To copy debug output to a file on flash called “my-debug”, use the following
command:
awplus# copy debug flash:my-debug

To copy debug output to a USB storage device with a filename “my-debug”, use
the following command:

awplus# copy debug usb:my-debug

Figure 3-2:  CLI prompt after entering the copy debug command

| Enter source file name []:

delete debug

move debug
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COPY RUNNING-CONFIG

copy running-config

Overview

Syntax

Mode

Examples

Related
commands
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This command copies the running-config to a destination file, or copies a source
file into the running-config. Commands entered in the running-config do not
survive a device reboot unless they are saved in a configuration file.

copy <source-name> running-config
copy running-config [<destination-name>]

copy running-config startup-config

Parameter Description

<source-name> The filename and path of a configuration file. This must be
a valid configuration file with a . cfg filename extension.
Specify this when you want the script in the file to become
the new running-config. See Introduction on page 163 for
valid syntax.

<destination-name> The filename and path where you would like the current
running-config saved. This command creates a file if no file
exists with the specified filename. If a file already exists,
then the CLI prompts you before overwriting the file. See
Introduction on page 163 for valid syntax. If you do not
specify a file name, the device saves the running-config to
afile called default.cfg.

startup-config Copies the running-config into the file set as the current
startup-config file.

Privileged Exec

To copy the running-config into the startup-config, use the command:
awplus# copy running-config startup-config

To copy the file ‘layer3.cfg’ into the running-config, use the command:
awplus# copy layer3.cfg running-config

To use SCP to copy the running-config as ‘current.cfg’ to the remote server
listening on TCP port 2000, use the command:

awplus# copy running-config
scp://user@server:2000/config files/current.cfg

copy startup-config
write file

write memory
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COPY STARTUP-CONFIG

copy startup-config

Overview

Syntax

Mode

Examples

Related
commands
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This command copies the startup-config script into a destination file, or
alternatively copies a configuration script from a source file into the startup-config
file. Specify whether the destination is Flash or card when loading from the local
filesystem.

copy <source-name> startup-config

copy Startup-config <destination-name>

Parameter Description

<source-name> The filename and path of a configuration file. This must be
a valid configuration file with a . cfg filename extension.
Specify this to copy the script in the file into the startup-
config file. Note that this does not make the copied file the
new startup file, so any further changes made in the
configuration file are not added to the startup-config file
unless you reuse this command. See Introduction on page
163 for valid syntax.

<destination-name> The destination and filename that you are saving the
startup- config as. This command creates a file if no file
exists with the specified filename. If a file already exists,
then the CLI prompts you before overwriting the file. See
Introduction on page 163 for valid syntax.

Privileged Exec

To copy the file ‘Layer3.cfg’ to the startup-config, use the command:
awplus# copy Layer3.cfg startup-config

To copy the startup-config as the file ‘oldconfig.cfg’ in the current directory, use
the command:

awplus# copy startup-config oldconfig.cfg

copy running-config
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COPY ZMODEM

copy zmodem

Overview This command allows you to copy files using ZMODEM using Minicom. ZMODEM
works over a serial connection and does not need any interfaces configured to do
a file transfer.

Syntax copy <source-name> zmodem

copy zmodem

Parameter Description

<source-name> The filename and path of the source file. See Introduction on
page 163 for valid syntax.

Mode Privileged Exec

Example To copy the local file ‘asuka.key’ using ZMODEM, use the command:
awplus# copy asuka.key zmodem

Related copy (filename)

commands .
show file systems
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CREATE AUTOBOOT

create autoboot

Overview Use thiscommand to create an autoboot.txt file on an external storage device. This
command will automatically ensure that the keys and values that are expected in
this file are correct. After the file is created the create autoboot command will
copy the current release and configuration files across to the external storage
device. The external storage device is then available to restore a release file and/or
a configuration file to the device.

Syntax create autoboot usb
Mode Privileged Exec

Example To create an autoboot.txt file on a USB storage device, use the command:
awplus# create autoboot usb
Related autoboot enable
commands
show autoboot

show boot
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CRYPTO VERIFY

crypto verify

Overview

Syntax
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Use this command to compare the SHA256 checksum of a file with its correct
checksum. This confirms that the file has not been corrupted or interfered with
during download. You can verify any kind of file, but you cannot specify a file path,
so the file must be stored in the top level of the device’s flash memory.

CAuTION: If a file fails to verify and you believe the file may have been interfered with,
we recommend immediately performing a security audit of your network.

Once the device has verified the file, you can use the copy running-config
startup-config command to save the file/hash pair in the running configuration.
If you do this, the device will verify the file every time it boots up and will take
action if the verification fails.

The action taken when verification fails on boot-up depends on the type of file and
whether the device is in Secure Mode:

. If the device is in Secure Mode and the boot-up firmware file fails verification,
the device will not boot. Contact Allied Telesis support if this happens.

. If the device is not in Secure Mode and the boot-up firmware file fails
verification, the device will display the following warning message after
booting: “% Verification Failed”. If this occurs because the saved hash is
incorrect, use this command to replace the hash. If this occurs because the
firmware file is corrupted or may have been interfered with, ensure that your
device is secure, then replace the failed file with a known good file and

reboot.

. If you use the gui parameter and the GUI fails verification, the device will
boot up but the GUI will be disabled (the service http command will be
disabled).

. If any other file fails verification, the device will display the following warning

message after booting: “% Verification Failed”
You can use the show hash command to see the current hash of a file.
Use the no variant of this command to remove a verified filename/hash

combination from the running configuration.

crypto verify <filename> <hash-value>
crypto verify gui <hash-value>

no crypto verify <filename>

Parameter Description

<filename> The AlliedWare Plus file that you want to verify

gui Verify the current Device GUI file

<hash-value> The known correct checksum of the file. For firmware and GUI
files, the correct checksum is listed in thesha256sum file that is
available from the Allied Telesis Download Center.
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CRYPTO VERIFY

Default
Mode

Usage notes

Examples

Related
commands

Command
changes
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No default
Global Configuration

All models of a particular series run the same firmware file and therefore have the
same checksum for that firmware file. For example, all X930 Series switches have
the same checksum.

If your network has extremely strict security requirements, such as FIPS
compliance, you may need to verify the bootloader on boot-up and use signature
verification for the firmware file. To configure these, use the commands crypto
verify bootrom and crypto verify signed. These commands make it difficult to
upgrade the bootloader or firmware, so only use them if necessary.

To verify the firmware file for 5.5.3-0.1 on an x930 Series switch, use the commands:
awplus# configure terminal

awplus (config)# crypto verify x930-5.5.3-0.1.rel
7£22d8a30c991ad4ddc0az2aed47246282b23b4ed4a865e07£79795¢c0959¢c47de
78

crypto secure-mode
crypto verify bootrom
crypto verify signed
show hash

show secure-mode

Version 5.5.3-0.1: gui parameter added; <filename> parameter expanded to cover
all file types
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CRYPTO VERIFY BOOTROM

crypto verify bootrom

Overview

Syntax

Default
Mode

Usage notes

Examples

Related
commands
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Use this command to compare the SHA256 checksum hash value of a bootloader
with its correct checksum. This confirms that the bootloader has not been
corrupted or interfered with.

If the verification fails, contact Allied Telesis customer support.

If the device is in Secure Mode, running crypto verify bootrom also stores the
hash value permanently. When in Secure Mode, we recommend only using this
command in networks with extremely strict security requirements, such as in
FIPS-compliant networks. This is because you can only remove the hash value by
erasing flash memory (for example, by using the erase factory-default command).

If the device is not in Secure Mode, you can use the write command to save the
hash value to the boot configuration file. The device will verify the checksum every
time it boots up and will warn you if it fails the verification.

When not in Secure Mode, you can use the no variant of this command to remove
the bootrom/hash combination from the running configuration.

crypto verify bootrom <hash-value>

no crypto verify <filename>

Parameter Description

<hash-value> The known correct checksum of the bootloader. To see the correct
hash value, run the command show hash bootrom straight after
you first boot the device up, or check the Deployment Guide for
the device.

No default
Global Configuration

All models of a particular series run the same bootloader file and therefore have
the same checksum. For example, all X930 Series switches have the same
boatloader checksum.

To verify the bootrom file, use the commands:

awplus# configure terminal

awplus (config)# crypto verify bootrom
5e80e70b6a2200965abf5f62f72aflbdcl654£f3726bdff554afcbd76270c91

Note that the hash in this example is an example only; it is not the hash of the
device’s bootloader.

crypto secure-mode

crypto verify

crypto verify signed
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show hash

show secure-mode
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CRYPTO VERIFY SIGNED

crypto verify signed

Overview

Syntax

Default
Mode

Usage notes
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Use this command to compare the HMAC-SHA checksum hash value of a firmware
file with its correct checksum. This confirms that the firmware has not been
corrupted or interfered with. When the device is in Secure Mode, this command
also forces the device to check the hash whenever it boots up, and prevents the
device from booting if the verification fails.

Caution:

If the device is in Secure Mode, this command makes it difficult to upgrade the
device’s firmware file. Therefore, only use this command if the device is in Secure
Mode and you have extremely strict security requirements, such as in
FIPS-compliant networks. Otherwise, use the crypto verify command. See the
Usage Notes below for more detail.

If the verification fails, contact Allied Telesis customer support.

crypto verify signed <filename> <hash-value>

Parameter Description

<filename> The AlliedWare Plus file that you want to verify

<hash-value> The known correct checksum of the file. This is a keyed
HMAC-SHA hash. This is available in a .sig file, which you can get
from your Allied Telesis customer representative.

No default
Global Configuration

Caution:

If the device is in Secure Mode, and if the firmware file verified is the boot release
and signed verification succeeds, then the device stores the signed hash and uses
it to verify the firmware file on all subsequent reboots. This means that if you
change the firmware version, the switch will not boot up. You can only change the
firmware version if you reset the switch to the factory defaults before changing
the firmware version, by using the command erase factory-default.

If the device is not in Secure Mode, you can use the write command to save the
hash value to the boot configuration file. The device will verify the checksum every
time it boots up and will warn you if it fails the verification.

All models of a particular series run the same release file and therefore have the
same checksum. For example, all X930 Series switches have the same checksum.
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CRYPTO VERIFY SIGNED

Examples To use signature verification to verify the firmware file for 5.5.3-0.1 on an x930
Series switch, use the commands:

awplus# configure terminal

awplus (config)# crypto verify signed x930-5.5.3-0.1l.rel
3f50420644aebd277dd48b3aee30639801348896fffce231fc5615995ecdeb
do

Related crypto secure-mode

commands .
crypto verify
crypto verify bootrom
show hash
show secure-mode
C613-50619-01 Rev B Command Reference for x950 Series 188

AlliedWare Plus™ Operating System - Version 5.5.3-0.x



FILE AND CONFIGURATION MANAGEMENT COMMANDS

DELETE

delete

Overview

Syntax

Mode

Examples

Related
commands
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This command deletes files or directories.

delete [force] [recursive] <filename>

Parameter Description

force Ignore nonexistent filenames and never prompt before deletion.

recursive  Remove the contents of directories recursively.

<filename> The filename and path of the file to delete. See Introduction on page
163 for valid syntax.

Privileged Exec

To delete the file temp . cfg from the current directory, use the command:
awplus# delete temp.cfg

To delete the read-only file one . c£g from the current directory, use the
command:

awplus# delete force one.cfg
To delete the directory o1d_configs, which is not empty, use the command:
awplus# delete recursive old configs

To delete the directory new _configs, which is not empty, without prompting if
any read-only files are being deleted, use the command:

awplus# delete force recursive new_configs

erase startup-config

rmdir
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DELETE DEBUG

delete debug

Overview

Syntax

Mode

Example

Output

Related
commands
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Use this command to delete a specified debug output file.

delete debug <source-name>

Parameter Description

<source-name> The filename and path where the debug output originates.
See Introduction on page 163 for valid URL syntax.

Privileged Exec

To delete debug output, use the following command:

awplus# delete debug

Figure 3-3:  CLI prompt after entering the delete debug command

| Enter source file name []:

copy debug

move debug
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DELETE STACK-WIDE FORCE

delete stack-wide force

Overview

Syntax

Mode

Usage notes

Examples

Related
commands

Command
changes
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Use this command to delete files from all members of a stack.

delete stack-wide force [recursive] <name>

Parameter Description

recursive Delete directories that match the name, including their contents.

<name> The name of the files or directories to delete.
The filename can include the wildcard *. Use the wildcard with
caution, because this command does not ask for confirmation
before deleting files.

Privileged Exec.

This a non-interactive command, so if the specified file or files exist, they are
deleted without question or warning. This is indicated by the mandatory force
parameter.

You can use this command within an AMF working set.

To delete afile “test.scp” that is located in flash memory on all stack members, use
the following command:

awplus# delete stack-wide force test.scp

To remove directories “output1” and “output2” from an external USB memory
device on all stack members, use the following command:

awplus# delete stack-wide force recursive usb:output*

cd

dir stack-wide

Version 5.4.7-0.1: command added.
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DIR

dir
Overview

Syntax

Mode

Usage notes

Examples
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This command lists the files on a filesystem. If you don't specify a directory or file,
then this command lists the files in the current directory.

dir [recursive] [sort [reverse] [name|size|time]]
[<filename>|debug|flash|nvs|usb]

Parameter Description

recursive List the contents of directories recursively.

sort Sort directory listing.

reverse Sort using reverse order.

name Sort by name.

size Sort by size.

time Sort by modification time (default).

<filename> The name of the directory or file. If you don't specify a

directory or file, then this command lists the files in the
current directory.

debug Debug root directory.

flash Flash memory root directory.

nvs NVS memory root directory.

usb USB storage device root directory.

Privileged Exec
In a stacked environment you can use the CLI on a stack master to access
filesystems that are located on another stack member. The syntax is:

<hostname>-<stackID>/flash:[/] [<directory>/]
<stack member filename>

For example, to specify a file in the “configs” directory on member 2 of a stack,
enter:

awplus-2/flash:/configs/example.cfg

Alternatively, you can use the command dir stack-wide to display files on all stack
members.

To list the files in the current working directory, use the command:

awplus# dir

To list the files in the root of the Flash filesystem, use the command:

awplus# dir flash
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DIR

Output

Related
commands
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To list recursively the files in the Flash filesystem, use the command:
awplus# dir recursive flash:

To list the files in alphabetical order, use the command:

awplus# dir sort name

To list the files by size, smallest to largest, use the command:

awplus# dir sort reverse size

To sort the files by modification time, oldest to newest, use the command:
awplus# dir sort reverse time

To list the files within the Flash filesystem for stack member 2, use the command:
awplus# dir awplus-2/flash:/

Note that you must specify the filesystem on the stack member (flash in this

example).

Figure 3-4:  Example output from the dir command

awplus#dir
630 -rw- Nov 25 2022 23:36:31 example.cfg
23652123 -rw- Nov 25 2022 03:41:18 x950-5.5.3-0.1.rel

149 -rw- Nov 25 2022 00:40:35 exception.log

cd

dir stack-wide
mkdir

pwd
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DIR STACK-WIDE

dir stack-wide

Overview

Syntax

Mode

Usage notes

Examples
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This command lists the files on all stack members at once. If you don’t specify a
directory or file, then this command lists the files in the current directory.

dir stack-wide [recursive] [sort [reverse] [name|size|time]]
[<filename>|debug|flash|nvs|usb]

Parameter Description

recursive List the contents of directories recursively.

sort Sort directory listing.

reverse Sort using reverse order.

name Sort by name.

size Sort by size.

time Sort by modification time (default).

<filename> The name of the directory or file. If you don't specify a

directory or file, then this command lists the files in the
current directory.

debug Debug root directory

flash Flash memory root directory

nvs NVS memory root directory

usb USB storage device root directory

Privileged Exec

The dir stack-wide command behaves the same as the dir command, except for
running on all stack members.

To list the files in the current directory across all stack members, use the command:
awplus# dir stack-wide

To list files in the root flash directory across all stack members, use the command:
awplus# dir stack-wide flash

To list files recursively in the root flash directory across all stack members, use the
command:

awplus# dir stack-wide recursive flash

To list the files in alphabetical order, use the command:
awplus# dir stack-wide sort name

To list the files by size, smallest to largest, use the command:

awplus# dir stack-wide sort reverse size
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To sort the files by modification time, oldest to newest, use the command:

awplus# dir stack-wide sort reverse time

Output Figure 3-5:  Example output from using the dir stack-wide command to list
files that start with atmf

awplus#dir stack-wide atmf*

Stack member 1:

263 rw Nov 15 2017 15:22:52 flash:/atmfStableNodes.sh
3117 rw Nov 14 2017 13:26:31 flash:/atmf-find.sh

2346 rw Nov 14 2017 13:26:19 flash:/atmf-rec.sh

Stack member 2:

263 rw Nov 15 2017 15:22:52 flash:/atmfStableNodes.sh
3117 rw Nov 14 2017 13:26:31 flash:/atmf-find.sh

2346 rw Nov 14 2017 13:26:19 flash:/atmf-rec.sh

Related cd
commands .
dir

mkdir

delete stack-wide force

Command Version 5.4.8-0.2: command added.
changes
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EDIT

edit

Overview

Syntax

Mode

Usage notes

Examples
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This command opens a text file in the AlliedWare Plus™ text editor. Once opened
you can use the editor to alter to the file.

If you specify a filename and the file already exists, then the editor opens itin the
text editor.

If you do not enter a filename, the editor opens an empty file and prompts you for
a name when you exit the editor.

For information about using the editor, including control sequences, see the File
Management Feature Overview and Configuration Guide.

edit [<filename>]

edit <remote-file>

Parameter Description

<filename> The name of a file in the local Flash filesystem.

<remote-file> The filename and path of the remote file. See Introduction on
page 163 for valid syntax.

Privileged Exec
Note that files in remote filesystems cannot be edited from the text editor (e.g. files
on a TFTP server). Such files will open read-only.

Before starting the editor make sure your terminal, terminal emulation program, or
Telnet client is 100% compatible with a VT100 terminal. The editor uses VT100
control sequences to display text on the terminal.

To create and edit a new text file, use the command:

awplus# edit

To edit the existing configuration file myconfig.cfg stored on your device’s Flash
memory, use the command:

awplus# edit myconfig.cfg

To edit the file example.cfg stored in a directory called backups on a USB stick, use
the command:

awplusf# edit usb:/backups/example.cfg

To view the file bob.cfg stored in configs directory of a TFTP server, use the
command:

awplus# edit tftp://configs/bob.cfg
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EDIT
Related copy (filename)
commands .

dir
dir stack-wide
mkdir
show file
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ERASE FACTORY-DEFAULT

erase factory-default

Overview

Syntax
Mode

Usage notes

Example

Related
commands
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This command erases all data from NVS and all data from flash except the
following:

. the boot release file (a .rel file) and its release setting file
. all license files
. the latest GUI release file

The device is then rebooted and returned to its factory default condition. The
device can then be used for AMF automatic node recovery.

erase factory-default
Privileged Exec

This command is an alias to the atmf cleanup command.

Note that this command can only be used on standalone switches, not stacked
switches.

To erase data, use the command:

Node 1# erase factory-default

This command will erase all NVS, all flash contents except for
the boot release, a GUI resource file, and any license files,
and then reboot the switch. Continue? (y/n):y

atmf cleanup
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ERASE STARTUP-CONFIG

erase startup-config

Overview

Syntax
Mode

Example

Related
commands
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This command deletes the file that is set as the startup-config file, which is the
configuration file that the system runs when it boots up.

At the next restart, the device loads the default configuration file, default.cfg. If
default.cfg no longer exists, then the device loads with the factory default
configuration. This provides a mechanism for you to return the device to the
factory default settings.

erase startup-config
Privileged Exec

To delete the file currently set as the startup-config, use the command:

awplus# erase startup-config

boot config-file backup
copy running-config
copy startup-config

show boot
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IP TFTP SOURCE-INTERFACE

ip tftp source-interface

Overview

Syntax

Default
Mode

Usage

Example

Related
commands
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Use this command to manually specify the IP address that all TFTP requests
originate from. This is useful in network configurations where TFTP servers only
accept requests from certain devices, or where the server cannot dynamically
determine the source of the request.

Use the no variant of this command to stop specifying a source.

ip tftp source-interface [<interface>|<ip-add>]

no ip tftp source-interface

Parameter Description

<interface> The VLAN that TFTP requests originate from. The device will use
the IP address of this interface as its source IP address.

<ip-add> The IP address that TFTP requests originate from, in dotted
decimal format.

There is no default source specified.
Global Configuration

This command is helpful in network configurations where TFTP traffic needs to
traverse point-to-point links or subnets within your network, and you do not want
to propagate those point-to-point links through your routing tables.

In those circumstances, the TFTP server cannot dynamically determine the source
of the TFTP request, and therefore cannot send the requested data to the correct
device. Specifying a source interface or address enables the TFTP server to send the
data correctly.

To specify that TFTP requests originate from the IP address 192.0.2.1, use the
following commands:
awplus# configure terminal

awplus (config)# ip tftp source-interface 192.0.2.1

copy (filename)

Command Reference for x950 Series 200
AlliedWare Plus™ Operating System - Version 5.5.3-0.x



FILE AND CONFIGURATION MANAGEMENT COMMANDS

IP TFTP VRF

ip tftp vrf

Overview

Syntax

Default
Mode

Example

Related
commands

Command
changes
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Use this command to specify a VRF to use when copying a file via TFTP.

Use the no variant of this command to remove the VRF from the configuration and
set it back to the default VRF.

ip tftp vrf <vrf-name>

no ip tftp vrf

Parameter Description

vrf Specify the VRF to use when copying a file using TFTP.
<vrf-name>

Global VRF
Global Configuration

To configure a VRF called ‘red’ to use when copying a file via TFTP, use the
commands:

awplus# configure terminal

awplus (config)+# ip tftp vrf red

copy (filename)

Version 5.5.2-1.1: command added
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ipv6 tftp source-interface

Overview Use this command to manually specify the IPv6 address that all TFTP requests
originate from. This is useful in network configurations where TFTP servers only
accept requests from certain devices, or where the server cannot dynamically
determine the source of the request.

Use the no variant of this command to stop specifying a source.

Syntax ipv6e tftp source-interface [<interface>|<ipvé6-add>]

no ipvé tftp source-interface

Parameter Description

<interface> The VLAN that TFTP requests originate from. The device will use
the IPv6 address of this interface as its source IPv6 address.

<ipvé-add> The IPv6 address that TFTP requests originate from, in the format
x:x:x:x, for example, 2001:db8::8a2e:7334.

Default There is no default source specified.
Mode Global Configuration

Usage This command is helpful in network configurations where TFTP traffic needs to
traverse point-to-point links or subnets within your network, and you do not want
to propagate those point-to-point links through your routing tables.

In those circumstances, the TFTP server cannot dynamically determine the source
of the TFTP request, and therefore cannot send the requested data to the correct
device. Specifying a source interface or address enables the TFTP server to send the
data correctly.

Example To specify that TFTP requests originate from the IPv6 address 2001:db8::8a2e:7334,
use the following commands:
awplus# configure terminal
awplus (config)# ipv6 tftp source-interface 2001:db8::8a2e:7334

Related copy (filename)
commands
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MKDIR

mkdir

Overview

Syntax

Mode

Usage

Example

Related
commands
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This command makes a new directory.

mkdir <name>

Parameter Description

<name> The name and path of the directory that you are creating.

Privileged Exec

You cannot name a directory or subdirectory flash, nvs, usb, card, tftp, scp, sftp
or http. These keywords are reserved for tab completion when using various file
commands.

To make a new directory called images in the current directory, use the
command:

awplus# mkdir images
cd

dir

pwd
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MOVE

move

Overview

Syntax

Mode

Examples

Related
commands
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This command renames or moves a file.

move <source-name> <destination-name>

Parameter Description

<source-name> The filename and path of the source file. See Introduction
on page 163 for valid syntax.

<destination-name> The filename and path of the destination file. See
Introduction on page 163 for valid syntax.

Privileged Exec

To rename thefile temp.cfgto startup.cfg, use the command:
awplus# move temp.cfg startup.cfg

To move the file temp . cfg from the root of the Flash filesystem to the directory
myconfigs, use the command:

awplus# move temp.cfg myconfigs/temp.cfg

delete
edit
show file

show file systems
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move debug

Overview This command moves a specified debug file to a destination debug file.

Syntax move debug {<destination-name>|debug|nvs|flash|usb}

Parameter Description

<destination-name> The filename and path where you would like the debug
output moved to. See Introduction on page 163 for valid
syntax.

Mode Privileged Exec
Example To move debug output into Flash memory with a filename “my-debug”, use the
following command:
awplus# move debug flash:my-debug

To move debug output onto a USB storage device with a filename “my-debug”, use
the following command:

awplus# move debug usb:my-debug

Output Figure 3-6:  CLI prompt after entering the move debug command

| Enter source file name []:

Related copy debug

commands delete debug
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PWD

pwd

Overview
Syntax
Mode

Example

Related
commands
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This command prints the current working directory.

pwd

Privileged Exec

To print the current working directory, use the command:

awplus# pwd

cd
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RMDIR

rmdir

Overview

Syntax

Mode

Usage notes

Examples

Related
commands
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This command removes a directory. This command only works on empty
directories, unless you specify the optional force keyword.

rmdir [force] <name>

Parameter Description

force Optional keyword that allows you to delete directories that
are not empty and contain files or subdirectories.

<name> The name and path of the directory.

Privileged Exec

In a stacked environment you can use the CLI on a stack master to access
filesystems that are located on another stack member. See the Introduction on
page 163 for syntax details.

To remove the directory “images” from the top level of the Flash filesystem, use the
command:
awplus# rmdir flash:/images

To create a directory called “level1” containing a subdirectory called “level2”, and
then force the removal of both directories, use the commands:

awplus# mkdir levell
awplus# mkdir levell/level?2
awplus# rmdir force levell

To remove a directory called “test” from the top level of the Flash filesystem on
stack member 3, use the command:

awplus# rmdir awplus-3/flash:/test

Note that you must specify the filesystem (flash: in this example).

cd

dir
mkdir
pwd
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show autoboot

Overview This command displays the Autoboot configuration and status.
Syntax show autoboot
Mode Privileged Exec

Example To show the Autoboot configuration and status, use the command:

show autoboot

Output Figure 3-7:  Example output from the show autoboot command

awplus#show autoboot
Autoboot configuration

Autoboot status : enabled
USB file autoboot.txt exists : yes

Restore information on USB

Autoboot enable in autoboot.txt : yes
Restore release file : x950-5.5.3-0.1.rel (file exists)
Restore configuration file : network l.cfg (file exists)

Figure 3-8:  Example output from the show autoboot command when an
external media source is not present

awplus#show autoboot

Autoboot configuration

Autoboot status : enabled
External media source : USB not found.

Related autoboot enable

commands
create autoboot

show boot

C613-50619-01 Rev B Command Reference for x950 Series 208
AlliedWare Plus™ Operating System - Version 5.5.3-0.x



FILE AND CONFIGURATION MANAGEMENT COMMANDS

SHOW BOOT

show boot

Overview

Syntax
Mode

Example

Output
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This command displays the current boot configuration.

We recommend that the currently running release is set as the current boot image.

show boot

Privileged Exec

To show the current boot configuration, use the command:

awplus# show boot

Figure 3-9:

Example output from show boot

awplus#show boot
Boot configuration

software
boot
boot
boot
boot
Backup boot config:
Autoboot status

Current
Current image
Backup
Default

Current

image
config:
config:

x950-5.5.3-0.1.rel
flash:/x950-5.5.3-0.1.rel
flash:/x950-5.5.2-2.1.rel
flash:/default.cfg
flash:/my.cfg (file exists)
flash:/backup.cfg (file not found)

disabled

Table 3-1: Parameters in the output from show boot

Parameter Description

Current software

The current software release that the device is using.

Current boot image

The boot image currently configured for use during the
next boot cycle.

Backup boot image

The boot image to use during the next boot cycle if the
device cannot load the main image.

Default boot
config

The default startup configuration file. The device loads
this configuration script if no file is set as the startup-
config file.

Current boot
config

The configuration file currently configured as the
startup-config file. The device loads this configuration file
during the next boot cycle if this file exists.

Backup boot config

The configuration file to use during the next boot cycle if
the main configuration file cannot be loaded.

Autoboot status

The status of the Autoboot feature; either enabled or
disabled.
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SHOW BOOT
Related autoboot enable
commands —
boot config-file backup
boot system backup
show autoboot
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SHOW HASH

show hash

Overview

Syntax

Mode

Examples

Output

Related
commands

Command
changes

C613-50619-01 Rev B

Use this command to display the hash for a specified file on the device, or for the
device’s current bootloader.

show hash <filename>

show hash bootrom

Parameter Description

<filename> The name of the file to display the hash for.

bootrom Display the hash for the current bootloader.

Privileged Exec

To show the hash for the GUI file named awplus-gui_552_27.gui, use the
command:

awplus# show hash awplus-gui 552 27.gui

To show the hash for a file named ‘example.txt’, which is in the folder named
‘example’ in flash memory, use the command:

awplus# show hash flash://example/example.txt
To show the hash for the bootloader, use the command:

awplus# show hash bootrom

Figure 3-10: Example output from show hash

awplus#show hash awplus-gui 552 27.gui
b793e2c7£c5580513472017£964316£3bb0e79fbflddfd6£3844a2a8311c5¢c64

crypto secure-mode
crypto verify

crypto verify bootrom

Version 5.5.3-0.1: command added
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SHOW FILE

show file

Overview

Syntax

This command displays the contents of a specified file.

show file <filename>

Parameter Description

Mode

Example

Related
commands
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<filename> Name of a file on the local Flash filesystem, or name and
directory path of a file.

Privileged Exec

To display the contents of the file c1dconfig. cfg, whichis in the current
directory, use the command:

awplus# show file oldconfig.cfg
edit

show file systems
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SHOW FILE SYSTEMS

show file systems

Overview This command lists the file systems and their utilization information where

appropriate.

Syntax show file systems

Mode Privileged Exec

Examples To display the file systems, use the command:

awplus# show file systems

Output Figure 3-11:

Example output from the show file systems command

awplus#show file systems
Stack member 1:

Size (b) Free(b) Type Flags
3.6G 3.5G flash rw
- - system rw
10.0M 9.8M debug rw
443.0K 400.0K nvs rw
- = usbstick rw
= = fserver rw
= = tftp rw
= = scp rw
= = sftp ro
= = http ro
= = rsync rw

Prefixes S/D/V Lcl/Ntwk Avail

flash: static local Y
system: virtual local =
debug: static local Y
nvs: static local Y
usb: dynamic local N
fserver: dynamic network N
tftp: = network =
scp: = network =
sftp: = network =
http: = network =
rsync: = network =

Table 4: Parameters in the output of the show file systems command

Parameter Description
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Size (b) The total memory available to this file system. The units are given
after the value and are M for Megabytes or k for kilobytes.

Free (b) The total memory free within this file system. The units are given
after the value and are M for Megabytes or K for kilobytes.

Type The memory type used for this file system, such as:

flash
system
nvs
usbstick
tftp

scp

sftp
http.
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SHOW FILE SYSTEMS

Table 4: Parameters in the output of the show file systems command (cont.)

Parameter Description

Flags The file setting options: rw (read write), ro (read only).

Prefixes The prefixes used when entering commands to access the file
systems, such as:

flash

system

nvs

usb

tftp

scp

sftp

http.

S/D/V The memory type: Static, Dynamic, Virtual.

Lcl / Ntwk Whether the memory is located locally or via a network
connection.

Avail Whether the memory is accessible: Y (yes), N (no), - (not applicable)

Related edit

commands .
show file
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SHOW RUNNING-CONFIG

show running-config

This command displays the current configuration of your device. Its output

includes all non-default configuration. The default settings are not displayed.

NOTE: You can control the output by entering | or > at the end of the command:

. To display only lines that contain a particular word, enter:

. To start the display at the first line that contains a particular word, enter:

. To save the output to a file, enter:

Overview
| include <word>
| begin <word>
> <filename>
Syntax show running-

config [full|<feature>]

Parameter Description

full

Display the running-config for all features. This is the default setting, so
it is the same as entering show running-config.

<feature>

Display only the configuration for a single feature. The features
available depend on your device and will be some of the following list:

access-list ACL configuration

antivirus Antivirus configuration
application Application configuration
as-path Autonomous system path filter

configuration

as-path access-list

Configuration of ACLs for AS path filtering

atmf Allied Telesis Management Framework
configuration
bgp Border Gateway Protocol (BGP)

configuration

community-list

Community-list configuration

C613-50619-01 Rev B

crypto Security-specific configuration

dhcp DHCP configuration

dpi Deep Packet Inspection configuration

entity Entity configuration

firewall Firewall configuration

interface Interface configuration. See show
running-config interface for further
options.
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Parameter Description

ip Internet Protocol (IP) configuration
ip pim dense-mode PIM-DM configuration

ip pim sparse-mode PIM-SM configuration

ip route IP static route configuration
ip-reputation IP Reputation configuration

ips IPS configuration

ipsec Internet Protocol Security (IPsec)

configuration

ipv6 Internet Protocol version 6 (IPv6)
configuration

ipv6 access-list IPv6 ACL configuration

ipv6 mroute IPv6 multicast route configuration
ipv6 prefix-list IPv6 prefix list configuration

ipv6 route IPv6 static route configuration
isakmp Internet Security Association Key

Management Protocol (ISAKMP)
configuration

key chain Authentication key management
configuration

[2tp-profile L2TP tunnel profile configuration
lldp LLDP configuration
log Logging utility configuration
malware-protection Malware protection configuration
nat Network Address Translation configuration
power-inline Power over Ethernet (PoE) configuration
policy-based-routing Policy-based routing (PBR) configuration
pppoe-ac PPPoE access concentrator configuration
prefix-list Prefix-list configuration
route-map Route-map configuration
router Router configuration
router-id Configuration of the router identifier for
this system

security-password Strong password security configuration
snmp SNMP configuration
ssh Secure Shell configuration
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Parameter Description
switch Switch configuration
web-control Web Control configuration

Mode Privileged Exec and Global Configuration

Example To display the current configuration of your device, use the command:

awplus# show running-config

Output Figure 3-12: Example output from show running-config

awplus#show running-config
!

service password-encryption
1

no banner motd

!

username manager privilege 15 password 8 $1$bJoVec4D$SIwOJGPr7YqoExAOGVasdEQ
!

service ssh

!

no service telnet

!

service http

|l

no clock timezone

line con O

line vty 0 4
1

end
Related copy running-config
commands . -
show running-config interface
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show running-config interface

Overview This command displays the current configuration of one or more interfaces on the
device.

You can optionally limit the command output to display only information for a
given protocol or feature. The features available depend on your device and will be
a subset of the features listed in the table below.

Syntax show running-config interface
show running-config interface <interface-list>
show running-config interface <interface-1list> <feature>
show running-config interface <interface-1list> ip <feature>

show running-config interface <interface-1ist> ipv6 <feature>

Parameter Description

<interface-list> The interfaces or ports to display information about. An
interface-list can be:

« aVLAN (e.g.vlan2)

+ aswitchport (e.g. port1.0.4)

+ astatic channel group (e.g. sa2)

+ adynamic (LACP) channel group (e.g. po2)
+ theloopbackinterface (lo)

« acontinuous range of interfaces separated by a hyphen
(e.g. vlan10-20)

« acomma-separated list (e.g.vlan1,vlan10-20). Do not mix
interface types in a list.

The specified interfaces must exist.

cfm Displays running configuration for CFM (Connectivity Fault
Management) for the specified interfaces.

dotlx Displays running configuration for 802.1X port
authentication for the specified interfaces.

lacp Displays running configuration for LACP (Link Aggregation
Control Protocol) for the specified interfaces.

ip igmp Displays running configuration for IGMP (Internet Group
Management Protocol) for the specified interfaces.

ip multicast Displays running configuration for general multicast
settings for the specified interfaces.

ip pim sparse-mode Displays running configuration for PIM-SM (Protocol
Independent Multicast - Sparse Mode) for the specified
interfaces.
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Mode
Default

Examples

Output
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Parameter Description

ip pim dense-mode Displays running configuration for PIM-DM (Protocol
Independent Multicasting - Dense Mode) for the specified
interfaces.

mstp Displays running configuration for MSTP (Multiple
Spanning Tree Protocol) for the specified interfaces.

ospf Displays running configuration for OSPF (Open Shortest
Path First) for the specified interfaces.

rip Displays running configuration for RIP (Routing Information
Protocol) for the specified interfaces.

ipv6 rip Displays running configuration for RIPng (RIP for IPv6) for
the specified interfaces.

ipv6 ospf Displays running configuration for IPv6é OSPF (Open
Shortest Path First) for the specified interfaces.

ipv6 pim Displays running configuration for PIM-SM (Protocol

sparse-mode Independent Multicast - Sparse Mode) for the specified
interfaces.

rstp Displays running configuration for RSTP (Rapid Spanning

Tree Protocol) for the specified interfaces.

stp Displays running configuration for STP (Spanning Tree
Protocol) for the specified interfaces.

Privileged Exec and Global Configuration

Displays information for all protocols on all interfaces

To display the current running configuration of your device for ports 1 to 4, use the
command:

awplus# show running-config interface portl.0.l-portl.0.4

To display the current running configuration of a device for vlan2, use the
command:

awplus# show running-config interface vlan2

To display the current OSPF configuration of your device for ports 1 to 4, use the
command:

awplus# show running-config interface portl.0.l-portl.0.4 ospf

Figure 3-13:  Example output from show running-config interface for a
switchport

awplus#show running-config interface portl.0.2
|

interface portl.0.2

switchport

switchport mode access
|
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Related copy running-config

commands . .
show running-config
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show startup-config

Overview This command displays the contents of the start-up configuration file, which is the
file that the device runs on start-up.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

Syntax show startup-config
Mode Privileged Exec

Example To display the contents of the current start-up configuration file, use the
command:

show startup-config

Output Figure 3-14: Example output from the show startup-config command

awplus#show startup-config
!

service password-encryption
i

no banner motd

!

username manager privilege 15 password 8 $1$bJoVec4D$SIwWOJIGPr7YgoExXAOGVasdEQD
!

service ssh

!

no service telnet

!

service http

i

no clock timezone

line con O

line vty 0 4
i

end
Related boot config-file backup

commands . .
copy running-config
copy startup-config
erase startup-config
show boot
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FILE AND CONFIGURATION MANAGEMENT COMMANDS
SHOW VERSION

show version

Overview This command displays the version number and copyright details of the current
AlliedWare Plus™ OS your device is running.

Syntax show version
Mode User Exec and Privileged Exec

Example To display the version details of your currently installed software, use the
command:

awplus# show version

Related boot system backup

commands
show boot
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STRICT-USER-PROCESS-CONTROL

strict-user-process-control

Overview

Syntax

Default
Mode

Usage notes

Example

Related
commands

Command
changes
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Use this command to enable Strict User Process Control. This protects sensitive
system files from unnecessary user access. The affected commands are file and
directory manipulation commands and trigger scripting commands.

Use the no variant of this command to turn off Strict User Process Control.

strict-user-process-control

no strict-user-process-control
Disabled.
Global Configuration

In order to maintain backward compatibility, Strict User Process Control is disabled
by default. When you enter the strict-user-process-control command, it prompts
you for a password. Make the password different from any existing privileged
management passwords. Store the password carefully and securely, because you
will need it if you want to disable the feature using the no variant of the command.

The command must be entered from a physical console; entering it from a remote
login session is not allowed for extra security.

You can use the show running-config command to confirm whether Strict User
Process Control is on or off. If the feature is running the output will contain the
command strict-user-process-control.

To protect sensitive system files from access, use the commands:

configure terminal

strict-user-process-control

show running-config

Version 5.5.2-2.1: command added
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UNMOUNT

unmount

Overview

Syntax

Mode

Example

Related
commands

Command
changes
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Use this command to unmount an external storage device. We recommend you
unmount storage devices before removing them, to avoid file corruption. This is
especially important if files may be automatically written to the storage device,
such as external log files or AMF backup files.

unmount usb

unmount usb member [<stack-ID>]

Parameter Description

usb Unmount the USB storage device.

member <stack-ID> Stack member number, from 1 to 8.

Privileged Exec

To unmount a USB storage device and safely remove it from the device, use the
command:

awplus# unmount usb

clear log external
log external
show file systems
show log config

show log external

Version 5.4.7-1.1: command added
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write file

Overview This command copies the running-config into the file that is set as the current
startup-config file. This command is a synonym of the write memory and copy
running-config startup-config commands.

Syntax write [file]
Mode Privileged Exec

Example To write configuration data to the start-up configuration file, use the command:
awplus# write file
Related copy running-config
commands .
write memory

show running-config
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WRITE MEMORY

write memory

Overview

Syntax
Mode

Example

Related
commands
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This command copies the running-config into the file that is set as the current
startup-config file. This command is a synonym of the write file and copy
running-config startup-config commands.

write [memory]
Privileged Exec

To write configuration data to the start-up configuration file, use the command:

awplus# write memory

copy running-config
write file

show running-config
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WRITE TERMINAL

write terminal

Overview This command displays the current configuration of the device. This command is a
synonym of the show running-config command.

Syntax write terminal
Mode Privileged Exec

Example To display the current configuration of your device, use the command:

awplus# write terminal

Related show running-config
commands

C613-50619-01 Rev B Command Reference for x950 Series 227
AlliedWare Plus™ Operating System - Version 5.5.3-0.x



User Access
Commands

Introduction

Overview

Command List
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This chapter provides an alphabetical reference of commands used to configure
user access.

. “aaa authentication enable default local” on page 230

. “aaa local authentication attempts lockout-time” on page 231

. “aaa local authentication attempts max-fail” on page 232

. “aaa login fail-delay” on page 233

. “clear aaa local user lockout” on page 234

. “clear line console” on page 235

. “clear line vty” on page 236

. “enable password” on page 237

. “enable secret (deprecated)” on page 239

. “exec-timeout” on page 240

. “flowcontrol hardware (asyn/console)” on page 242

. “length (asyn)” on page 244

. “line” on page 245

. “privilege level” on page 247

. “security-password history” on page 248

. “security-password forced-change” on page 249

. “security-password lifetime” on page 250

. “security-password min-lifetime-enforce” on page 251

. “security-password minimum-categories” on page 252

. “security-password minimum-length” on page 253
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. “security-password reject-expired-pwd” on page 254
. “security-password warning” on page 255

. “service advanced-vty” on page 256

. “service password-encryption” on page 257

. “service telnet” on page 258

. “service terminal-length (deleted)” on page 259

. “show aaa local user locked” on page 260

. “show privilege” on page 262

. “show security-password configuration” on page 263
. “show security-password user” on page 264

. “show telnet” on page 265

. “show users” on page 266

. “strict-user-process-control” on page 267

. “telnet” on page 268

. “telnet server” on page 269
. “terminal length” on page 270
. “terminal resize” on page 271
. “username” on page 272
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AAA AUTHENTICATION ENABLE DEFAULT LOCAL

aaa authentication enable default local

Overview

Syntax

Default
Mode

Usage notes

Examples

Related
commands
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This command enables local privilege level authentication.

Use the no variant of this command to disable local privilege level authentication.

aaa authentication enable default local

no aaa authentication enable default
Local privilege level authentication is enabled by default.
Global Configuration

The privilege level configured for a particular user in the local user database is the
privilege threshold above which the user is prompted for an enable (Privileged
Exec mode) command.

To enable local privilege level authentication, use the following commands:
awplus# configure terminal

awplus (config)# aaa authentication enable default local

To disable local privilege level authentication, use the following commands:
awplus# configure terminal

awplus (config)# no aaa authentication enable default

aaa authentication login
enable (Privileged Exec mode)
enable password

enable secret (deprecated)
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AAA LOCAL AUTHENTICATION ATTEMPTS LOCKOUT-TIME

aaa local authentication attempts
lockout-time

Overview

Syntax

Mode
Default

Usage notes

Examples

Related
commands
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This command configures the duration of the user lockout period.

Use the no variant of this command to restore the duration of the user lockout
period to its default of 300 seconds (5 minutes).

aaa local authentication attempts lockout-time <lockout-time>

no aaa local authentication attempts lockout-time

Parameter Description

<lockout-time> <0-10000>. Time in seconds to lockout the user.

Global Configuration
The default for the lockout-time is 300 seconds (5 minutes).

While locked out all attempts to login with the locked account will fail. The lockout
can be manually cleared by another privileged account using the clear aaa local
user lockout command.

To configure the lockout period to 10 minutes (600 seconds), use the commands:

awplus# configure terminal

awplus (config)# aaa local authentication attempts lockout-time
600

To restore the default lockout period of 5 minutes (300 seconds), use the
commands:

awplus# configure terminal

awplus (config)# no aaa local authentication attempts
lockout-time

aaa local authentication attempts max-fail
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AAA LOCAL AUTHENTICATION ATTEMPTS MAX-FAIL

aaa local authentication attempts max-fail

Overview

Syntax

Mode

Default

Usage

Examples

Related
commands
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This command configures the maximum number of failed login attempts before a
user account is locked out. Every time a login attempt fails the failed login counter
is incremented.

Use the no variant of this command to restore the maximum number of failed
login attempts to the default setting (five failed login attempts).

aaa local authentication attempts max-fail <failed-logins>

no aaa local authentication attempts max-fail

Parameter Description

<failed-logins> <1-32>.Number of login failures allowed before locking out a
user.

Global Configuration

The default for the maximum number of failed login attempts is five failed login
attempts.

When the failed login counter reaches the limit configured by this command that
user account is locked out for a specified duration configured by the aaa local
authentication attempts lockout-time command.

When a successful login occurs the failed login counter is reset to 0. When a user
account is locked out all attempts to login using that user account will fail.

To configure the number of login failures that will lock out a user account to two
login attempts, use the commands:

awplus# configure terminal

awplus (config)# aaa local authentication attempts max-fail 2

To restore the number of login failures that will lock out a user account to the
default number of login attempts (five login attempts), use the commands:

awplus# configure terminal

awplus (config)# no aaa local authentication attempts max-fail

aaa local authentication attempts lockout-time

clear aaa local user lockout
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AAA LOGIN FAIL-DELAY

aaa login fail-delay

Overview

Syntax

Default
Mode

Example

Related
commands
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Use this command to configure the minimum time period between failed login
attempts. This setting applies to login attempts via the console, SSH and Telnet.

Use the no variant of this command to reset the minimum time period to its default
value.

aaa login fail-delay <I1-10>

no aaa login fail-delay

Parameter Description
<1-10> The minimum number of seconds required between login
attempts
1 second

Global configuration

To apply a delay of at least 5 seconds between login attempts, use the following
commands:

awplus# configure terminal

awplus (config)# aaa login fail-delay 5

aaa authentication login
aaa local authentication attempts lockout-time

clear aaa local user lockout

Command Reference for x950 Series 233
AlliedWare Plus™ Operating System - Version 5.5.3-0.x



USER ACCESS COMMANDS
CLEAR AAA LOCAL USER LOCKOUT

clear aaa local user lockout

Overview Use this command to clear the lockout on a specific user account or all user
accounts.

Syntax clear aaa local user lockout {username <username>|all}

Parameter Description

username Clear lockout for the specified user.

<username>  Specifies the user account.

all Clear lockout for all user accounts.

Mode Privileged Exec

Examples To unlock the user account ‘bob’ use the following command:
awplus# clear aaa local user lockout username bob
To unlock all user accounts use the following command:
awplus# clear aaa local user lockout all

Related aaalocal authentication attempts lockout-time
commands
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CLEAR LINE CONSOLE

clear line console

Overview

Syntax

Mode

Example

Related
commands
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This command resets a console line. If a terminal session exists on the line then the
terminal session is terminated. If console line settings have changed then the new
settings are applied.

clear line console 0

Privileged Exec

To reset the console line (asyn), use the command:

awplus# clear line console O

[o)

clear line vty

% The new settings for console line 0 have been applied

flowcontrol hardware (asyn/console)

line

show users
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CLEAR LINE VTY

clear line vty

Overview

Syntax

Mode

Example

Related
commands
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This command resets a VTY line. If a session exists on the line then it is closed.

clear line vty <0-32>

Parameter Description

<0-32> Line number

Privileged Exec

To reset the first VTY line, use the command:

awplus# clear line vty 1

privilege level
line
show telnet

show users
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ENABLE PASSWORD

enable password

Overview Use this command to set a local password to control access to elevated privilege
levels.

Use the no version of the command to remove the password.

Note that the enable secret (deprecated) command is an outdated alias for the
enable password command.

Secure mode In secure mode, the enable password command allows changing privilege level
up to the level configured for the current user, and will require a password if one
has been configured for that privilege level.

Syntax enable password [8] <password>
enable password level <1-15> [8] <password>

no enable password [level <I1-15>]

Parameter Description

<password>  The password.The password can be up to 32 characters in length and
include characters from up to four categories. The password
categories are:

+ uppercase letters: Ato Z
+ lowercase letters:ato z
+ digits:0to 9

«+ special symbols: all printable ASCII characters not included in the
previous three categories. The question mark ? cannot be used as
it is reserved for help functionality.

8 The parameter 8 means that the password that follows is in hashed
form, not plain text. Do not type this 8 when creating a password
with this command; it is only used in configuration files. In
configuration files, the device prints 8 in front of passwords, to
indicate that it is displaying the password in its hashed form.

Note that the user needs to enter the plain-text version of the
password when logging in.

level Privilege level <1-15>. Level for which the password applies. You can
specify up to 16 privilege levels, using numbers 1 through 15. Level 1
is normal EXEC-mode user privileges for User Exec mode. If this
argument is not specified in the command or the no variant of the
command, the privilege level defaults to 15 (enable mode privileges)
for Privileged Exec mode. A privilege level of 7 can be set for
intermediate CLI security.

Default Level 15

Mode Global Configuration
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ENABLE PASSWORD

Usage notes This command enables the Network Administrator to set a password for entering
the Privileged Exec mode when using the enable (Privileged Exec mode)
command.

You can use this command to give a user an intermediate CLI security level
(privilege level 7). Such users can access all the show commands in Privileged Exec
mode and all the commands in User Exec mode, but not any configuration
commands in Privileged Exec mode.

The device stores passwords in hashed form in configuration files, unless you
disable service password-encryption.

Related enable (Privileged Exec mode)
commands enable secret (deprecated)
service password-encryption
privilege level
show privilege

username

show running-config
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ENABLE SECRET (DEPRECATED)

enable secret (deprecated)

Overview This command has been deprecated. It has been replaced by the enable password
command.
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EXEC-TIMEOUT

exec-timeout

Overview

Syntax

Default

Mode

Usage notes

Examples

C613-50619-01 Rev B

This command sets the interval your device waits for user input from either a
console or VTY connection. Once the timeout interval is reached, the connection is
dropped. This command sets the time limit when the console or VTY connection
automatically logs off after no activity.

The no variant of this command removes a specified timeout and resets to the
default timeout (10 minutes).

exec—-timeout {<minutes>} [<seconds>]

no exec-timeout

Parameter Description

<minutes> <0-35791> Required integer timeout value in minutes

<seconds> <0-2147483> Optional integer timeout value in seconds

The default for the exec-timeout command is 10 minutes and 0 seconds
(exec-timeout 10 0).

Line Configuration

This command is used set the time the telnet session waits for an idle VTY session,
before it times out. An exec-timeout 0 0 setting will cause the telnet session to
wait indefinitely. The command exec-timeout 0 0 is useful while configuring a
device, but reduces device security.

If no input is detected during the interval then the current connection resumes. If
no connections exist then the terminal returns to an idle state and disconnects
incoming sessions.

To set VTY connections to timeout after 2 minutes, 30 seconds if there is no
response from the user, use the following commands:

awplus# configure terminal

awplus (config)# line vty 0 32

awplus (config-line)# exec—-timeout 2 30

To reset the console connection to the default timeout of 10 minutes 0 seconds if
there is no response from the user, use the following commands:

awplus# configure terminal

awplus (config)# line console 0
awplus (config-1line)# no exec-timeout
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EXEC-TIMEOUT

Related line

commands .
service telnet

show running-config
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FLOWCONTROL HARDWARE (ASYN/CONSOLE)

flowcontrol hardware (asyn/console)

Overview

Syntax

Mode
Default

Usage notes
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Use this command to enable RTS/CTS (Ready To Send/Clear To Send) hardware
flow control on a terminal console line (asyn port) between the DTE (Data Terminal
Equipment) and the DCE (Data Communications Equipment).

flowcontrol hardware

no flowcontrol hardware
Line Configuration
Hardware flow control is disabled by default.

Hardware flow control makes use of the RTS and CTS control signals between the
DTE and DCE where the rate of transmitted data is faster than the rate of received
data. Flow control is a technique for ensuring that a transmitting entity does not
overwhelm a receiving entity with data. When the buffers on the receiving device
are full, a message is sent to the sending device to suspend the transmission until
the data in the buffers has been processed.

Hardware flow control can be configured on terminal console lines (e.g. asyn0). For
Reverse Telnet connections, hardware flow control must be configured to match

on both the Access Server and the Remote Device. For terminal console sessions,
hardware flow control must be configured to match on both the DTE and the DCE.
Settings are saved in the running configuration. Changes are applied after reboot,
clear line console, or after closing the session.

Use show running-config and show startup-config commands to view hardware
flow control settings that take effect after reboot for a terminal console line. See
the show running-config command output:

awplus#show running-config
l§
line con 1
speed 9600
mode out 2001
flowcontrol hardware

Note that line configuration commands do not take effect immediately. Line
configuration commands take effect after one of the following commands or
events:

. issuing a clear line console command
. issuing a reboot command
. logging out of the current session
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FLOWCONTROL HARDWARE (ASYN/CONSOLE)

Examples To enable hardware flow control on terminal console line asyn0, use the
commands:

awplus# configure terminal
awplus (config)# line console O
awplus (config-line)# flowcontrol hardware

To disable hardware flow control on terminal console line asyn0, use the
commands:

awplus# configure terminal
awplus (config)# line console 0
awplus (config-line)# no flowcontrol hardware
Related clear line console
commands

show running-config

speed (asyn)
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LENGTH (ASYN)

length (asyn)

Overview

Syntax

Mode

Default

Usage notes

Examples

Related
commands
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Use this command to specify the number of rows of output that the device will
display before pausing, for the console or VTY line that you are configuring.

The no variant of this command restores the length of a line (terminal session)
attached to a console port or to a VTY to its default length of 22 rows.

length <0-512>

no length

Parameter Description

<0-512> Number of lines on screen. Specify 0 for no pausing.

Line Configuration

The length of a terminal session is 22 rows. The no length command restores the
default.

If the output from a command is longer than the length of the line the output will
be paused and the ‘~More-' prompt allows you to move to the next screen full of
data.

A length of 0 will turn off pausing and data will be displayed to the console as long
as there is data to display.

To set the terminal session length on the console to 10 rows, use the commands:
awplus# configure terminal

awplus (config)# line console 0

awplus (config-1line)# length 10

Toreset the terminal session length on the console to the default (22 rows), use the
commands:

awplus# configure terminal

awplus (config)# line console 0

awplus (config-1line)# no length

To display output to the console continuously, use the commands:
awplus# configure terminal

awplus (config)# line console 0

awplus (config-line)# length 0

terminal resize

terminal length
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LINE

ine

Overview

Syntax

Mode

Usage notes

Examples
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Use this command to enter line configuration mode for the specified VTYs or the
console. The command prompt changes to show that the device is in Line
Configuration mode.

line vty <first-line> [<last-line>]

line console 0

Parameter Description

<first-line> <0-32> Specify the first line number.

<last-line>  <0-32> Specify the last line number.

console The console terminal line(s) for local access.

vty Virtual terminal for remote console access.

Global Configuration

This command puts you into Line Configuration mode. Once in Line Configuration
mode, you can configure console and virtual terminal settings, including setting
speed (asyn), length (asyn), privilege level, and authentication (login
authentication) or accounting (accounting login) method lists.

To change the console (asyn) port spee