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ip gratuitous-arp-link . . .. ... 717
PR o oo e e e 719
ipicmperror-interval . . ... ... e 720
ipicmp-timestamp . . . .. . e e 721
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ipirdpbroadcast . . ... .. ... ... . . ... 723
ipirdpholdtime . . . . ... ... . ... 724
ipirdplifetime . . . . .. ... . e 725
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ipirdpmulticast . . . ... ... . . e 730
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iplocal-proxy-arp . . . .. e 733
P PIOXY-aID o v v e e e e e e e e e e 734
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iptecp-timestamp . . . .. ... e 736
ipunreachables . . . ... ... ... ... 737
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PING o e e e e e 740
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routeripirdp . . . .o e 742

ShoWw arp . ... e 743
show debuggingippacket . . . ... ... .. 745
showip flooding-nexthops . . . .. ...... ... ... ... ... .. .. ..... 746
showipforwarding . ... ...... ... .. . . . . . . . 747
showipinterface . . ... ... ... .. . . .. 748
showipirdp . ... o e 749
showipirdpinterface . ... .. ... ... ... i 750
showipsockets . . ... .. e 752
showiptraffic .. ... ... .. . . . . . 755
CPAUMP . . e e e 757
traceroute. . . . . .. e 758
undebugip packetinterface . . . . ... ... .. .. 759
undebugipirdp . . . .. e 760
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ip dns forwardingdomain-list . . ............ .. ... ... ... ..., 762
ipdomain-list . . ... ... .. .. 763
ipdomain-lookup . . . ... ... .. 764
ipdomain-name . .. .. ... ... 765
P NAME-SEIVEL . . o i i e et e e e e e e e e e e 766
ip name-server preferred-order . . ... ... ... ... 768
ShOW hosts . . . . . o 769
showipdomain-list . ......... .. . .. .. . . . .. 770
showipdomain-name. . . ... ... ... . ... 771
showipname-server . . . ... . i 772
Chapter 19: IPv6Commands . .. ....ov ittt neronenecsnssonennsss 773
INtroduction . . . . . e e 773
clearipvbneighbors . . .. ... ... ... 775
PVO address . . .. i e e 776
ipv6 addressautoconfig. . . .. ... ... ... e 777
ipv6addresssuffix .. ... ... ... . ... 779
ipveenable . . . ... 780
ipv6 euib4-linklocal . . . . ... ... ... .. 782
ipveforwarding . . ... .. ... 783
ipvéicmperror-interval . . . .. ... e 784
ipv6 multicast forward-slow-path-packet. . . .. ................. 785
ipv6 nd accept-ra-default-routes . ... ....... ... ... ... ... . ... 786
ipvé ndaccept-ra-pinfo . . . . ... .. e 787
ipv6 nd current-hoplimit . ... ....... ... ... . . . . . . ... 788
ipvénddnssearch-list. . ........ ... ... . . . . . . . . 789
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ipv6 nd route-information . .. ...... .. ... ... . . ... .. 800

ipvé nd router-preference . .. ... ... e 801
IPVO NA SUPPIESS-Ta & v v vt e e e e e et e e e e e e e e 802
ipvb neighbor . . . . ... . . e 803
ipv6 opportunistic-nd . . . ... 804
PVOIOULE . . . . . e e e 805
ipv6 unreachables . ... ... ... ... . . . ... 807
optimistic-nd . . . . . . ... e 808
PINGIPVO . . . e e e e e 809
showipv6forwarding .. ....... ... . ... ... . 811
showipvbinterface. . . . .. ... .. . . . 812
showipvbneighbors. . ... ... ... ... . .. .. 813
Showipvbroute . . . . .. .. e 814
showipvb route sUMmMary . ... ... ..ttt 816
tracerouteipvl . . . . . o i e e e e e 817
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Introduction . . ... ... . e 818
interface tunnel (ipv6Ip) . . . . . . o oottt e 819
show platformmemtunnel . ... ..... ... ... ... . .. .. ... ... 820
tunnel destination (ipv6ip) . . . . . . . . e 821
tunnel mode (ipvbip) . . . . . . o o i i e 823
tunnel source (ipvbip) . . . . oo it i e e 824
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Introduction . . .. ... . . . e 826
P rOULE . . e e e e e e 827
PVOIOULE . . . . . e e 829
maximum-paths. . . ... ... e 831
showiproute . ... ... . ... e 832
showiproutedatabase . .. ...... ... ... .. .. . . . . 834
showiproutesummary . . ... ... 835
ShOWIpVO roUte . . . . o o e 836
showipvb route summary . .. ... .. .. ..ttt 838
Chapter 22: RIPCommands. ........c.itiiitiernnnronsnensnnsonas 839
INtroduction . . . .. e e 839
accept-lifetime. . . . ... . 841
alliedware-behavior . . ... ... ... . ... 843
cisco-metric-behavior (RIP) . . . . ... ... . ... . 845
clearipriproute. . ... ... 846
debugrip . . .. 847
default-information originate (RIP) . . . . ... ... ... ... ... ...... 848
default-metric(RIP) . . . . . . . ... . 849
distance (RIP) . . . . . o o i i e 850
distribute-list (RIP) . .. ... ... . . . 851
fullupdate (RIP) . .. ... . e 852
ipsummary-addressrip . . ... .. 853
ip rip authenticationkey-chain . ................ ... ... ... ... 854
ipripauthenticationmode . . . ... ... ... . .. . 856
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ipripreceive-packet . . ... .. e 860
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ipripreceive version . . . .. .. ... e 861

ipripsend-packet. . . .. ... .. ... 862
ipripsendversion . ... ... e 863
ip rip send version T-compatible . ... ........ ... ... ... .. ... 864
ipripsplit-horizon . . ... ... . .. e 865
KOy v e e e 866
keychain . . ... . e 867
Key-String . . . oo i e e 868
maximum-prefix . .. ... 869
neighbor (RIP) . . . ... . . . e 870
network (RIP) . . . . . o 871
offset-list (RIP) . . . . . . o e 872
passive-interface (RIP) . . . . .. .. i e 873
recv-buffer-size (RIP) . . . .. .. ... . . 874
redistribute (RIP) . . .. ... . . 875
restartripgraceful . ... ... .. ... e 876
riprestart grace-period . .. ... ... e 877
route (RIP) . . . . . o e 878
010 =T gl T o T 879
send-lifetime . . . . .. .. . 880
showdebuggingrip . . ... ... . . 882
showipprotocolsrip. . . ... ... 883
SHOW P D . oo 884
showipripdatabase . . . . ... ... .. .. ... .. 885
showipripinterface . . ...... ... . 886
timers (RIP) . . . . o e e 887
undebugrip ... e 888
version (RIP) . . . . . . . 889
PART 4: MulticastApplications . . . . . .. ... ittt ittt ettt 890
Chapter 23: IGMP SnoopingCommands . .. .......cccvitteeeenessnnes 891
Introduction . . . .. ... 891
cearipigmp . . ..o 893
clearipigmpgroup . . ... .. e 894
clearipigmpinterface . . . .. ... .. L 895
debugigmp . ... e 896
ipigmpflood-group . .. ... ... .. ... 897
ipigmp flood specific-query . . .. ... ... ... 899
iPigMpP Maximum-groups . . . . v vt et e e et e e e e e 900
IPIgMPSNOOPING . . . o v e e e 902
ipigmp snoopingfast-leave . .. ..., ... . ... . 903
ipigMmpP sNOOPING MIOULEr . . . . . . ot e e e e e e e 904
ipigmpsnooping querier. . . ... ..ot e e 905
ip igmp snooping report-suppression . . . . ... ..o 906
ipigmp snoopingroutermode . ... ... ... . e 907
ip igmp snooping source-timeout ... ... . ... . ... . . . ... 909
ipigmp snooping tcnquerysolicit . . . ... ... .. . L. 910
ipigmpstatic-group . . . . . ... e 912
ipigmptrusted . ... .. . e 914
IPIgMP VEISION . . . e e e 915
showdebuggingigmp . ....... .. . . . ... 916
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showipigmp groups . .. ... .. i 917

showipigmpinterface ... ........ ... ... . ... 919
show ipigmp snoopingmrouter . ... ......... .. 0., 921
show ip igmp snoopingroutermode . . . . .......... ... ... . ... 922
show ip igmp snooping source-timeout . ..................... 923
show ip igmp snooping statistics . . . .. ......... ... ... . . ... .. 924
undebugigmp ... e 926
Chapter 24: MLD SnoopingCommands . . . ... ...coiittteeeeeronennas 927
INtroduction . . .. .. e e 927
clearipvemld . . ... . 928
clearipvémldgroup . . . .. ... . 929
clearipvémldinterface . . ... ... ... ... . .. . e 930
debugmld . . ... . 931
IPVO MId acCess-groUpP . . v v v v vt e e 932
ipv6 mld immediate-leave . . ... ... ... . ... ... . . . . 933
ipvomldlimit . ... e 934
ipvomldsnooping . ... . ... e 936
ipv6 mld snooping fast-leave . ........... ... . . . . ... ... ... 938
ipvé mld snooping mrouter . ... ... ... ... 939
ipv6 mld snooping querier . . ... ... i e 941
ipv6 mld snooping report-suppression . . .. ... ... 942
ipvé mldstatic-group . . .. ... e 944
showdebuggingmld . ......... ... . ... .. . . . . . 946
showipvbmldgroups . . . . ... 947
showipvémldinterface. . . . ... ... ... .. . ... 948
show ipv6 mld snoopingmrouter ... ........... ... . ... ..... 949
show ipv6 mld snooping statistics . .. ....................... 950
PART 5: AccessandSecurity . . . . ... v ittt it i i i i e 951
Chapter 25: IPv4 Hardware Access Control List (ACL)Commands ........... 952
INtroduction . . . . . e e 952
ACCESS-IOUP .« o v v e e e e e e e e e e e e e e e e e e 955
access-list (numbered hardware ACLforICMP) . .. ............... 957
access-list (numbered hardware ACL for IP packets) . . .. ........... 961
access-list (numbered hardware ACL for IP protocols) . . .. .......... 964
access-list (numbered hardware ACL for MAC addresses) .. ......... 969
access-list (numbered hardware ACLforTCPorUDP) . ... ... ....... 972
access-list hardware (named hardware ACL) . . . . ... ............. 976
acl-groupipaddress . . ... . 978
acl-group ip POrt . . oo 979
(acl-groupipportrange) . ... .. ... .. 980
clearaccess-listcounters . ... .. ... ... .. ... 982
commit (IPV4) . . . e 983
ip(ip-host-group) . . . . . i 984
(named hardware ACLentryforICMP) . . . ... ... ... ... ..., 986
(named hardware ACL entry for IP packets) . ................... 990
(named hardware ACL entry for IP protocols) . ... ............... 995
(named hardware ACL entry for MAC addresses) . . . ... .......... 1001
(named hardware ACL entry for TCPorUDP) .. ................ 1004
platform acls-to-vlanclassifiers .. ......................... 1008
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SHOW @CCeSS-grOUP .« . & v v oot e e e e e 1010

show access-list (IPv4 Hardware ACLs) . . .......... . ... ..... 1011
show access-listcounters . . .. .. ... . i 1013
show acl-groupipaddress . . ... ... ... .. .. 1015
show acl-groupipport . ....... .. .. e 1016
show interfaceaccess-group . . . . . . .. oot 1017
Chapter 26: IPv4 Software Access Control List (ACL)Commands . . . ........ 1018
Introduction . . ... ... e 1018
access-listextended (named) . ....... ... ... . . ... ... 1020
access-list (extended numbered) . ... ... ... o oL 1028
(access-list extended ICMPfilter) . .. ...... ... .. .. . . . . . . . ... 1031
(access-list extended IPfilter) . .. ...... ... ... . . .. . . . .. . . ... 1033
(access-list extended IP protocolfilter) . ..................... 1036
(access-list extended TCP UDPfilter) . . . . .. ... ... ... .. ... ..... 1040
access-liststandard (named) . . . . ... ... . . 1043
access-list (standard numbered) . ... ... ... . ... . . o L. 1045
(access-list standard namedfilter) . ........... .. .. ... . . . ... 1047
(access-list standard numberedfilter) . .. ... ... ... ... .. .... 1049
maximume-access-list (deleted) . ... ....... ... ... ... ...... 1051
show access-list (IPv4 Software ACLS) . . . ........ ... ... .. .... 1052
showipaccess-list . .......... . . .. ..., 1054
vty access-class (numbered) . . ... ... ..o 1055
Chapter 27: IPv6 Hardware Access Control List (ACL) Commands .......... 1056
Introduction . . ... ... e 1056
acl-groupipvbaddress . ... ... ... 1058
clearaccess-listcounters . ... ... ... ... ... 1059
commit (IPV6) . . . . . i e e 1060
ipV6 (IPV6-hOSt-group) . . . . v v v ottt e e 1061
ipv6 access-list (named IPv6 hardware ACL) . . ................. 1063
ipvé traffic-filter . . . ... ... .. 1065
(named IPv6 hardware ACL: ICMPentry) . .................... 1067
(named IPv6 hardware ACL: IPv6 packetentry) . ... ............. 1071
(named IPv6 hardware ACL: IP protocolentry) . ................ 1075
(named IPv6 hardware ACL: TCPorUDPentry) . ................ 1080
platform acls-to-vlanclassifiers . .......................... 1084
show access-listcounters . . .. .. ... oo i e 1086
show acl-groupipv6address. . . . ... .. . e 1088
show ipv6 access-list (IPv6 Hardware ACLs) . .. ................ 1089
Chapter 28: IPv6 Software Access Control List (ACL)Commands . . . ........ 1090
Introduction . . ... ... e 1090
ipv6 access-liststandard (named). . . . ...... ... .. . . .. 1092
(ipv6 access-list standard filter) . ... ....................... 1094
show ipv6 access-list (IPv6 Software ACLs) . . .................. 1096
vty ipv6 access-class(named) . ... ....... ... . ... . ... ... 1097
Chapter 29: QoSCommands .. ... tvittvertrotrts ot ceseoas 1098
Introduction . . ... ... e 1098
Class . . e 1101
Class-Map . . . .o e e e 1102
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clear mls qos interface policer-counters. . . .. ................. 1103

clear mls gos interface queue-counters . . .. ...........o ... 1104
default-action . . ... ... . ... . 1105
description (QoS policy-map) . .. ... . ... 1106
egress-rate-limit . . . . .. ... 1107
egress-rate-limitoverhead . .. ........ ... ... ... ... . ... 1108
match access-group . . ... .. e 1109
Match COS . . . . o e 1111
matchdscp . . . ..o i e 1112
match eth-formatprotocol . . .. ...... ... ... ... .. . . . . .. ... 1113
matchip-precedence ... ... ... ... . . . ... e 1116
matchmac-type . . . . .. ... 1117
matchtcp-flags ... ... .. . . 1118
matchtpid . ... ... . . . . . 1119
matchvlan . .. ... . . . e 1120
mls qos aggregate-policeaction ... .......... ... .. . . ...... 1121
mls qos aggregate-policecounters. . . .. ...... ... . . ... 1123
MISOS COS . v v v ot e 1124
milsqgosenable. . . ... ... ... .. 1125
MISQOS MAP COS-QUEUE . .« . v v v e e e e e e e e et e e e e e e e e 1126
misqosmap premark-dscp. . . ... ... 1127
MIS QOS QUBUE .« & & v v et et e e e e e e et e e e e e 1129
MIS QOS QUEUE NAME . . . o v vt e e e e e e e e e e e e et 1130
misqosscheduler-set . ... ... ... ... ... . . . .. . . .. 1131
mls qos scheduler-set priority-queue . .. .......... .. ........ 1132
mls qos scheduler-set wrr-queue group . . ... ... .. 1133
NopPolice . .. i e 1134
police-aggregate . .. ... .. ... e 1135
policecounters . ... ... ... .. e 1136
police single-rateaction. . . . ... ... ... . ... 1137
policetwin-rateaction. . . . . ... ... .. .. ... 1138
POlICY-Map . . e 1140
service-policy input . . .. ... 1141
setbandwidth-class . ... ....... ... . . . .. ... . . . . 1142
SELCOS & o i e e e e e e e 1144
St ASCP .« v e 1146
S QUEBUE . .t e e e e e e e e e e e e e 1148
showclass-map . .. ... ... . . 1150
ShowmIsS oS . . . o oo 1151
show mls qos aggregate-policer ... .......... ... .. ... ..... 1152
showmlsqosinterface . .......... ... ... .. . . . . . . . .. 1153
show mls qos interface policer-counters . .. .................. 1156
show mls qos interface queue-counters . . ................... 1157
show mls qos interface storm-status . . . .. ................... 1159
show mls qos Maps Ccos-quUEeUE . . . . . . oo i ittt i e e 1160
show mls qos maps premark-dscp . .. .......... ... . ..., 1161
showmls qosscheduler-set .. ............ ... ... . ........ 1162
show platform classifier statistics utilization brief. . . . ... ......... 1163
showpolicy-map . . ... 1166
storm-action . . . .. ... e e 1167
storm-downtime . . .. ... e 1168
storm-protection . . ... . ... e e 1169
storm-rate . . ... e 1170
C613-50661-01 Rev A Command Reference for GS980MX Series 18

AlliedWare Plus™ Operating System - Version 5.5.3-1.x



SLOrM-WINAOW . . . . o e e e e e e e e e e e e e e 1171

strict-priority-queue egress-rate-limitqueues . . . . ... ... ... ... .. 1172
strict-priority-queue queue-limit . .. ...... ... ... . . . . ... 1173
UStASCP .« . o e 1174
wrr-queue disablequeues . . ... ... . e 1176
wrr-queue egress-rate-limitqueues . ... ... ... ... o ... 1177
wrr-queue queue-limit . . ... L . 1178
Chapter 30: 802. 1XCommands .......cccttt ittt 1180
Introduction . . . ... e 1180
dotIxaccounting . . . ... i e e 1182
dotIlxauthentication. . . . ...... ... . . ... . . . 1183
debugdotlx . ... ... . e 1184
dotlx control-direction . . ... ...... ... ... ... . . ... .. ... 1185
dotIXeap . . . e 1187
dotlxeapol-version . .. ... ... ... . . . ... e 1188
dotlxinitializeinterface. . . . . ... ... .. .. . . ... . 1189
dotlIxinitialize supplicant . ... ... ... ... ... ... ... .. .... 1190
dotlxkeytransmit . . ... ... ... .. ... 1191
dotlxmax-auth-fail . ......... ... ... ... ... ... ... ... ... 1192
dotlxmax-reauth-req . . . ... ... ... . . . . ... .. 1194
AdOtIXMaAX-TeQ . . . oo et et e e 1196
dotIxport-control . . . ... ... . . . . e 1198
dotIxtimeouttx-period. . ... ... .. ... . ... e 1200
showdebuggingdotlx ... ....... .. ... .. ... . . . . ., 1202
showdotTX . . . oo 1203
showdotIxdiagnostics . . ... ... ... . e 1206
showdotIxinterface. . ... ... ... ... .. . . . . 1208
show dot1x sessionstatistics . . .. .......... ... 1210
show dotlx statisticsinterface. . . . . . ........ ... ... ... ... ... 1211
showdotIxsupplicant . .......... ... . ... .. . . . . 1212
show dot1x supplicantinterface ................ ... ....... 1214
undebugdotlx . ... .. . .. e 1216
Chapter 31: AuthenticationCommands . . . . . .. ... it ittt i et os 1217
Introduction . . . ... e 1217
authauth-failvlan .. ...... ... ... ... .. ... ... .. ... ..., 1221
authcritical . . . .. .. 1223
authdynamic-aclenable . ... ... ... ... ... ... ... .. . .. ... ... 1224
auth dynamic-vlan-creation ... ....... ... ... ... ... . . ... 1226
authguest-vlan . ... ... .. . . . 1229
authguest-vlanforward . . . . ....... ... ... ... ... ... . .... 1231
auth guest-vlan hw-forwarding . . ... ...................... 1233
authhost-mode . . . ... ... .. . . . . 1234
authlog . . ... 1236
auth max-supplicant . . . .. ... ... . .. . . . 1238
auth max-supplicanttagged-vlan . ... ......... .. ... ....... 1240
auth max-supplicantuntagged-vlan . . . . . ................... 1242
auth multi-vlan-session . . . .. ... ... . . . .. e 1244
authpriority . ... .. e 1245
auth profile(global) .. ... ... ... . ... .. . . . . . . 1247
auth profile (interface) . . . . .. ... .. . . 1248
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auth reauthentication . . .. ... .. .. . . . e 1249

authroamingdisconnected .. ....... ... ... .. . . . . ... 1250
authroamingenable. . . . ... ... .. . . .. e 1252
authsupplicant-ip . .. ... ... . . e 1254
authsupplicant-mac . . . ... ... . . e 1256
auth timeout connect-timeout . ... ........ ... ... ... ... 1259
auth timeout quiet-period . . ... ... ... . .. ... . .. .. 1260
auth timeout reauth-period . .. .. ... ... ... ... ... ... .. . ... 1261
auth timeout server-timeout . . . . . ... ... ... . e 1263
auth timeout supp-timeout . ... ... ... .. ... ... . .. . .. 1265
auth vlan-restriction . . .. ... .. . . . ... e 1266
authtwo-stepenable .. ....... ... . .. . .. ... ... 1268
authtwo-steporder . ... ... ... .. . .. ... 1271
auth-macenable . . ... ... .. . . . 1273
auth-macmethod . ... ..... ... . . . .. e 1275
auth-macpassword . .. ... ... .. e 1277
auth-macreauth-relearning ... .......... . ... ... . . . . . . 1278
auth-macstatic . ....... ... ... .. . . .. 1279
auth-macusername . ... .. ... e e 1280
auth-webaccounting . ......... . . ... 1281
auth-web authentication . . . .......... ... ... .. . . . . . . 1282
auth-webenable ... ..... ... . . . ... 1283
auth-webforward . ... ... ... ... 1285
auth-web idle-timeoutenable . . . ... ... ... ... .. ... .. .. ... 1288
auth-web idle-timeouttimeout . . ... ........ ... .. . .. ... 1289
auth-web max-auth-fail . .. ....... ... ... ... ... ... .. ..... 1290
auth-webmethod . . ....... .. . . . .. 1292
auth-web-server blocking-mode . ... ........ ... ... ... ..... 1293
auth-web-serverdhcpipaddress . .. ........ ... ... ... .. ..., 1294
auth-web-serverdhcplease . ... ....... ... ... ... ... ... ... 1296
auth-web-server dhcp-wpad-option . . . . ........ ... .......... 1297
auth-web-serverhost-name . . .. ....... ... .. . . . . . .. 1298
auth-web-serverintercept-port . . ... .. .. .. 1299
auth-web-server ip-conflict-prefer-newer-supplicant . ... ......... 1300
auth-web-serveripaddress . . . .. .. .. ... e 1301
auth-web-serverpagelanguage . ............ ... ... ... .... 1302
auth-web-serverlogin-url . . . . .. ... ... 1303
auth-web-serverpagelogo . ....... ... ... ... i 1304
auth-web-server pagesub-title . .. ...... ... .. ... .. . . . 1305
auth-web-server page suCCesS-MeSSage . . . ..o v v vt v v e e 1306
auth-web-server pagetitle . . . ....... .. . .. ... . 1307
auth-web-server page welcome-message . .. ................. 1308
auth-web-server ping-pollenable . ........................ 1309
auth-web-server ping-poll failcount . . . ..................... 1310
auth-web-server ping-pollinterval . . ... .................... 1311
auth-web-server ping-poll reauth-timer-refresh ... ... .......... 1312
auth-web-server ping-poll timeout. . . . . ...... ... ... ... ..... 1313
auth-web-server ping-polltype . . .. . ... ... ... ... . ... 1314
auth-web-serverport . ... ... .. . .. ... ... 1316
auth-web-server redirect-delay-time ... .................... 1317
auth-web-serverredirect-url . . . ... .. ... ... 1318
auth-web-serversession-keep . . . . . ... ... o 1319
auth-web-serverssl. . . ... ... . . ... e 1320
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auth-web-server sslintercept-port . . . . ......... ... ... ...... 1321

auth-web-servertrustpoint. . . . ... ... . ... ... . ... 1322
copy proxy-autoconfig-file . . . . ... ... ... ... . . .. 1324
copy web-auth-https-file . ... ... ... ... ... .. . . . 1325
description (auth-profile) . . ... ... ... . ... 1326
erase proxy-autoconfig-file. . . . ... . ... .. . L L L. 1327
erase web-auth-https-file . . . . .. ... ... .. ... .. . . . . 1328
platform 13-hashing-algorithm . ... ... ... ... ... ... . ... 1329
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snmptrapmac-change . ............ .. . . ... 2002
L] 10T 0T =] V7= 2003
SNMP-Server COMmMUNITY . . . . . .t e e e e e e et et e e 2005
snmp-servercontact . . ... .. L e 2006
snmp-serverenabletrap . ... ... ... ... .. 2007
snmp-serverenginelDlocal ........... ... .. ... .. . ... ... 2010
snmp-serverenginelDlocalreset . ... ... ... ... ... ... . ... .. 2012
SNMP-SEIVEI grOUP . .+ v o e e e e e e et e e et e e e e e e et 2013
snmp-serverhost . . ... ... ... 2015
snmp-server legacy-ifadminstatus . .. ...................... 2017
snmp-serverlocation . ... ... ... 2018
snmp-server source-interface ... ... .. ... .. ... . . o, 2019
snmp-server startup-trap-delay . . .. ...... ... ... .. ... . ... .. 2020
SNMIP-SEIVEI USRI . & v v v i e i e et e e e et e et e et et e e et 2021
SNMP-SEIVEI VIEW . & o v v it e e et e e et e e e et e e e e e e e e 2024
undebug snmp ... e 2025
Chapter 47: LLDPCommands .......ccettevtvteeosansocncnnsnns 2026
Introduction . . ... ... e 2026
clearlldpstatistics . .. ..... ... 2028
clearlldptable . . ... ... . . . . e 2029
debuglldp . . ... 2030
lldp faststart-count . . . . ... ... e 2032
lldp holdtime-multiplier. . . . . ... ... 2033
lldp management-address . ... ........... . . . . ... 2034
lldp med-notifications . . . . ...... ... ... .. . . . . . 2035
lldp med-tlv-select . ... ... ... ... . . . . . . .. . . 2036
lldp non-strict-med-tlv-order-check . ... .................... 2039
lldp notification-interval . ... ......... ... . . . . . . . . ..., 2040
lldp notifications . . ... ...... ... .. .. 2041
lldp port-number-type .. ..... ... .. . ... ... 2042
lldpreinit . ... ... . e e 2043
dprun ... e 2044
ldptimer . ... .. . e 2045
lldptlv-select. . . . ... . . 2046
lldp transmitreceive . . ... ... . i e 2048
lldptx-delay . .. ... ... e 2049
location civic-location configuration . . . . .. ... ... ... . . L. 2050
location civic-locationidentifier. . . . .. ... ... . ... . o . 2055
location civic-location-id . . ........ .. . ... . . .. . 2056
location coord-location configuration . . . .. .................. 2058
location coord-locationidentifier . . . . .. ...... .. ... ... ... ... 2060
location coord-location-id . .. ...... ... . ... . . . 2061
locationelin-location . ... .... ... . ... . . ... 2063
location elin-location-id . . . . ........ ... . ... . ... 2064
showdebugginglldp .. ....... .. ... ... . . 2065
showlldp . . ..o e 2067
showlldpinterface . . . . ... ... . .. . . ... . 2069
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showlldplocal-info .. ........ ... . ... ... .. ... .. ... . ..., 2072

showlldpneighbors . . . .. ... ... . . . . . . e 2077
show lldp neighborsdetail . . .......... ... .. .. ... . ...... 2079
showlldpstatistics . . . ..... ... . i 2083
show lldp statisticsinterface . . . ... ... ... ... . . . . . . . . ... 2085
showlocation .. ... ... . . . ... .. e 2087
Chapter 48: Mail (SMTP)Commands . . . . ...ttt vttt erossoacsnnss 2089
INtroduction . . . ... e 2089
debugmail .. ... ... . . e 2090
deletemail . ... ... .. ... e e 2091
mail . .. e 2092
mail from . ... e 2094
mail smtpserver . . ... .. e 2095
mail smtpserver authentication . . . .. ........... .. .. ... ... 2096
mail smtpserver port . . . .. oo o e 2098
mail smtpservertls . ... ... .. e 2100
showcountermail .. ....... ... . . . .. . ... 2101
showmail . .. ... e 2102
undebugmail .. ... ... 2103
Chapter 49: RMONCOMMANds . .......ciotieteeeeeoneeeonoenens 2104
Introduction . . . ... e 2104
MoNnalarm . ... e e 2105
rmon collection history . . ... ... . ... ... . . 2108
rmoncollectionstats. . . . ... . . ... . ... 2109
MMON EVENT . . . L .t e e e e e e e e e e e 2110
showrmonalarm . ... ... . ... . . e 2111
showrmonevent . . ... . i e 2112
showrmonhistory . .. ... .. . . . . 2114
showrmonstatistics . . . ...... ... e 2116
Chapter 50: SecureShell(SSH)Commands . . . . . .. ..ottt ittt 2118
Introduction . . ... ... .. . e 2118
bannerlogin (SSH) . . .. ... .. . . . e 2120
clearssh . . . e 2121
cryptokeydestroyhostkey . . . .. ... 2122
cryptokeydestroyuserkey . . . ... 2123
crypto key generatehostkey . . . . .. ... 2124
crypto key generateuserkey . . . ... 2126
crypto key pubkey-chain knownhosts . . . .. ...... ... .. ... .. 2128
crypto key pubkey-chainuserkey . . . . ... ... . ... . . ... 2130
debugsshclient. ... ... ... . . . . . 2132
debugsshserver . ... ... . . . . . 2133
Service ssh ... e 2134
showbannerlogin . . ....... .. . . . . .. ... 2136
show cryptokey hostkey . ... ... ... ... . ... ... . . 2137
show crypto key pubkey-chain knownhosts . . . ................ 2139
show crypto key pubkey-chainuserkey . . .. .................. 2141
show cryptokeyuserkey . .. ... .. . . ... 2142
show running-configssh . . .......... ... ... ... . ... .. ..... 2143
showssh . ... 2145
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showsshclient ... ... ... . . . . 2147

showsshserver . ... ... . . . . 2148
show sshserverallow-users . . ........ ... ... ... . ... ...... 2150
show ssh serverdeny-users .. ........ ... ..., 2151
SSh 2152
sshclient . ... .. . e 2154
sshclientallow-legacy-ssh-rsa. . . . .......... ... ... ... ...... 2156
SShserver . ... e e 2157
sshserverallow-legacy-ssh-rsa . ... ........ ... ... .. ....... 2159
sshserverallow-users . .. ... ... . . ... . . . . 2160
ssh serverauthentication . . .. ...... ... ... ... ... ... . . ... 2162
sshserverdeny-users . ... .. ... ... 2164
sshservermax-auth-tries . . . . .. .. ... . .. . 2166
sshserverresolve-host . . ...... ... ... .. . . . . . . 2167
SShSerVersSCp . o v it e e e e 2168
sshserversecure-algs . . ... .. . . e e 2169
sshserversecure-ciphers . . ....... .. . . . . e 2170
ssh serversecure-hostkey . . . .. ... ... ... L i 2171
sshserversecure-kex. . .. ... . . e 2172
sshserversecure-mac . . .... ot e 2173
sshserversftp . ... .. o i e 2174
sshservertcpforwarding .. ... ... . ... e 2175
undebugsshclient . ... ... ... .. ... . 2176
undebugsshserver . .. ... .. .. .. 2177
Chapter 51: TriggerCommands . . ... ...ttt tenennesannnns 2178
Introduction . . . ... . e 2178
active (trigger) . . o o oo e e e 2180
day . e e e 2181
debugtrigger . . ... ... e 2183
description (trigger) . .. ... ... . . e 2184
FEPEAL . . . i e e e 2185
ol 10 2186
show debugging trigger . . ...... .. . . ... e 2188
show running-configtrigger . . . . ........ ... ... . . . ... ... 2189
show trigger . . ... i e e e 2190
teSt . e 2195
time (trigger) . . . . . .o e 2196
L8] © 1 2198
Trgger .« . e e 2199
triggeractivate . . ... ... e 2200
typeatmfguest . .. ... .. e 2201
typeatmfnode . ... ... ... 2202
BYPECPU . . o e e 2204
TYPE ENV-SENSON . . . o o ot e e e e e e e e 2205
typeinterface .. ... ... ... 2207
typelinkmon-probe . ... ... ... ... e 2208
typelog . . .. 2210
typemain-pse . . ... ... e 2211
yPEmMEMOIY . . . .. e 2212
typeperiodic . . . ... e 2213
typeping-poll . ... .. e 2214
Type PSE-POIrt . . e e 2215
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typereboot . . . . ... e 2216

type stackdisabled-master . . . ... ... ... 2217
typestacklink . .. ... e e 2218
type stackmaster-fail .. .... ... ... . .. 2219
typestackmember . . . ... 2220
typetime . .. .. e 2221
typeush . . e 2222
undebug trigger . . ... e 2223
Chapter 52: Ping-PollingCommands ................ciiiiiean. 2224
Introduction . .. ... e 2224
active (ping-polling) . .. ... ... . . . . e 2226
clearping-poll . . . . ... e 2227
critical<interval . . . . ... 2228
debugping-poll . . .. ... 2229
description (ping-polling) . . . . ... ... ... 2230
fail-count . . ... ... 2231
ip(ping-polling) . . . ... . e 2232
length (ping-polldata). . . . ......... ... .. . . . . . 2233
normal-interval . .. ... ... .. ... e 2234
ping-poll . . e 2235
sample-size . . . ... 2236
show counterping-poll . .. ..... ... . .. . . .. . e 2238
showping-poll . . ... ... . . . 2240
SOUICE- D v v o e e et e e e e e e e e e e e e 2244
timeout (pingpolling) . . ... ... .. . . 2246
UP-COUNT L . et e e e e e e e e e e e e e 2247
undebugping-poll . ... ... .. 2248
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List of Commands

(access-list extended ICMPAilter) .......oovinieiii i 1031
(access-list extended IPfilter)........c.ooveiiiiii i 1033
(access-list extended IP protocolfilter).........cooviiiiii it 1036
(access-list extended TCP UDPfilter)........coovvviiiiiii i, 1040
(access-list standard namedfilter) ...........co i 1047
(access-list standard numbered filter)........... ... i 1049
(@Cl-group ip POt rANGE) ..t i ittt et e e 980
(ipv6 access-list standard filter) ... 1094
(named hardware ACLentry forICMP) . ...t 986
(named hardware ACL entry for IP packets) ...........ccvviiiiiinnnn.. 990
(named hardware ACL entry for IP protocols) ............cocoiiiiiiinin 995
(named hardware ACL entry for MAC addresses) ..........coovivnenn... 1001
(named hardware ACL entry for TCPorUDP)..........coiiiiiiiininnn... 1004
(named IPv6 hardware ACL: ICMP entry) . ......couveininiiiiii e, 1067
(named IPv6 hardware ACL: IP protocolentry) ............coooviiinin... 1075
(named IPv6 hardware ACL: IPv6 packetentry)..........ccovvvevivnenn.. 1071
(named IPv6 hardware ACL: TCPorUDP entry)........covvvivennennnn.. 1080
@aaaccountingauth-mac ..... ..ot iiiii i i e 1350
aaaaccountingauth-web ..........c i 1352
Qa2 aCCOUNtiNG COMMANGS. . ..ttt ettt e e iee e 1354
Q22 ACCOUNTING Ot TX .\ttt ettt e e e e iennens 1356
@aaaccounting login. ... e 1358
@aaaccountingupdate. ... ... e e 1361
aaa authenticationauth-mac.............coooiii i 1363
aaa authenticationauth-web.......... ... .o 1365
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aaa authenticatioN dOtTX ...ttt e e 1366

aaa authentication enable default group tacacs+.............cocoiinet 1368
aaa authentication enable defaultlocal.....................cooii. 1370
aaa authentication enable defaultlocal.................o.ooiiiiLL, 155
aaa authentication login. ...t 1371
aaa authorizationcommands ... e 1374
aaa authorizationcommands ...... ... 1489
aaa authorization config-commands ...ttt 1376
aaa authorization config-commands ...t 1491
AAA GIOUP SEIVEI . . ettt e et ettt e e et e e e e an e aneens 1377
aaa local authentication attempts lockout-time.......................... 1379
aaa local authentication attempts lockout-time........................ol 156
aaa local authentication attempts max-fail .............................. 1380
aaa local authentication attempts max-fail ......................... .. ... 157
aaaloginfail-delay. ..o 1381
aaaloginfail-delay. ... 158
accept-lifetime .. .o e e 841
T al 23S o 0] U o 1R PP 955
access-list (extended numbered) ... 1028
access-list (numbered hardware ACLfor ICMP) ...........oooviiinina... 957
access-list (numbered hardware ACL for IP packets)....................... 961
access-list (numbered hardware ACL for IP protocols)..................... 964
access-list (numbered hardware ACL for MAC addresses) ................. 969
access-list (numbered hardware ACL for TCPorUDP) ..................... 972
access-list (standard numbered). ... 1045
access-listextended (named) ... 1020
access-list hardware (named hardware ACL) .......coviviiiiniiiinnnnnn, 976
access-list standard (named) . ... oo 1043
accouNting login ... e 1382
acl-group ip address . ....vuiii i e 978
Tl Be T o TUT o I 1o I o o P 979
aCl-group PVl address. .. o.vvr i e 1058
ACHIVATE L. e 390
active (PINg-polling) . ... oei 2226
Lot AV A T T =] o O 2180
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AliaS (INTEITACE) oottt et e e e 1977

alliedware-behavior ..... ... ..o 843
application-proxy ip-filter. ... e 1665
application-proxy quarantine-vlan ............. ..o i 1666
application-proxy redirect-url ... 1667
application-proxy threat-protection send-summary...................... 1670
application-proxy threat-protection............cooviviiiiiiiiiiiinninen.. 1668
application-proxy whitelist advertised-address .......................... 1671
application-proxy whitelistenable ............ ... .. 1672
application-proxy whitelist protectiontls.................oooiiiiiiiaL 1673
application-proxy whitelistserver..........cooiiiiiii it 1674
application-proxy whitelist trustpoint (deprecated)...................... 1676
area-link. . ... 1677
- 1 o 8 (o T S P 703
arp OPPOItUNIStIC-NA. ... e e e 706
arp security drop link-local-arps.........coooi i 1504
arp security Violation ....... ..ot e 1505
1 o BT ol U 1177 1503
] o 1P 702
ArP-aging-timeOUL. . ...ttt e e et et e 698
arp-loose-check ... e 707
ArP-MAC-AISPAIITY . o vt ettt ettt e e e e 699
arpP-rePly-bC-dmMac. . ..ot e e e 709
atmf amfplus-license-only ....... ... 1682
atmf area PassWOrd. .....ouiii i i e e e 1686
Y 0] = =T TP 1684
atmf authorize Provision. ... e 1690
atmfauthorize. ... ... e 1688
atmf backup area-mastersdelete. ... 1693
atmf backup area-mastersenable ... 1694
atmf backup area-masters NOW. .. ..c.vviie it cie i, 1695
atmf backup area-masters synchronize. ...t 1696
atmfbackup bandwidth ......... ... i 1697
atmfbackupdelete. ......c.oiiiiiii i 1698
atmfbackupenable ... 1699
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atmf backup guestsdelete. ...t 1700

atmf backupguestsenable ............ i 1701
atmf backup QUESTS NOW . ...ttt e e eens 1702
atmf backup guests synchronize ...........cooiiiiiii i 1703
atMf baCckUP NOW . ..o e 1704
atmf backup redundancyenable.............. ... i 1706
AtMf DACKUP SEIVET ..t et e e 1707
AtMf baCckUP StOP . .. v e e 1709
atmf backup synchronize ....... ... oo 1710
AtMNT BACKUP . ..o e e 1692
AT ClEANUD .. oo e e 1711
atmfcontainer ogin. ...t e 1713
atmf CoNtainer. .. ... e 1712
atmfcontroller ... oo 1714
atmf distribute firmware ... 1715
atmfdomainvlan. ... ... 1717
atmfenable . ... o e 1720
atmf group (membership) ... 1721
atMf QUEST-Class . ..ot 1723
At l0g-VerbDOSE .. i 1725
atmf managementsubnet ... e 1726
atmfmanagementvlan...... ..o e 1729
At  MASTEr et 1731
At MU . L e 1732
atmf network-name ... ... 1733
atmf provision (interface) .........ooviiiiiiii i 1734
At ProVISION NOAE . ...ttt e et 1735
atmfreboot-rolling ..o e 1737
At rECOVEr QUEST. ..ottt i it et et e 1743
atmfrecover led-off...... ... 1744
atmfrecoverover-eth. ... ... ..o 1745
AtMF FECOVET. ... 1741
AtMf rECOVEIY-SEIVEI. .ttt 1746
atmfremote-login. ... ..o 1748
atmf restricted-login. ... e 1750
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atmfretry guest-link ... i 1752

atmf secure-mode certificate expire.........oovii it 1755
atmf secure-mode certificate exXpiry ......coovvviiiiiii i 1756
atmf secure-mode certificaterenew...........c.oi i 1757
atmf secure-mode enable-all......... ... i 1758
atMf SECUIe-MOdE . ..ttt e 1753
atMf select-area .. ..ot e 1760
atmf topology-guienable. ... ... ... 1761
atmf topology-guienable........ ... 88
At ErUSTPOINT . ..o i e 1762
atmf virtual-crosslink ........ .o 1764
atmf virtual-link description. ...t 1769
atmf virtual-link protection ... 1770
atmfvirtual-link . ... 1766
atMf WOrKING-Set . ... i 1772
atmf-arealink . ... ... 1679
atmf-liNK .. 1681
authauth-fail vlan ... ... e 1221
autharitical. . ... o e 1223
auth dynamic-aclenable....... ... .o 1224
auth dynamic-vlan-creation. ...t 1226
auth guest-vlanforward ......... ... 1231
auth guest-vlan hw-forwarding ............... ..o i 1233
auth guest-VIaNn. .. ...t e e 1229
auth host-mode ... ... i 1234
AUTN Og . e 1236
auth max-supplicanttagged-vlan ............cooiiiii it 1240
auth max-supplicantuntagged-vlan..................ciiiiiiii .. 1242
auth max-supplicant. ... e 1238
auth multi-vlan-session ... i e 1244
T4 T oL oY1 VS 1245
auth profile (global). ... 1247
auth profile (interface) ... e 1248
auth radius send nas-identifier......... ... 1434
auth radius send service-type .. .oovv it e 1435
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auth reauthentication. ... ..ottt e e 1249

auth roaming disconnected. ... 1250
authroamingenable ...... ..o i e 1252
AUth SUPPHCANt-IP .o e e e e 1254
auth supplicant-Mmac. ... e e 1256
auth timeout connect-timeout............cooi i 1259
auth timeout quiet-period ....... ..o 1260
auth timeout reauth-period. ...t 1261
auth timeout server-timeout....... ..ot 1263
auth timeout sUPP-tiMeoUt . ... ...t e 1265
auth two-stepenable. ... 1268
AUEh TWO-StEP OFder L.ttt e e e e e e e e 1271
auth vlan-restriction ... e 1266
authentication (Idap-server). ..ot it 1405
auth-macenable ... ... 1273
auth-macmethod ... o 1275
AUEN-MAC PASSWOId. . ..ttt e et et e e 1277
auth-macreauth-relearning. ..... ..o 1278
aUth-mMac statiC. . ...t e 1279
auth-macusername ... ... i 1280
authorizationcommands ........ ..o 1383
authorizationcommands ... ... 1492
aUth-Wweb aCcCouNting. . ..ov it i e 1281
auth-web authentication ... 1282
auth-webenable ... ... i 1283
auth-web forward ... ... 1285
auth-web idle-timeoutenable ........... ... i 1288
auth-web idle-timeout timeout ...t 1289
auth-web max-auth-fail........ ... .o o 1290
auth-webmethod ... ... 1292
auth-web-server blocking-mode ..........ooiiiiii i 1293
auth-web-server dhcpipaddress ........oovviiiiiiiii i 1294
auth-web-serverdhcplease. ... 1296
auth-web-server dhcp-wpad-option ... 1297
auth-web-server host-name. ...t 1298
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auth-web-server intercept-port .......vvevr ittt iiaanns 1299

auth-web-server ipaddress. ... it e 1301
auth-web-server ip-conflict-prefer-newer-supplicant .................... 1300
auth-web-serverlogin-url. ... e 1303
auth-web-serverpagelanguage ...........cooiiiiiii i 1302
auth-web-server pagelogo ......ooiii i 1304
auth-web-server page sub-title..........coo i 1305
auth-web-server page sUCCeSS-MESSAgE . .. vvvvvr vt enr e eenneennenns 1306
auth-web-serverpagetitle...........oiiiiii i 1307
auth-web-server page welcome-message ........oovviiiiiniininennen.. 1308
auth-web-server ping-pollenable............cooiiiiiiii it 1309
auth-web-server ping-poll failcount...............ccooiiiiiiiii .. 1310
auth-web-server ping-pollinterval ..., 1311
auth-web-server ping-poll reauth-timer-refresh ......................... 1312
auth-web-server ping-poll timeout...........cooiiiii ittt 1313
auth-web-server ping-polltype ....c.ovviiii i 1314
AUth-Web-SerVer POrt .. ..ot e e e 1316
auth-web-server redirect-delay-time .............oooi i, 1317
auth-web-server redirect-url ....... ... 1318
auth-web-server session-keep ..ot 1319
auth-web-server sslintercept-port ..........ooviiiiii i, 1321
auth-web-serverssl. ... ... i 1320
auth-web-server trustpoint ...t e 1322
autoboot enable. ... ... .. e 101
o Tl 4 o] =13 U ¢ 421
banner display external-manager ...l 200
DaNNEr EXeC . .. e 201
banner external-manager. ... i e 203
banner login (SSH). ... e 2120
banner 1ogin (System). . ....oii i e 205
banner motd ..o e 207
base-dn ... 1407
bind authenticateroot-dn ...... ... 1408
boot config-file backup ..ot 104
boot config-file. ..ot e 102
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boot systembackup ....... ... 107

OOt Sy S EM . Lt e 105
bridge-group (amf-container) ..........ccoiiiiiiiiiii e 1774
oo 108
ChanNEl-groUP .o e e 642
cisco-metric-behavior (RIP). ... ..o 845
ol = T 1101
el =115 0 0 - o T 1102
clearaaalocaluserlockout......... ... 1385
clearaaalocaluserlockout......... ..o i 159
clear access-list CoOUNTers. ....oveeeit i 1059
clear access-list COUNters. ... ...ouie it 982
clear application-proxy threat-protection...............ccoiiiiiiinn 1776
cleararp security Statistics .......virr i 1507
Clear arP-CaChne ... 710
clear atmf links statistics .........cooininiii 1779
clearatmflinks virtual ....... ... i 1778
clearatmflinks ... 1777
clearatmfrecovery-file .......coiiiiii 1780
clear atmf secure-mode certificates ... 1781
clear atmf secure-mode statistics. .......cooviiiiii i 1782
clearcounterstack. ... ...cooii i 1580
clear eXCeption 10g .. .ot it e 297
clear fiber-monitoring interface ...t 271
clearip dhcp snooping binding ... 1508
clear ip dhcp snooping statistics .....ovveneveniii it 1509
Clear P igMP grOUP. « ettt e e e e e e 894
clearipigmpinterface . ... ..o e 895
Clear P IgM ot e e 893
Clear i P P roUtE . .t e 846
clearipvb mld group. ..ot e e e e 929
clearipvbemldinterface. ... e 930
clearipve mid . ... e e e 928
clearipvbneighbors.......oo i 775
Clear [acp COUNTErS. ...t e e et 644
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Clear liN@ CONSOIE . ..ot e e 160

Clear lINE VLY. ..o 161
clear ldp statistics . ..ot e 2028
clearlldptable. ... .o e 2029
clearlogbuffered. ...... ..o e 299
clearlogexternal ... ..o e 300
clear log PermManent .. ..ot i e e e 301
(o[- T o Yo 298
clear loop-protectionaction ...........coiiiiiiiiiiii e 423
clear loop-protection CouNters. .........oiiiiii it 424
clear mac address-table dynamic.............cooii il 425
clear mac address-table notification mac-change........................ 1978
clear mac address-table static............coiiiiiii i 427
clear mls qos interface policer-counters ...........c..coiiiiiiiiiinnn.n.. 1103
clear mls gos interface qUEUE-COUNTEIS. ... ...vvr i inriiiiiiiennns, 1104
clear ping-poll. . ..o e 2227
clear port counter stackports. .......ovv it e 1581
clear port counter stackports. . ......coviii i e 429
(el =TT oo o 11 o1 (= P 428
clear port-seCurity iINtruUSION. ... ov vt i i e e e e ieeas 430
clear power-inline countersinterface..............coiiiii i, 667
clear radius dynamic-authorization counters ..............cooiiiiin.. 1436
clear spanning-tree detected protocols (RSTPand MSTP) ................. 554
clear spanning-tree statistics.......covvv it 553
Clear SN . . e 2121
clear stoat collector sessioncounters. ..........cooveiii i ininen... 1929
clear test cable-diagnostics tdr.........cooviiiii i e 272
ClOCK SBL. . ettt e 209
clock summer-timedate ... .. ..o 210
clock summer-time recurring . .....ouvie i 212
ClOCK TLIMEZONE . . et 214
clone (@mf-Provision) ..ot e e 1783
ComMmMIt (IPVA) . e 983
commMIt (IPVB) ..o e 1060
configure boot config (@mf-provision). ..., 1785
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configure boot system (@amf-provision) ............coiiiiiiiiiii i 1787

configureterminal. ... ... ..o e 77
COPY (@MF-ProvisioNn). ......uer e e 1789
CoPY (FIlleName) . ..o e e e 109
copy buffered-1og . ......ooviiiii e 302
COPY dEbUG ..o e 111
COPY PEIMANENT-IOg . ..ttt e e e et e 303
copy proxy-autoconfig-file....... ..o 1324
COPY UNNING-CONfIg . oottt e e 112
COPY StartuP-CoNfig. . ..ovveee e 113
copy web-auth-https-file.............coii i 1325
(a0 )24 .47 Yo =T o TS 114
create (@amf-provision) ... e 1790
create autoboot ... ... i 115
critical-interval .. ... e 2228
crypto key destroy hostkey. ..o 2122
crypto key destroy Userkey. ........ouvuiuiiii it 2123
crypto key generate hostkey ... 2124
CrYPtO KEY GENEIatE IS . .ttt t et ettt e et e aeeieneenenns 1462
crypto key generate USerkey . ........ouiuvuin ittt 2126
crypto key pubkey-chain knownhosts ...l 2128
crypto key pubkey-chainuserkey.............oo i 2130
CrYPLO KBY ZEI0IZE ittt e e et e 1463
crypto pkiauthenticate ....... ..o e 1464
crypto pkienroll user ... ... 1466
cryptopkienroll ... ..o 1465
CryPto PKi EXPOIt PEM Lttt et e e et et e 1468
crypto pki export PKCST2. ... 1469
Crypto pKi import pem .. ..o e 1471
Crypto pkiimport pKCST2. ... e e e 1473
Crypto PKi truUStPOINT. ..ot e e et e e 1474
o = 2181
deadtime (Idap-Server). . ....oii i i e e e 1409
deadtime (RADIUS SEIVEr groUp) .. v vvvevn et int et eieeenennennnns 1437
debugaaa. ... 1386
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debug arp SeCUNitY. ..o vt e e 1510

debugatmfpacket ........ccooeiiiiii e 1794
debugatmf. .. ..o e 1792
debug core-file ... oo e e 215
debUg dotTX ..o e 1184
debUG EPST . et 1628
debug fiber-monitoring. ... e 273
AebUG IgMP .o e e 896
debugip dhcp snoopPING. ..o e 1511
debugipirdp. .o e 713
debugip packetinterface...........ooiiiiiiiiiiii 711
debUg laCp oo e e e 645
debugldap client. ... 1410
debug lldp ..o e 2030
debug looPPIOt ..t e e 432
debugmail. ... e 2090
debugmid ... e e e 931
debugmstp (RSTP and STP) . ..coviii i e 555
debug ping-poll . ... e 2229
debug platformpacket ...t e 433
debug power-inline. ... e 668
debugradius ... ... e 1438
AebUG P oo e e e e 847
debUg SNMIP. ..o e 1979
debugsshclient.. ... 2132
debug ssh server ... ... e 2133
debug stack . ... 1582
debUg trigger o e 2183
debugudld. ... i e 626
defaultlog buffered ... e 304
defaultlogconsole ..ot e 305
defaultlogemail ... ..o e e 306
defaultlogexternal. ... ... e 307
default log host. ... .o 308
default log monitor. ... e 309
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defaultlog permanent. ... ..ot i e e 310

default-action . ... e 1105
default-information originate (RIP) .........oiiiiiii e 848
default-metric (RIP) . .....ooie e 849
delete (@Mf-Provision) .......c.viiiiiii i e e 1797
deletedebug. .. ..o e 117
delete Mail . ... e 2091
delete stack-wideforce ...... ..o 118
delete stack-wideforce ........oovuiiiii i 1583
delete. ..o e 116
description (@mf-container) ...t 1801
description (auth-profile) ... 1326
description (interface) .........oviiiiiii i 395
description (ping-polling) . ......cooiiiiii 2230
description (Q0S PoliCy-Map) . ..vvviir it i 1106
description (stoat-dest) ......covriiiii i e 1930
description (trigger) . ..oviii i e e 2184
dirstack-wide . .....c.ini e 121
dir stack-Wide .. ... 1584
o | 119
disable (Privileged Execmode)........oiiiiiiiiii e 78
o 1Y al0 V7= o P 1799
distance (RIP) .. ..o e 850
distribute-list (RIP) .. ...t e 851
o o T 79
AOtTX ACCOUNTING . .ttt e e e e e 1182
dotlxauthentication ...........ciiiiiiiiiiiii e 1183
dotlx control-direction ....... ..ot e 1185
o o 1 0 Q=TT o 1187
dotTX aPOI-VerSION ... i e 1188
dotixinitializeinterface ..........ooiiiiii 1189
dotIxinitialize supplicant. ... 1190
dotTX Keytransmit . .....ouei i e e 1191
dotIx max-auth-fail........ ..o 1192
dotTxmax-reauth-req ........coouiiiiii it 1194
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Lo o f D8 T D =T S 1196

dOtTX POrt-CONtIOl. ...t e et 1198
dotIx timeout tX-period .......coiiiii i i e 1200
AUPIEX o e e e 435
=T o 392
ecofriendly buttonenable .......... ... 216
ecofriendly led ..o e 217
ecofriendly Ipi .. ..o e 218
=T L 123
egress-rate-limitoverhead ... i 1108
egress-rate-limit. ... ..o e 1107
enable (Privileged Execmode) .....covviiiiii i e 80
eNable PasSWOrd . ...t e e e 162
enable secret (deprecated). .......ccooiiiiiiiii i e 164
<] o R 82
enrollment (ca-trustpoint) .......coviiiii i i 1475
EPSI CONfIGUIAtION . ..ot e e 1631
epsrdatavian. . ... 1632
epsrenhancedrecoveryenable..........cooiiiii i i 1633
EPSIFIUSh-tYPE . e e 1634
epsr mode master controlvlan primary port ............c.oiiiiiiia., 1636
epsr mode transitcontrolvlan............ .. ... 1637
<] o g o {o] 4128 PO 1638
<] 01 5] =1 (S 1639
epsrtopology-change .........ooinii i e 1640
=T 01 1 -] o 1 1641
= 01 NP 1629
erase factory-default. ... 125
erase factory-default. ...... ..o 1802
erase proxy-autoconfig-file ........ ... i 1327
€rase StartupP-Config . ...ooviinie i e e e 126
erase web-auth-https-file ........ ... 1328
EXEC-TIMEOUL . ..ottt e e e 165
2 83
fail-CoUNt. ..o e 2231
C613-50661-01 Rev A Command Reference for GS980MX Series 46

AlliedWare Plus™ Operating System - Version 5.5.3-1.x



fiber-monitoring action. ... e 275

fiber-monitoring baseline. ... 277
fiber-monitoringenable ....... ... 279
fiber-monitoring interval..........c.oi i e 280
fiber-monitoring sensitivity ...... ... 281
fiINAME LGl . oottt e e e e 222
fiINAdmMe . . 220
fingerprint (Ca-trustpPoint). ..ottt e 1476
firmware-url . . ... e 1803
flowcontrol (SWItCh Port).......ovvei ittt 436
flowcontrol hardware (asyn/console)..........coeveeiiiineiieinennn... 167
fullupdate (RIP) . ..o e e e e e e e 852
group-attribULe. ... e e 1412
GrOUP-AN. e e e e e 1413
V=] 1o 84
oSt (IdaP-SEIVEL) . ..ttt e e e et et 1414
OStNAME . e 223
http log webapi-requests ........coveiii it e 89
Y o 00 o) o 20
Y8 0T Tl T o) o 91
Rt trUSTPOINT ..ot e e e e e e e 92
http-enable ... e 1805
identity (@mf-provision)..........ooiiiiiiiiii e 1807
instance priority (MSTP). ...ttt i e e e et 559
instance vIan (MSTP) . .. ...t e e 561
interface (to configure) ..o e 396
interface tuNNel (IPVOIP) ..o vv ittt et et eie ey 819
P (IP-NOSt-groUP). . oottt e e e e e e 984
IP (PING-POIING) .o e e e 2232
ip address (IP Addressingand Protocol) ............cocoiiiiiiiiiiiiin, 714
Paddress dNCP ..o 1950
ip dhcp snooping agent-option allow-untrusted......................... 1515
ip dhcp snooping agent-option circuit-id vlantriplet..................... 1516
ip dhcp snooping agent-option remote-id. ..........ooiviiiiii i, 1517
ip dhcp SNOOPING agENT-OPLION ...ttt i i eaas 1514
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ip dhcp snooping binding ... e 1518

ip dhcp snoopingdatabase ..o 1519
ip dhcp snooping delete-by-client ..o 1520
ip dhcp snooping delete-by-linkdown. ..., 1521
ip dhcp snooping max-bindings ... 1522
ip dhcp snooping subscriber-id ........... o 1523
iPdhCP SNOOPING TrUSE. ..o v it i e e ci i enaas 1524
ip dhcp snooping verify mac-address. ... 1525
ip dhcp snooping violation. ... ... 1526
IPANCP SNOOPING. .ottt e e e e 1512
ip dhcp use-subscriber-id . ... 1958
ip dhcp-client default-route distance. ..ot 1952
ip dhcp-client request vendor-identifying-specific ....................... 1954
ip dhcp-client vendor-identifying-class. ... iiiin... 1955
ip dhcp-relay agent-option subscriber-id .................ooooo 1956
ip dns forwarding domain-list............oco i 762
ipdomain-list. ... ..o e e 763
ipdomain-lookup ... e 764
P AOMAIN-NAME. ..ot i e e e e e e 765
P forwarding. . ....oii i e e 716
ip gratuitous-arp-link . ... e 717
ipicmperror-interval ....... ..o e 720
P ICMP-tIMEStaAM L i e e e e 721
ipigmp flood specific-query ... e 899
IPIgMP flood-group ...t e 897
P IgMP MaXiMUM-GIOUPS .. ettt ittt et et i e neeneennenneennenns 900
ipigmp snooping fast-leave. ..ot 903
P IgMP SNOOPING MIOULEI ...ttt ettt i et e aieennnns 904
P IgMP SNOOPING QUEIIET . . vttt ettt ettt eae e, 905
ip igmMmp SNOOPING repOrt-SUPPIeSSION ..o vuvvit et e i nenenneennenns 906
ip igMpP SNOOPING rOUtErMOdE . ... v vttt ee i e ieenns 907
ip igmp snooping source-timeout. ..ottt ei e, 909
ip igmp snooping tcn query solicit ... ..o 910
P IgMP SNOOPING. .« ettt ittt et e e i e e aenneeneenns 902
P IgMP STAtiC-grOUP .. vttt e e it e e 912
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P IgMP ErUSTEd . ot e e e e e e e 914

[ToJN Lo 0 0T o IRY/=1 6] (o o A 915
ipirdp address Preference .. ....ovvvriii it e 722
iPirdp broadcast ..o vt e e 723
ipirdpholdtime ... ... e 724
P irdp lifetime. ..o e 725
ipirdp maxadvertinterval ......... ..ot e 726
ipirdp minadvertinterval ..........c.oiiiiiiii i e 728
P IrdP MUILICAST . .t e e 730
P IrdP PreferencCe ..o e 731
1o 38T o S 719
ip limited-local-proxy-arp ... ...oeiinn i 732
P 10Cal-PrOXY-arP. o oottt e 733
ip name-server preferred-order ...t 768
[T g T 1 =TT =] Y] PP 766
1038 o] 014 V=1 1 o J 734
ip radius source-interface ... 1439
ip rip authentication key-chain..............coo i 854
ip rip authenticationmode. ... 856
ip rip authentication string..........ovii i e 858
P FIP FECEIVE VOISION. .\ttt ettt et e et ai e, 861
ipripreceive-packet . ... ..c.viiiiiii i e 860
ip rip send version T-compatible .............. o i 864
PP SENA VEISION .ottt e e et et i i 863
ipripsend-packet ... ... e 862
ipripsplit-horizon . ... .o e 865
1o T8 o 101 (<A 827
[T g 0351 Lo T o] [ Ve N 1656
ipsource binding......ocoiiiiiii e 1527
P SUMMaArY-address P . ...ttt e e eaee 853
IP tacacs SOUICe-INtEITACE . ..ottt et 1494
P tCP SYNACK-TELIIES .ttt e i e e e et e e 735
P ECP-TIMEStaAMD . et e e e 736
ip tftp source-interface. ..ot e e e 127
ipunreachables . ... e 737
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IPVO (IPVO-NOST-grOUP) . v vt vttt ettt et i i eieenas 1061

ipv6 access-list (named IPv6 hardware ACL) .............ccvviiiiiinan... 1063
ipv6 access-list standard (named) ..ot 1092
ipv6 address autoconfig ........oii i e e 777
IPVO address SUFfiX . . ..o i e e e e 779
PV @dArESS. .ottt ettt e e 776
PVB ENable. ..o e e e 780
ipv6 euibd-linklocal . ... e 782
IPVO forwarding . .....onii i e e 783
ipvbicmp error-interval. ... . ..o e 784
IPVO MIA @CCESS-GrOUP . . vttt ettt et e e n et eeeeeneanenenns 932
ipv6 mid immediate-leave ..........oiiiiiii e 933
PVO MID limit. .o e 934
ipv6 mld snooping fast-leave ... 938
iPV6 MId SNOOPING MIOULEY . ... u ittt et e e e e ieneens 939
iIPV6 MId SNOOPING QUEKIEN . ..ttt ettt ettt ee e ieanns 941
ipv6 mld snooping report-SUPPIeSSION .. ..ve vt ii it eeeannss 942
IPVO MIA SNOOPING. « vttt ettt 936
IPVO MId STatiC-groUP . .ot e e e e e 944
ipv6 multicast forward-slow-path-packet................ocoiiiiiiiil, 785
ipv6 nd accept-ra-default-routes ...t 786
ipv6 nd accept-ra-pinfo........coiiiiiii 787
ipv6 nd current-hoplimit. ...t i e 788
ipvo nd dnssearch-list ..........cooiiiiiiiii i e 789
PVO NA ANS-SEIVET . .o\ttt e e et ettt 790
ipv6 nd managed-config-flag ... 791
ipv6 nd minimum-ra-interval..........cco it e 792
ipv6 nd other-config-flag ... 793
PVO N PrefiX. . oot e 794
ipvondra-interval ... e 796
ipvendra-lifetime . ... e 797
ipvb nd reachable-time ..ot e e e 798
ipv6 Nd retransmission-time ..........cviiiiiii ittt 799
ipv6 nd route-information .......... ..o 800
IPV6 Nd router-preference. .. ...ov i e 801
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103 VZe 3 g Te TV o o =TT - 802

IPVE NEIGNDOT ..o e 803
iIPV6 oppOrtuNistic-Nd. .. ... 804
PVO FOUTE . .ttt ettt et ettt e e, 805
102V J (01U = 829
ipPV6 titp source-interface ..ot i e e e 128
ipPVG traffic-filter ... e e 1065
ipvb unreachables . ... ... 807
key (Stoat-dest) . ....ouie it 1931
Key Chain. ... e 867
Y .ttt e e e e e e e 866
KEY-StrING . ettt e 868
lacp global-passive-modeenable ... 646
=Yl o 38 oo o o o [0 ¢ 1 /2P 647
JaCP SYStEM- PO Y. o\ttt ettt e e e e e e 648
=Y o 8 4T 11| 649
1o F=Y YT V7= 1416
[enNgth (@SYN) .o vine e e 169
length (ping-polldata)........ccooviiiiiii i e 2233
license-cert (@mf-provision) .........ooviiiii it e 1809
limited-reach-mode ........ ..o 398
BN, e e 170
NKElaP @CtION .« v e e e e e 438
lldp faststart-count ...ttt e e e 2032
lldp holdtime-multiplier ... e 2033
lldp management-address . ........ovvuiiinr i 2034
lldp med-notifications . .......oviir i e 2035
lldp med-tlv-select. ... e e 2036
lldp non-strict-med-tlv-order-check ..., 2039
lldp notification-interval ... 2040
ldp NOtIfICAtIONS .. v vttt e et e e et 2041
lldp POrt-NUMbDEr-tYPE. ..ottt e et et e 2042
] o 031 a1 PP 2043
] o o T8 U o 2044
] o o 32 4 [y V=1 P 2045
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AP thv-SEleCt. . ottt e e e e e e e 2046

ldp transmMit reCEIVE . ... u et 2048
dp tx-delay . ....coori i e e e e e e 2049
[tz B o]0 )14 V- T o J P 739
locate (@Mf-provision) ..ot e 1811
location civic-location configuration ................ ..ol 2050
location civic-location identifier........... ..o 2055
location civic-location-id. ... ... o i 2056
location coord-location configuration ..., 2058
location coord-location identifier ... 2060
location coord-location-id ... 2061
location elin-location ... . ... i 2063
location elin-location-id. ... ... o i 2064
log buffered (filter) .......c.ooiiiii e 312
log buffered exclude. . ......ccoiiiiii e 315
logbuffered size. ... ..ooviiiii i 318
logbuffered ... ... 311
log console (filter) ......ouiniii e 320
I0g coNsOle eXCIUAE ... .ot e e et e e 323
0g CONSOIE . .ttt e e e e e e 319
logemail (filter). ..o e e e 327
logemail exclude. ... ... e 330
logemail time ... .o e e 333
log email ... e e e 326
0g VENT-NOSt. ..ot e e e 1813
[0g VENT-NOST. ..ottt e 94
logexternal (filter) ..ot e e 337
logexternal exclude ... ..ot e e 340
logexternal rotate. ......ooviii i e 343
logexternal Size ... ..o.oniiin i e 345
logexternal .. ... e e e 335
l0g facility . ..o 346
log host (filter). ..o e e et 350
loghostexclude. ..o e 354
[0 T g U0 ] 8 oYU [ P 357
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log host startup-delay ........ ..o 358

[0g hOSttIME ..ot 360
[0 2 o 1] P 348
logmonitor (filter) .....ovvrii i i e e et e e 362
logmonitorexclude ...... ..ot 365
log permanent (filter) . .......oovoniniuii e 369
logpermanent exclude . ... ....viiin it e e e e 372
[0 PEIMANENT SIZE .ottt et e e e et e e 375
[0 I =] ¢ /0 =T V=T | 368
[Og trUSTPOINT. . vttt e e e e e e e 377
loginauthentication .........coiiii i e 1387
login-attribuUte. ..ot e e e 1418
login-fallback enable ...... ... 1814
0T [0 U1 S 85
log-rate-limit NSM L. .o e e e e e e e 376
[0OP-ProteCtion aCtioN. ....vvt ittt e 441
loop-protection action-delay-time ...........coo i 442
loop-protection loop-detect ........cooviiriiiii e 439
loop-protection tiMeoUt . ......oiitii i it 443
mac address-table acquire ... e 444
mac address-table ageing-time ...........co i i 445
mac address-table logging. ... 446
mac address-table notification mac-change history-size ................. 1981
mac address-table notification mac-changeinterval ..................... 1982
mac address-table notification mac-change ..................... ... 1980
mac address-table notification mac-threshold ........................... 1983
mac address-table static ...... ... 447
mac address-table thrash-limit......... ... ... . i 448
Mail fromM. .o 2094
mail smtpserver authentication ...t 2096
Ml SMTPSEIVEN POI. . oottt et et e i 2098
Mail sMtpservertls. .. ..o e e 2100
MaAil SMEPSEIVEL L\ttt e e e et e e 2095
Ml . e e 2092
MAtCh ACCESS-GrOUP vttt ettt et e et e i e ieaeeaans 1109
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910 T= (e o X (o S 1111

90T el T £l o TS 1112
match eth-format protocol. ... 1113
Match iP-pPrecedenCe ... .o e e e e 1116
MAtCh MaAC-YPE . .ottt et 1117
match tep-flags. ......oi i 1118
MAtCh tPId ..o e 1119
Match VIan ... 1120
maximum-access-list (deleted)..........coiiiiiiiiii 1051
MAXIMUM-PAtNS . .o e e e e 831
MAXIMUM =PI X, L ottt i e i e et i ettt 869
MIITOr INTEITACE. . .ttt 413
KT . 129
mls qos aggregate-police action ..........oiiviiiii i 1121
mls qos aggregate-police COUNtErS. ...ovv vt iie e 1123
001 e T 13 o -3 1124
MIS QOS €NADIE .. .ot e e 1125
MIS JOS MAP COS-QUEBUE. ..ttt et ettt teeee e i eateeieearaaneaneannans 1126
MIls qos Map pPremark-dsCp ..ottt 1127
(901 e To X3 e [ 1=TU =N o Y- ' 1S PP 1130
001 e [0 X3 [ 110 TS 1129
mls qos scheduler-set priority-queue. .........c.ooiiiii i, 1132
mls qos scheduler-set WIr-qUEUE groUP . ..vvv v vt v ineiiininnenenns 1133
mIs qos scheduler-set. ... ..o i e 1131
MOAEIYPE ettt e 1815
Movedebug. .. ... 131
00T 1T 130
00 (U 399
name-check (stoat-dest) ........oooiiiininiii 1932
NEeighbor (RIP) ... e e e et e 870
NEtWOIK (RIP) . .. e e 871
no crypto pki certificate. ... . ..o 1478
nodebugall......cooiii i 225
NO POIICE . et e e e e 1134
normal-interval. . ... .. ... e 2234
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Ntp rate-limit. ... e e 1963

1 31 =) o ¢ o A 1964
1 0 0T =Y V7= P 1966
1 03501V el PP 1968
Offset-list (RIP) . ..ot e e 872
openflow controller. ... e 1554
openflowdatapath-id ... e 1556
openflow failmode ... e 1557
openflow INACLIVILY .. ..o 1559
openflow native vlan ... e 1560
openflow ssl peer certificate ........coviiii i 1561
openflow ssl trustpoint .......covviii i e 1562
OPENflOW VeISION . ..ot e 1563
OPEN oW, L e 1553
OPLIMIStiC-Nd . ..o e 808
passive-interface (RIP) ... .ot e e et e 873
011 T IR 1Y/ TS 809
710 T R 740
PING-POll . e e e 2235
platform acls-to-vlanclassifiers ... 1008
platform acls-to-vlanclassifiers ... 1084
platform acls-to-vlanclassifiers ...t 449
platform acls-to-vlanclassifiers ............c.cooi i, 504
platform control-plane-prioritizationrate...............cooiiiiiiiiia, 451
platform jumboframe. ... 401
platform jumboframe. ... ... 453
platform 12mc-overlap . ...covv i e 454
platform I2mc-tablemode ... 455
platform I3-hashing-algorithm .......... ... ... i 1329
platform load-balancing ... 457
platform load-balancing ... 651
platform mac-vlan-hashing-algorithm................ ... ... oot 1330
platform multicast-address-mismatch-action............................. 459
platform multicast-address-mismatch-action............................. 741
platform multicast-ratelimit. ... 460
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platform routingratio . ........cooviii i i e e 461

070} 1= 511775 463
[070] el el o YU ] (=] 378 1136
police single-rateaction .........ccviiiiiiii i e 1137
police twin-rate action........ ..ottt e 1138
POlICE-aggregate . .. vu vttt e 1135
070 [TV 03 T- 1 o TSP 1140
o Tl (o = o BT Y=Y o P 1420
power-inline allow-legacy........ ..o 670
power-inline description..........oiiiii i e 671
power-inlineenable ..... ... 673
power-inline hanp . ..o e e 674
POWE-INIINE MaX. .ottt ettt et ettt ittt 675
power-inling Pair MaX . .....c.iriii e e ettt et 677
POWEN-INIINE PHOTITY . v vttt ettt e et e e et e e eans 679
power-inline usage-threshold. ... 681
private-vlan association. ... e e 508
Private-VIan .. ... 506
privilege level ... . e e e 172
PrOXY-POIT. ettt ettt et e 1388
oL PR 132
radius dynamic-authorization-client.................coo it 1440
FAdiUS-SECUIE-PIOXY @@ « ottt etetetee et eeeneeeneeneneeneeneneanenens 1389
radius-serverdeadtime ... ... .. i 1441
radius-Server NOSt ... . et 1442
FadiUS-SeIVEr KY ..ottt e e e e 1445
radius-server retransmit. .. ......o. ot n i e 1446
radius-server timeoUL. . . ... ottt 1448
reboot rolling. . ..o e 1586
TED0OT .o e 227
recv-buffer-size (RIP) .. .....oui i 874
redistribute (RIP). .. ... o 875
FegioN (MSTP) Lo e e e e et et 563
reload rolling . .....oniii e e 1587
(1= o - To 1P 228
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FEMOtE-l0giN . e e e 1588

(] o= | P 2185
restartripgraceful ... ... i 876
retransmit (Idap-SerVer) ... oov it i e e et e e 1421
FeVISION (MSTP) .. e e 564
rip restart grace-period .......o.it it e 877
100 11 P 133
FMON alarm. ..o 2105
rmon collection history ....... ... i i 2108
rmon collection stats ...... ..ottt e 2109
FMON EVENT. Lottt et i e i ei et aens 2110
FOULE (RIP) . .o e 878
[T (=TT o T T e | 1S 742
(010 =T g T o T 879
rsakeypair (Ca-trustPOINt) .. ..ovvri et et i 1479
SAMIPIE-SIZE. . ottt e 2236
£ o101 P 2186
search-filter ... 1422
secure cipher (Idap-server) . ... ..o e 1424
secure mode (Idap-SEIVer) .. ..uvrii i it et ettt 1426
secure trustpoint (Idap-server) ........ccoviiii it 1428
security-password forced-change ...........cooiiiiii i 174
security-password history. ... ..o ini i i et 173
security-password lifetime ... 175
security-password minimum-categories. .........oviiiiiiiiininiiinaan.. 177
security-password minimum-length.............. ... ool 178
security-password min-lifetime-enforce ................ oL 176
security-password reject-expired-pwd. . ... 179
SECUrity-pPasSWOrd Warning ........vuerveetit it i e iiinaeenenenns 180
send-lifetime .. ..o e 880
SerVer (Idap-groUp) . ..v vttt et e e e e 1429
server (RADIUS Server group). .o .v v ent et ee e enie i enenienneennans 1450
SErVer (FadSeCPIOXY-283) « .t v ettt e tete e tet et e eteteeanenenenens 1390
server mutual-authentication ........... ... i 1392
server name-check . ......couiiiin i e 1393
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SerVer LrUSTPOINT. ..ottt i e e e e 1394

SErVice advanCed-Vty .. ...oiii e 181
service atmf-application-proxXy.........c.ovvvrii i 1816
1]V [l | o T o 1Y T Yo o] T X 1529
SBIVICE M. .ottt e 95
Service password-enCryption. . .....ou v tne i 182
Service POWer-inline . ... i e 682
SEIVICE SSh. .o 2134
service statistics interfaces counter. ...ttt 402
SEIVICE STOAT. ..ttt e 1933
service telnet . . ..o e 183
SerViCe-POliCY INPUL. .ot e e e e e 1141
set bandwidth-class ... 1142
<] O L 1144
] 0o £ ef o 1S 1146
SO QUEUE ettt e e e e 1148
show aaalocaluserlocked....... ..ot 1396
show aaalocaluserlocked....... ...t 184
SNOW Q@@ SEIVEI GrOUD .« vttt ettt ettt e e et eneeieneeanas 1398
SNOW ACCESS-gIOUP « vttt ettt ettt et e e e 1010
show access-list (IPv4 Hardware ACLS)......o.viiiniiiniiinininannn 1011
show access-list (IPv4 Software ACLS). ......ouvrvinininni i, 1052
show access-list CoOUNTErS . .....veeiei i e eeeaen 1013
show access-list COUNTErS . .....ooiuieie i e 1086
show acl-group ipaddress .......coouiii it 1015
ShOW aCl-group ip PO, . et e e e 1016
show acl-group ipv6 address. ....oovvr it in it 1088
show application-proxy threat-protection..................coooiiin 1817
show application-proxy whitelist advertised-address .................... 1819
show application-proxy whitelistinterface............................... 1820
show application-proxy whitelistserver ...........ccoviiiiiiii .. 1822
show application-proxy whitelist supplicant............................. 1823
show arp securityinterface. ... e 1532
show arp security statistics. . ......ovvtviiniii it 1534
SHOW arP SECUIITY . ottt e et e e e e 1531
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] 01 1YV o 1S 743

Show atmf area QUESES . ... ou ettt ettt 1832
show atmf area guests-detail...............coiiiiii i 1834
show atmfarea nodes ...... ..ot i 1836
show atmf area nodes-detail ... 1838
show atmfarea summary ..........ouvei ittt ieieiaieanaens 1840
Show atmfarea. ... ..c.vuiii i 1829
show atmf authorization ... 1841
show atmfbackuparea ... e 1848
show atmfbackup guest..........ooiiiii i 1850
show atmf backup . ..o e 1844
show atmf container. ... ... ..o 1852
show atmfdetail........ ..o i 1855
show atmfgroupmembers ... 1859
ShOW atmf QroUD ..ot e e 1857
show atmfguestsdetail...........coiiiiii i e 1863
ShOW atmf QUESTS. ...t e e e 1861
show atmflinksdetail........ ..o 1868
show atmf links guestdetail...............cco i 1879
show atmf links guest. .. ... it e e 1877
show atmf links statistics...........oooviii e 1883
show atmf linKs. ..o 1866
Show atmfnodes .. ..o e 1886
show atmf provision Nodes .........ccviiiiii it i 1888
show atmfrecovery-file...... ..o 1890
show atmf secure-mode auditlink ............ ... i, 1894
show atmf secure-mode audit ..ottt 1893
show atmf secure-mode certificates........... ...t 1895
show atmf secure-mode sa. ......o.vev it 1898
show atmf secure-mode statistics .........c.covuiiiininiiiiiiiiann.n. 1901
show atmf secure-mode .......oouiiii it 1891
show atmftech ... .. o e 1903
show atmf virtual-links. ... ..o e 1906
show atmf working-set .........oouiiiii e 1908
ShOW atmf. . e 1825
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show auth diagnostics .. ..ot e 1333

show authinterface. ... .. ..o e 1335
show auth sessionNstatistics. .. ....vuve et 1337
show auth statistics interface .............cooo i 1338
show auth supplicantinterface.............cooiiiiii it 1342
show auth supplicant...........oo i e 1339
show auth two-step supplicantbrief ..., 1343
SNOW UL . . e 1331
show auth-web-server page ........ooviiiiiiiiii it 1346
show auth-web-server...... ... oo 1345
ShOW @UTODOOT . . .o e 134
show banner external-manager..........coovvii i it 229
show bannerlogin. ... ... 2136
ShOW DOOT. . e e 135
SHOW Class-Map ..o 1150
ShOW ClOCK . ..o 230
show counterdhcp-client............oiiiiiiii i 1960
ShOW COUNTEr 10g . ..o et e e e 378
show countermail...... ..o e 2101
show counter ping-poll ... e 2238
SHOW COUNtEr SMMP-SEIVEN . ..\ttt ittt et et e i ie e 1985
show counterstack........c..oooiiii i e 1589
ShOW CPU NISTOrY it e e et e e 235
] 00 1YV of o 1 232
show crypto key hostkey. ... ..o 2137
show crypto key mypubkeyrsa.........ccooiiiiiiiiii i 1480
show crypto key pubkey-chain knownhosts .......................... ... 2139
show crypto key pubkey-chain userkey.................coiiiii, 2141
show cryptokey userkey...... ..o 2142
show crypto pki certificates .........ooviiiii 1481
show crypto pkienrollmentuser........cooviviiiii it ininnenn, 1483
show crypto pki trustpoint. ...t 1484
showdebuggingaaa ... e 1399
show debuggingarp security ........cooviiiiiiii i 1536
show debuggingatmfpacket.............coiiii i 1910
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show debuggingatmf...... ... i 1909

show debugging dotTX . .....cuiiiinii e 1202
show debugging epsr ...covviiiii i 1642
show debugging igmp. ...t e e 916
show debugging ip dhcpsnooping ...t 1537
show debuggingippacket.........cooiiiiiiinii i 745
show debugging lacp. . ..c.ooviii i e 653
show debugging lldp . ... e 2065
show debugging loopprot . ...t 464
showdebuggingmld. ... ... 946
show debugging MstP. ... vttt i e e 565
show debugging platform packet...........ccooiiiiiiiii i 465
show debugging power-inline ...t 683
show debuggingradius. ... 1452
show debugging rip . ..o.viii i e 882
show debugging snmp ...t e 1989
show debugging stack. ... 1593
show debugging trigger. ... ..o 2188
showdebuggingudld ... e 627
show debugging ..o e 238
show dhcplease. . ..o e e 1961
show diagnostic channel-group. ..ottt 654
Show dotTX diagnostiCs. .. vv v vt e i 1206
show dotIxinterface ........ooiiiiiii e 1208
show dotTx sessionstatistics .........vuvuiiiiii ittt 1210
show dot1x statisticsinterface ............coooiiiiiiiiiiiiiini ... 1211
show dot1x supplicantinterface ............cooviiii i, 1214
show dotTx supplicant. ......ooviiiiiii i e 1212
SNOW Ot T X, ottt e 1203
show ecofriendly ... ..o 239
show epsr <epsr-instance> COUNTErS . ....o.virii it ieieie s 1651
ShOW epsSr <ePSI-INSTANCE> ...ttt i i i ineanes 1650
Show epsr COMmMON SEgMENTS . ...ttt ittt ii i e eianeenss 1648
show epsrconfig-check.........ooviii i 1649
SHOW €SI COUNTEIS . o\ttt ittt e ettt et eeeanans 1652
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SHOW EPSI SUMMAIY .ttt ettt ettt e e i e i e ineeeeneanns 1653

] o V=Y o 1643
show etherchanneldetail ... 656
show etherchannel summary ..........ooiiiiiiiiiiii it 657
show etherchannel . ... ... 655
Show exXception 10g. . ..o ve i e 379
ShOW file SYSteMS . ..ot e e 139
ShOW file L e 138
show flowcontrolinterface. ... 466
Show hash. ... e 137
show hash. ... 1485
SHOW NiStOrY. .t e e e 86
SNOW NOSES . et 769
SHOW D .o e 96
show interface acCess-groUP . ....oveeeeer e ettt eieieieeenennn, 1017
show interface brief. . ... ..o e 406
show interface err-disabled .............o i 467
show interface memory. .....oovrii it e e 241
show interface MemoOry. .....ovvii i e et 407
show interface status ........ooviniiii i e 409
show interface switchport ... i 468
Show interface. ... ..o e 403
SHOW iP acCess-liSt ...t e e e 1054
show ipdhcpsnoopingacl........ccooiiiiiiiiiii i 1539
show ip dhcp snooping agent-option ..........cviiii i, 1542
show ip dhcp snooping binding. ...l 1544
show ip dhcp snoopinginterface. ... 1546
show ip dhcp snooping statistics.......covviiiiinii it 1548
Show ip dhCp SNOOPING . ..o i e 1538
show ipdomain-list. ... e 770
show ipdomain-name. ...... ...t et 771
show ip flooding-nexthops ...t e 746
showipforwarding.......c.oiiiiiii i e e 747
ShOW P IgMP GrOUPS ..o e et e e 917
show ipigmpinterface ..........coviiiiiii it 919
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show ip igmp SNOOPING MIOULEr . ...ttt ce e 921

show ip igmp snooping routermode ..........oviiiiiiiiiiiiiii i 922
show ip igmp snooping source-timeout.........oovviiiv i i 923
show ip igmp snooping statistics. .......covii it 924
showipinterface ... e 748
showipirdpinterface........ccoouiiiiiiii i e 750
SHOW P I . e 749
SHOW I NAME- IV, . ottt ettt et ettt 772
ShOW ip ProtoColS M oot e e e 883
showipripdatabase. ... 885
ShOW P P INtEI aCE . oot e e et 886
S OW D D ettt e e e e 884
showiproutedatabase...........ccoiiiiiiiiii i e 834
ShOW ip rOUTE SUMMAIY . ..ottt e e e e eeans 835
SHOW P rOULE. . oo e e 832
SHOW P TP SNOOPING .ottt e e ettt ie e 1657
SHOW P SOCKES. ..ttt e e i e e e e e 752
showipsourcebinding ........c..coooiiiiiiiiii i 1551
ShOW P traffic ..o e 755
show ipv6 access-list (IPv6 Hardware ACLS) .....oovvviiiii it 1089
show ipv6 access-list (IPv6 Software ACLS)........covviiviiiininnnn.n.. 1096
show ipv6 forwarding. . ........vevuii i e 811
ShOW IPVB INTeIfaCe. ...ttt e e et 812
ShOW iPVE MId GroUPS ..ot e e et e i 947
showipvb mldinterface ..........coiiiiiiiii i 948
show ipv6 mld snooping mrouter...........ooviviiiinninnniennnnnns 949
show ipv6 mld snooping statistics. .......covvvive i it 950
show ipv6 neighbors . ... e e 813
SHOW iPV6 roUte SUMMATIY ...ttt ettt e et eaenens 816
ShOW iPV6 roUTE SUMMAIY ..ttt e e ee e e eieaeenens 838
SHOW PV FOUTE .« ottt e e et ettt 814
SHOW PV FOULE ..ttt e e e et ettt 836
SHOW 1aCP SYS-Id . ot e 658
SHOW [aCP-CoOUNtEr. ...t e ettt 659
ShoW Idap SErVer grouUp . .. .vve vttt ce i 1430
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show lldpinterface ......ccoviiiiii i e 2069

show lldplocal-info. ... 2072
show lldp neighborsdetail...........cooiiiiiiin i i 2079
show lldp neighbors. ... ..o e 2077
show Ildp statisticsinterface ..o 2085
Show Ildp Statistics ....vuve i e e 2083
SHOW LA, o e e 2067
ShOW 10CatioNn . ... e 2087
ShOW 10g CONFig oo e 382
show logexternal. ... ... ..o e 384
ShoW l0g permanent. ... ...ovvu ittt e e et 385
SHOW l0g et e e 380
ShOW l00p-Protection. . ...o.o i e e 469
show mac address-table notification mac-change ....................... 1990
show mac address-table thrash-limit ................. ..o it 473
show macaddress-table ... 471
SNOW Ml .. e 2102
show memory allocations. ..........ooiiiiiiiiii e 245
ShOW MemMOry history. . .o.v v i e e e 247
ShOW MemMoOry POOIS . . ..ot e e 249
showmemory shared. ..........oouiiiiiii i i 250
SHOW MEMOTY . et e e e e e 243
show mirrorinterface. .. ....o.vuvi oo e 416
SNOW MIITON . . e 415
show mls qos aggregate-policer .........c.coviiiiiiii i, 1152
show mls qos interface policer-counters..............coiviiiiiinenn.n.. 1156
show mls qos interface queue-couNters ..........coovviiiereiinnenennen.. 1157
show mls qos interface storm-status. ............coviiiiiiiin ., 1159
showmls qosinterface. ... e 1153
Show MIS OS MaAPS COS-QUEUE . ..ottt e et ei e eeaneaanns 1160
show mls qos maps premark-dscp .......cooiiiiiiiiiii i 1161
show mls qos scheduler-set. ..ot e 1162
SHOW MIS OS. .ottt e e 1151
ShOW NtP aSSOCIAtioNS ..ot et 1970
show ntp counters assoCiations ........c.ove it ii it iiiieie s 1973
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SHOW NP COUNTEIS. .ottt e ettt en e 1972

SHOW NEP STAtUS oottt i i e ettt 1974
show openflow config ..ot e 1564
show openflow coverage ........coiiiiiiiiii i 1566
show openflow flows ... e 1568
show openflow rules. ... 1571
show openflow ssl. ..o 1573
show openflow status .......oovriii i e 1574
ShoW PING-POll ... e 2240
show platform classifier statistics utilization brief ........................ 1163
show platform classifier statistics utilization brief ......................... 477
show platformmemtunnel........ ..o 820
show platform port. ... ..o e 480
show platform. . ... 474
ShOW POlICY-MaP .t e e e e e 1166
show portetherchannel ...t i 660
show port-security interface ...ttt 482
Sshow port-security iNtrusion ..........oivvriiii it iii i 483
show power-inline CoUNtErs ..ottt et 687
show power-inline interfacedetail .............cccoiiiiiiiiii i, 692
show power-inlineinterface ...t i 689
Show power-inline. . ... e s 684
ShOW PHIVIIEgE. o .ot e 186
SO PIrOCESS . . ettt ettt e e e e e e e 251
show provisioning (Stack) . ........ooieiiiii it 1595
show proxy-autoconfig-file .............ccoo i 1347
show radius dynamic-authorization counters.................covvvnen.. 1456
ShOW radius SErVer groUP ...ttt ittt e e e e eaaanns 1400
show radius statistics ........oovinininii e 1458
ShOW radius ..o e 1453
ShoW reboot history ... e e 254
ShOW rmon alarm . . ... . 2111
SNOW MMON BVENT. ..ottt e 2112
ShOW rmoN hisStOry. .. ..ot e e e 2114
ShOW rmon Statistics . . ..o .v et 2116
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SNOW FOULEI-Id. . et e e 255

show running-configatmf ......... ... i 1911
show running-configinterface ... 144
show running-config log. . .....oov i e 387
show running-config sNMpP . ... e 1992
show running-config ssh........ ..o 2143
show running-config stack. ..........coiiiiiiiiii i 1594
show running-config trigger ..o 2189
Show runNing-config ..o e 141
show security-password configuration ...t 187
ShOW SECUNity-PasSWOrd USE. . ..ottt ee et n e eiennenans 188
Show snMP-Server COMMUNITY . ...oventntn e 1994
SHOW SNMP-SEIVEN GIOUD .\ttt ettt et e et e e eieaeenanns 1995
SHOW SNMP-SEIVEI trap ..ttt e et et e e aeaens 1996
SHOW SNMP-SEIVEI USEI ..\ttt ittt ettt it et i eiaeanens 1997
SHOW SNMP-SEIVEN VIEW . .o ottt et e ettt e e e e e eneenes 1998
SHOW S-S Ve . .ttt ettt e et ettt 1993
show spanning-tree brief ........ ... i 569
show spanning-treemstconfig ..o 571
show spanning-tree mst detail interface.................cciiiiiiit, 574
show spanning-treemstdetail ... 572
show spanning-tree mstinstanceinterface.................. ..ot 577
show spanning-tree Mstinstance ........c..cvviv i i it 576
show spanning-tree mstinterface............coviiiiiiii i, 578
Show spanning-tree Mt .. ....oiii i et 570
show spanning-tree statistics instance interface .......................... 582
show spanning-tree statisticsinstance ............cooiiiii it 581
show spanning-tree statisticsinterface ...............cooi i, 584
show spanning-tree statistics .........cooviiiiii ittt 579
show spanning-tree vlanrange-index ............c.ooiiiiiiiiiiiiiiin, 586
ShOW SPaNNING-tree ..ot e e e e 566
show ssh client . ... e 2147
show ssh serverallow-users. ...........oouiuiiiiii i, 2150
show ssh serverdeny-users .........c.coiiiiiiniiiiii i, 2151
ShOW SSh SerVer. ..o e 2148
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SNOW SN ettt 2145

show stackdetail ..........oooniiii 1598
show stack resiliencylink......... ..o i 1602
SNOW STACK .. .ttt e 1596
ShOW Startup-config . ....cooviii i e e e 146
show static-channel-group. ... 661
show stoat collector .......oou i 1934
show stoat destinations. ........ ..o 1936
ShOW StOrmM-CoNtrol. . .....couei i e 484
show system environment COUNTErS. .. .o.vve it v it in e eieanenens 259
Show system enviroNMENT. . ...ouv it i e e i ee i ia e 257
show system fiber-monitoring ... 283
ShOW SYStEeM INTEITUPLS . .o v ettt e e 261
ShOW SYSTEM MAC. ..ottt e e e e e 262
show system pluggabledetail...........cooiiiiiiii i 288
show system pluggable diagnostics. ... innen.. 291
show system pluggable. ....... ..o e 286
show system serialnumber....... ... ... i 263
SO SY S eI ittt e e e e e 256
SNOW TACACSt . o ettt e 1495
SHOW teCh-SUPPOIt et e et ettt 264
show telnet. . ..o e 189
show test cable-diagnostics tdr ..........cooviiiiiiiii it 293
0] 01011V 1 T T =T 2190
showudld neighbors ... e 629
Show udld Port . ..o e e 630
Show udld. ... e 628
SOW USEIS ettt ettt 190
SNOW VEISION Lttt e 147
ShOW VIaNn @CCess-Map . ..o i e e et e 510
show vlan classifier group interface ...........coooiiiiiiiiii ... 512
show vlan classifier group. ..ot i 511
show vlan classifier interface group ..ot 513
show vlan classifierrule.......... oo 514
show vian filter . ... ..o 515
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show vlan private-vlan. ... i e e 516

ShOW VIaN .. 509
shutdown (Stoat-dest) . ......oeiereiei e 1938
SNULAOWN . . 411
snmp trap link-status SUPPress . ..o vii it i iieieaeenns 2000
snmp trap link-status ...t e 1999
SNMP trAP MAC-ChanNge ...t e e e e e e e 2002
SNMP-SEIVEr COMMUNITY . .ottt ettt e e it eieeanennneens 2005
SNMP-SErVer CONTaCT. . ..o e e e e 2006
snmp-serverenable trap . .....oeiii i e 2007
snmp-server enginelD localreset. .......cooviiiin it 2012
snmp-serverenginelDlocal ... 2010
SNMP-SEIVEE GIOUP . ettt ettt et e e e e et e e aae e e eaaieeeeeeanneeens 2013
SNMP-SEIVEr hOSt . ..o e 2015
snmp-server legacy-ifadminstatus. ... 2017
SNMP-SErver l0Cation ... ... e e e e 2018
snmp-server source-interface ...t e 2019
snmp-server startup-trap-delay ... 2020
(] 1 0] oY= V7= G Y= PP 2021
SNIMP-SEIVEE VIEW. . ¢ et ittt ettt ettt e ettt e et aeeateeaeeanneennnennn 2024
(] 10T 0T =] V7= P 2003
018 (ol T 2P 2244
spanning-tree autoedge (RSTPand MSTP) .......ooiviiiii i 587
spanning-tree bpdu ... e 588
spanning-tree cisco-interoperability (MSTP) ..........coiiiiiiiiiini... 590
spanning-tree edgeport (RSTPand MSTP) .........coviiiviiiniiinninn, 591
spanning-treeenable. ... ..o e 592
spanning-tree errdisable-timeoutenable................. ... ool 594
spanning-tree errdisable-timeoutinterval ................ ... ... ... 595
spanning-tree force-version. ...t e 596
spanning-tree forward-time. ......... ..ottt e 597
spanning-tree guard rOOt . .....vu it e et 598
spanning-tree hello-time ... 599
spanning-tree liNk-type . .. ..ottt e e e 600
SPANNING-Tr 0 MAX-AGE « t vttt ettt ettt et ettt et et entenneeneennennennenns 601
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spanning-tree max-hops (MSTP) ...t 602

SPANNING-TrEeE MOE . ..ttt e e e e et 603
spanning-tree mst configuration ...ttt 604
spanning-tree mstinstance path-cost ............ccviiiiii i, 606
spanning-tree mstinstance priority ...t 608
spanning-tree mst instance restricted-role............. ... ... il 609
spanning-tree mstinstance restricted-tcn ........... oo i, 611
spanNning-tree MstiNStanCe .. ... ii i it eie s 605
SpanNNiNg-tree Path-Cost ..ottt it e 612
spanning-tree portfast (STP) .........vuirii e 613
spanning-tree portfast bpdu-filter................ooiiiii 615
spanning-tree portfastbpdu-guard .............. ... i, 617
spanning-tree priority (bridge priority) ...........co i 619
spanning-tree priority (POrt Priority). .....ovvvieiiin it 620
spanning-tree restricted-role. . ......oovii i e 621
spanning-tree restricted-tCN ... ..ot e 622
spanning-tree transmit-holdcount ............... ... ... ..o il 623
SPEEA (@SYN) . e vttt ettt e e e 266
] 0 Y=< S 485
ssh client allow-legacy-ssh-rsa ........ ... 2156
SSh Client . .. 2154
ssh server allow-legacy-ssh-rsa..........cooiiiiiiiii i, 2159
sshserver allow-UsSers. . ... e 2160
ssh server authentication ......... ..o 2162
SSH SEIVEr deNY-USErS .. ..ottt 2164
ssh server max-auth-tries ...........oiiiiii 2166
ssh serverresolve-host. ... .. ..o e 2167
] T T =Y G o o TS 2168
SSh server secure-algs. .. ..o vt e e e 2169
ssh server secure-Ciphers ...... ..ot i 2170
ssh server secure-hostkey ...t i 2171
SSH SEIVEr SECUIE-KEX ...\ttt e 2172
SSH SEIVEr SECUIE-MAC ..\ttt ettt ettt e e ieaeeens 2173
SSh SEIVEr STt oo e 2174
ssh servertcpforwarding. ..o 2175
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1] P 2152
stack disabled-master-monitoring.............ccoiiiii it 1604
stackenable. ... .o 1605
stack managementsubnet. ......... ..o 1607
stackmanagementvilan ... ... i e 1608
] 7 1 T o) 1 47/ 1609
stack renumbercascade ...... ..o 1612
stack renuMber. . ... e 1610
stack resiliencylink. ... ... i 1614
stack software-auto-synchronize ...t i 1616
stack virtual-chassis-id . ... 1618
stack virtual-mac ... 1619
] 71 < 1912
static-channel-group ... e 662
stoat collectorenable. ... ... ..o 1939
stoat collector expiry-period ...t 1940
Stoat ColleCtor key . ... 1941
stoat collector trustpoiNt. ..ot e i 1943
stoat destination ...........oiiiiiiii i e 1944
StOAt diSCOVRIY .\ttt e e e e e 1946
STOrM-aCtioN .. .o e 1167
storm-controllevel ....... ... e 488
StOrM-dOWNTIME ... . e 1168
£ (0] 1 40T o] o) (=Y et 1 [ o TR P 1169
STOIM-TAtE. ..o e e 1170
STOIM-WINAOW. . . ettt e 1171
strict-priority-queue egress-rate-limit queues. ...l 1172
strict-priority-queue queue-limit ... 1173
Strict-USer-process-CoNtrol . .......ooeiiii e e 148
Strict-USer-process-CoNtrol . .......oiuiii i e i 191
subject-name (ca-trustpoint) . .....oovu i i 1486
switch provision (stack) ... 1620
SWitchport access Vlan . ...t e e 517
switchportatmf-agentlink ......... ... o i 1914
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switchportatmf-arealink. ... 1915

switchport atmf-crosslink ..............oo i 1917
switchport atmf-guestlink. .............co i 1919
switchportatmf-link ........ ..o i e 1921
switchport block unicast-flooding..............cccoiiiiiiiiii i, 489
switchportenablevlan........ ..o i 518
SWItChPOrT MOE @CCESS v ittt e ettt eeen 519
switchport mode private-vlan trunk promiscuous. ........................ 521
switchport mode private-vlan trunk secondary ................. ... ... 523
switchport mode private-vlan.......... ... i 520
switchport mode trunK . ... e 525
switchport port-security aging . .....o.oviiii it 493
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Part 1: Setup and Troubleshooting
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CLI Navigation
Commands

Introduction

Overview This chapter provides an alphabetical reference for the commands used to
navigate between different modes. This chapter also provides a reference for the
help and show commands used to help navigate within the CLI.

Command List

“configure terminal” on page 77

. “disable (Privileged Exec mode)” on page 78
. “do” on page 79

. “enable (Privileged Exec mode)” on page 80
. “end” on page 82

. “exit” on page 83

. “help” on page 84

. “logout” on page 85
. “show history” on page 86
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CLI NAVIGATION COMMANDS

CONFIGURE TERMINAL

configure terminal

Overview
Syntax
Mode

Example
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This command enters the Global Configuration command mode.
configure terminal

Privileged Exec
To enter the Global Configuration command mode (note the change in the
command prompt), enter the command:

awplus# configure terminal

awplus (confiqg) #

Command Reference for GS980MX Series
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CLI NAVIGATION COMMANDS
DISABLE (PRIVILEGED EXEC MODE)

disable (Privileged Exec mode)

Overview This command exits the Privileged Exec mode, returning the prompt to the User
Exec mode. To end a session, use the exit command.

Syntax disable
Mode Privileged Exec

Example To exit the Privileged Exec mode, enter the command:
awplus# disable
awplus>
Related enable (Privileged Exec mode)
commands

end

exit
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CLI NAVIGATION COMMANDS
DO

do

Overview This command lets you to run User Exec and Privileged Exec mode commands
when you are in any configuration mode.

Syntax do <command>

Parameter Description

<command>  Specify the command and its parameters.

Mode Any configuration mode

Example awplus# configure terminal

awplus (config)# do ping 192.0.2.23
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CLI NAVIGATION COMMANDS
ENABLE (PRIVILEGED EXEC MODE)

enable (Privileged Exec mode)

Overview This command enters the Privileged Exec mode and optionally changes the
privilege level for a session. If a privilege level is not specified then the maximum
privilege level (15) is applied to the session. If the optional privilege level is omitted
then only users with the maximum privilege level can access Privileged Exec mode
without providing the password as specified by the enable password or enable
secret (deprecated) commands. If no password is specified then only users with the
maximum privilege level set with the username command can assess Privileged
Exec mode.

Syntax enable [<privilege-level>]

Parameter Description

<privilege Specify the privilege level for a CLI session in the range <1-15>, where

- level> 15 is the maximum privilege level, 7 is the intermediate privilege level
and 1 is the minimum privilege level. The privilege level for a user must
match or exceed the privilege level set for the CLI session for the user
to access Privileged Exec mode. Privilege level for a user is configured
by username.

Mode User Exec

Usage notes Many commands are available from the Privileged Exec mode that configure
operating parameters for the device, so you should apply password protection to
the Privileged Exec mode to prevent unauthorized use. Passwords can be
encrypted but then cannot be recovered. Note that non-encrypted passwords are
shown in plain text in configurations.

The username command sets the privilege level for the user. After login, users are
given access to privilege level 1. Users access higher privilege levels with the
enable (Privileged Exec mode) command. If the privilege level specified is higher
than the users configured privilege level specified by the username command,
then the user is prompted for the password for that level.

Note that a separate password can be configured for each privilege level using the
enable password and the enable secret (deprecated) commands from the Global
Configuration mode. The service password-encryption command encrypts
passwords configured by the enable password and the enable secret (deprecated)
commands, so passwords are not shown in plain text in configurations.

Example The following example shows the use of the enable command to enter the
Privileged Exec mode (note the change in the command prompt).

awplus> enable
awplus#

The following example shows the enable command enabling access the
Privileged Exec mode for users with a privilege level of 7 or greater. Users with a
privilege level of 7 or greater do not need to enter a password to access Privileged
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CLI NAVIGATION COMMANDS
ENABLE (PRIVILEGED EXEC MODE)

Exec mode. Users with a privilege level 6 or less need to enter a password to access
Privilege Exec mode. Use the enable password command or the enable secret
(deprecated) commands to set the password to enable access to Privileged Exec
mode.

awplus> enable 7

awplus#

Related disable (Privileged Exec mode)

commands
enable password
enable secret (deprecated)
exit
service password-encryption
username
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CLI NAVIGATION COMMANDS
END

end

Overview

Syntax

Mode

Example

Related
commands
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This command returns the prompt to the Privileged Exec command mode, from
any advanced command mode.

end

All advanced command modes, including Global Configuration and Interface
Configuration modes.

The following example shows how to use the end command to return to the
Privileged Exec mode directly from Interface Configuration mode.

awplus# configure terminal

awplus (config)# interface vlan2

awplus (config-if) # end

awplusf#

disable (Privileged Exec mode)
enable (Privileged Exec mode)

exit

Command Reference for GS980MX Series
AlliedWare Plus™ Operating System - Version 5.5.3-1.x

82



CLI NAVIGATION COMMANDS
EXIT

exit

Overview

Syntax

Mode

Example

Related
commands
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This command exits the current mode, and returns the prompt to the mode at the
previous level. When used in User Exec mode, the exit command terminates the
session.

exit

All command modes, including Interface Configuration and Global Configuration
modes.

The following example shows the use of the exit command to exit Interface
Configuration mode and return to Global Configuration mode.

awplus# configure terminal

awplus (config)# interface vlan2

awplus (config-if) # exit

awplus (config) #

disable (Privileged Exec mode)
enable (Privileged Exec mode)

end
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CLI NAVIGATION COMMANDS
HELP

help

Overview This command displays a description of the AlliedWare Plus™ OS help system.
Syntax help
Mode All command modes

Example To display a description on how to use the system help, use the command:

awplus# help

Output Figure 1-1:  Example output from the help command

When you need help at the command line, press '?'.

If nothing matches, the help list will be empty. Delete
characters until entering a '?' shows the available options.

Enter '?' after a complete parameter to show remaining wvalid
command parameters (e.g. 'show ?').

Enter '?' after part of a parameter to show parameters that
complete the typed letters (e.g. 'show ip?').
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CLI NAVIGATION COMMANDS
LOGOUT

logout

Overview This command exits the User Exec or Privileged Exec modes and ends the session.
Syntax logout
Mode User Exec and Privileged Exec

Example To exit the User Exec mode, use the command:

awplus# logout
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CLI NAVIGATION COMMANDS
SHOW HISTORY

show history

Overview

Syntax
Mode

Example

Output
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This command lists the commands entered in the current session. The history
buffer is cleared automatically upon reboot.

The output lists all command line entries, including commands that returned an
error.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show history
User Exec and Privileged Exec

To display the commands entered during the current session, use the command:

awplus# show history

Figure 1-2:  Example output from the show history command

en
show ru

conf t

route-map er deny 3
exit

ex

~ o U W N

di
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Device GUI and
Vista Manager EX
Commands

Introduction

Overview

Command List
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This chapter provides an alphabetical reference of commands used to configure
the Device GUI. They also allo