AVL Allied Telesis
CentreCOM® GS980M Series

MANAGED GIGABIT EDGE SWITCHES

GS980M/52
GS980M/52PS

Command Reference for
AlliedWare Plus™ Version 5.5.3-1 .x



Acknowledgments

This product includes software developed by the University of California, Berkeley and its contributors.
Copyright ©1982, 1986, 1990, 1991, 1993 The Regents of the University of California.
All rights reserved.

This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit. For information about this see
www.openssl.org/

Copyright (c) 1998-2019 The OpenSSL Project

Copyright (c) 1995-1998 Eric A. Young, Tim J. Hudson

All rights reserved.

For the full list of acknowledgments, and respective copyright notices, run the show version command on your device.

This product includes software licensed under v2 and v3 of the GNU General Public License, available from: www.gnu.org/licenses/
gpl2.html and www.gnu.org/licenses/gpl.html respectively.

Source code for all GPL licensed software in this product can be obtained from the Allied Telesis GPL Code Download Center at:
www.alliedtelesis.com/support/

Allied Telesis is committed to meeting the requirements of the open source licenses including the GNU General Public License (GPL) and
will make all required source code available.

If you would like a copy of the GPL source code contained in Allied Telesis products, please send us a request by registered mail including
a check for US$15 to cover production and shipping costs and a CD with the GPL code will be mailed to you.

GPL Code Request
Allied Telesis Labs (Ltd)
PO Box 8011
Christchurch

New Zealand

Allied Telesis, AlliedWare Plus, Allied Telesis Management Framework, EPSRing, SwitchBlade, VCStack, and VCStack Plus are trademarks or
registered trademarks in the United States and elsewhere of Allied Telesis, Inc.

Microsoft and Internet Explorer are registered trademarks of Microsoft Corporation. All other product names, company names, logos or
other designations mentioned herein may be trademarks or registered trademarks of their respective owners.

© 2023 Allied Telesis, Inc.
All rights reserved. No part of this publication may be reproduced without prior written permission from Allied Telesis, Inc.

Allied Telesis, Inc. reserves the right to make changes in specifications and other information contained in this document without prior
written notice. The information provided herein is subject to change without notice. In no event shall Allied Telesis, Inc. be liable for any
incidental, special, indirect, or consequential damages whatsoever, including but not limited to lost profits, arising out of or related to this
manual or the information contained herein, even if Allied Telesis, Inc. has been advised of, known, or should have known, the possibility
of such damages.


http://www.openssl.org/
http://www.gnu.org/licenses/gpl2.html
http://www.gnu.org/licenses/gpl2.html
http://www.gnu.org/licenses/gpl.html
http://www.alliedtelesis.com/support/

Contents

PART 1: SetupandTroubleshooting ............ciiiiiiernnenns 71
Chapter 1: CLINavigationCommands . ... ... .ot e i vttt eoroscnoossons 72
Introduction . . . .. .. 72
configureterminal . . ... . ... .. 73
disable (Privileged Execmode) .. ... ... ... .. . . . . . i 74
o . 75
enable (Privileged Execmode) .. ... ... . ... . 76
BN . e 78
BXIt . . e 79
help .. 80
OgOUL . . e e e 81
showhistory . . ... . e 82
Chapter 2: Device GUl and Vista ManagerEXCommands . . . ... ........... 83
Introduction . . . .. .. e 83
atmftopology-guienable ... ..... .. ... . . ... .. L 84
http logwebapi-requests . . . . ... ... ... . . e 85
http port . . 86
http secure-port . . . . . .. 87
http trustpoint . . . . . ... . e 88
logevent-host . . . . .. i e 20
SeIVICE NttP . . o o o 91
show http . . . .. e 92
Chapter 3: File and Configuration ManagementCommands. . . . . ... ... .. .. 93
Introduction . . . .. ... 93
autobootenable . ... ... .. .. 96
bootconfig-file . ... ... ... .. . . . ... 97
boot config-filebackup . .. ... ... ... .. . ... 99
bootsystem . .. ... ... 100
bootsystembackup . ........ ... ... .. .. 102
CA o 103
C613-50662-01 Rev A Command Reference for GS980M Series 3

AlliedWare Plus™ Operating System - Version 5.5.3-1.x



Chapter 4:

copy (filename) . . .. ... 104

copydebug . ... e 106
copyrunning-config . . . . .. . 107
copy startup-config . .. ... 108
COPY ZMOEM . . o ot et e e e e e e 109
createautoboot . . .. ... 110
delete . .. . 111
deletedebug. . . ... . 112
dir. e e e 113
edit . .. e 115
erasefactory-default . . . . ... ... .. . . 117
erasestartup-config . . ... ... .. 118
iptftp source-interface ... ... ... ... ... e 119
ipv6 tftp source-interface . . . . ... ... . e 120
MKAir. . e e e e 121
OV &« o i e e e e e et e e e e e e e e e e e e 122
movedebug . ... ... e 123
PWO e e et 124
NI . . e e e e e 125
showautoboot . . ... ... . . . . . 126
showboot . ... . . . e 127
showhash .. ... . . . .. . . 129
showfile. . . .. 130
showfilesystems . . . ... ... e 131
showrunning-config. . . ... ... ... . .. 133
show running-configinterface ... .......... ... ... ... ... ... 136
show startup-config . ... ....... .. . ... . . . 138
SHOW VEISION . . . . o e 139
strict-user-process-control . .. ... ... ... ... . 140
UNMOUNT . . . e e e e e e e e e e e e e e e e e 141
writefile . .. . e 142
WHEEMEMOIY & . o et e e e e e e e e e e e e e e e e e 143
writeterminal . . ... e 144
UserAccessCommands . ... ....ccovteeeeonsosocnnsnsas 145
Introduction . . .. ... . . . e 145
aaa authentication enable defaultlocal . . . ... ................. 147
aaa local authentication attempts lockout-time. . . . .. ............ 148
aaa local authentication attemptsmax-fail . . . ... ............... 149
aaaloginfail-delay . ......... ... .. .. .. . . . ... 150
clearaaalocaluserlockout . . . ......... ... .. . . . . . 151
clearlineconsole . . ... ... . . . . 152
clearlinevty . .. ... 153
enablepassword . . ... ... 154
enablesecret(deprecated) . . . . ... ... . ... .. e 156
exec-timeout . . . . . ... e e e 157
flowcontrol hardware (asyn/console) . .. .......... ... ........ 159
length (@syn) . . . ..o 161
e . . 162
privilegelevel . ... .. ... 164
security-password history . . . . ... ... e 165
security-password forced-change .. .......... ... ... ... ..... 166
security-password lifetime . . ... ... ... ... . . 167

C613-50662-01 Rev A

Command Reference for GS980M Series
AlliedWare Plus™ Operating System - Version 5.5.3-1.x



Chapter 5:

security-password min-lifetime-enforce ... .......... ... .. ..., 168

security-password minimum-categories . ... ...... . ... 169
security-password minimum-length . . . . ....... ... ... ... ... .. 170
security-password reject-expired-pwd . . ... ... oo oL 171
security-password warning . . . . . ... .. 172
serviccadvanced-Vty . . . . ... 173
service password-encryption . ... ... e 174
servicetelnet. . . . .. .. 175
showaaalocaluserlocked . . ... ... ... ... ... . ... ... ... ... 176
showprivilege . . . .. ... 178
show security-password configuration . .. .................... 179
show security-password user . .. .... ... ... 180
showtelnet. . ... .. .. e 181
ShOW USerS . . .o o e 182
strict-user-process-control . . ... ... ... ... 183
telnet. . ... 184
telnetserver . .. ... . e 185
terminallength . ... ... . .. 186
terminalresize . . . . . .. e e 187
USEIMNAME L o ottt et e e e e e e e et et 188
System Configuration and MonitoringCommands ............ 190
Introduction . . . ... .. 190
banner display external-manager. . . . . ... ... . . L oL 192
bannerexec . .. ... .. 193
banner external-manager. . . . ... ... .. 195
bannerlogin (system) . ... ... ... e 197
bannermotd . . . .. ... 199
cockset . . .. e 201
clock summer-timedate . ......... ... . ... 202
clock summer-timerecurring . .. ... ... ... 204
clocktimezone . ... .. ... 206
debugcore-file ... ... .. . . ... 207
ecofriendly buttonenable ... ........ ... .. ... ... .. .. ... ... 208
ecofriendlyled. . . ... ... . . . . .. 209
ecofriendly Ipi . . . .. ... 210
findme . . ... 212
findmetrigger . . .. ... . 214
hostname . . . . . .. e 215
nodebugall ... ... . . . . . e 217
reboot . . . .. 219
reload . ... e 220
show banner external-manager . . . . ... ... ... .. ... 221
showclock . ... . e 222
SHOW CPU . . . e 224
showcpuhistory . .. ... . e 227
showdebugging . . ...... .. . . ... e 229
showecofriendly . .. ... ... . . . .. 230
showinterfacememory . . . .. ... .. 232
Showmemory . . ... e 234
showmemoryallocations ... ............ ... ... ... ..... 236
showmemoryhistory . .. ....... . . . . . e 238
showmemory pools . . ... ... . 239

C613-50662-01 Rev A

Command Reference for GS980M Series
AlliedWare Plus™ Operating System - Version 5.5.3-1.x



Chapter 6:

Chapter 7:

showmemoryshared . ...... ... ... . .. .. . 240

SHOW Process . . .o v it e 241
showreboothistory . .. ....... . . . .. . 243
showrouter-id . . . .. .. 244
ShOW SyStem . . . . L e 245
show systemenvironment . .. ......... .. ... . e 246
show system environmentcounters . . .. ....... ... 247
show systeminterrupts . . . ... ..ottt 249
showsystemmac . . . ... e e 250
show system serialnumber . . . .. ... .. L o 251
show tech-support . . ... .. . e 252
speed (ASYN) . . .. i e e 254
terminal monitor . ... ... .. e 256
undebugall . . ... . e 257
Pluggablesand CablingCommands . ..................... 258
Introduction . . . .. ... 258
clear fiber-monitoringinterface . . . . ....... ... .. . . . . ... 259
cleartest cable-diagnosticstdr .. ... ....... ... ... .. . . . ... .. 260
debug fiber-monitoring . . . .. ... L 261
fiber-monitoringaction . . . . ... ... ... . 263
fiber-monitoring baseline. . . .. ... ... . ... . . 265
fiber-monitoringenable. . . . ... ... ... . 267
fiber-monitoringinterval . ... ...... .. . ... ... 268
fiber-monitoring sensitivity . ... ... ... .. L o 269
show system fiber-monitoring. . . .. ...... ... .. .. L L. 271
showsystempluggable . . . ..... ... ... ... . . . . . 274
show system pluggabledetail . . . .......... ... ... ... ...... 276
show system pluggable diagnostics . . ... .................... 279
show test cable-diagnosticstdr . . .. ............ ... . ........ 281
test cable-diagnosticstdrinterface . . . ... ... ... ... .. . . 282
LoggingCommands . .......cctiteteveroernscnnssosas 283
Introduction . . . ... ... e 283
clearexceptionlog . . ... ... e 285
clearlog . . ..o e 286
clearlogbuffered . . . . ... .. .. . . . . 287
clearlogexternal . . ... ... . . . ... e 288
clearlogpermanent . .. ..... .. . ... 289
copy buffered-log. . . ... ... . 290
copypermanent-log . . . ... 291
defaultlogbuffered ... ... ... ... ... .. .. .. . . .. . . ... 292
defaultlogconsole . . .. ... ... . . .. . ... e 293
defaultlogemail . ... ...... .. . . . . . .. . .. 294
defaultlogexternal . . . .. ... ... . . 295
defaultloghost . ... ... ... .. . 296
defaultlogmonitor. . . . ... ... .. .. .. ... 297
defaultlogpermanent. . .. ... ... ... ... . ... . 298
logbuffered ... ... ... . . . . . 299
logbuffered (filter) . .. ... . . . . . . 300
logbufferedexclude . . . ... ... . .. 303
log bufferedsize ... ... ... . .. . .. ... 306

C613-50662-01 Rev A

Command Reference for GS980M Series

AlliedWare Plus™ Operating System - Version 5.5.3-1.x



Chapter 8:

Chapter 9:

logconsole . . ... e 307

logconsole(filter). . . . ... .. . 308
logconsoleexclude . ... ... ... . . ... e 311
logemail . ... ... . . . e 314
logemail (filter) . .. ... .. . e 315
logemailexclude . . . .. ... .. .. 318
logemailtime . . ... .. . . e 321
logexternal . . . ... e 323
logexternal (filter) . ... ... .. . . . e 325
logexternalexclude ... ... ... ... . ... . . . . . . . e 328
logexternalrotate ... ... .. ... . . . . ... 331
logexternalsize . . .. ... ... . ... 333
logfacility . . .. ... e 334
loghost . .. e 336
loghost(filter) . . ... ... . . 338
loghostexclude. . . ... ... . . . . e 342
loghostsource . ..... .. ... . e 345
log hoststartup-delay . . . ........ ... . ... 346
loghosttime . . ... . . e 348
logmonitor (filter) . ... ... . . .. . . e 350
logmonitorexclude . .. ... .. ... e 353
logpermanent. . . ... ... e 356
logpermanent (filter) . ...... ... ... .. . . . . . . . . 357
log permanentexclude . .. ........... . ... ... . 360
logpermanentsize . . . ... .o e 363
log-rate-limitnsm . . . . ... .. e 364
logtrustpoint . . ... e 365
showcounterlog . . ... . . 366
showexceptionlog . ........ . . . . .. . 367
showlog . ... 368
showlogconfig . . ... ... . . . . 370
showlogexternal . . . ... ... . . . e 372
showlogpermanent . . . ... ... . i 373
show running-configlog ... ...... ... ... ... ... . . . . . . . .. ... 375
UNMOUNT . . o e e e e e e e e 376
ScriptingCommands . . . .. ...ttt it ittt ittt 377
Introduction . . . .. .. .. 377
activate . . .. 378
BChO . 379
Wail . . 380
InterfaceCommands . . . . .......ci ittt nnaans 381
Introduction . . . ... .. 381
description (interface) . . .. ... ... .. ... e 382
interface (toconfigure) . ...... ... .. ... . ... .. 383
MU . . e 385
platformjumboframe ... ... ... ... . ... .. ... 387
service statistics interfacescounter. . . . ... ... L L o L. 388
showinterface . . . .. .. .. e 389
show interfacebrief . ... ... .. .. . . .. ... . . 392
showinterfacememory . . . .. ... .. 393

C613-50662-01 Rev A

Command Reference for GS980M Series
AlliedWare Plus™ Operating System - Version 5.5.3-1.x



Chapter 10:

PART 2:

Chapter 11:

show interfacestatus . ... ... ... .. i 395

shutdown . . . ..o 397
Port Mirroring and Remote MirroringCommands ............. 398
Introduction . .. ... e 398
mirrorinterface . .. ... .. . .. e 399
remote-mirrorinterface . . . .. ... ... e 401
Show mirror . ... . e 403
show mirrorinterface . ... ... ... ... . .. . . ... . .. 404
show remote-mirror . . . ... 405
switchport remote-mirror-egress . . . .. ..o v ittt e 407
vlan mode remote-mirror-vlan . . ... ... ... 408
InterfacesandLayer2 ..........0ii ittt eertinnnncrnnns 410
SwitchingCommands . ..........cciiii ittt eersnnnnnss 411
Introduction . .. ... e e 411
backpressure . . . ... e e 413
clearloop-protectionaction . . ........ ... ... .. . . . . .. ... ... 415
clearloop-protectioncounters ... ............ . . . ... 416
clear mac address-tabledynamic . . .. ... ... ... o L 417
clear mac address-tablestatic . .. ......... ... .. . . . . .. 419
clearportcounter. . . ... . e 420
clear port-security intrusion . . ... .. ... L 421
debugloopprot . . ... ... e 423
debugplatformpacket . ... ... ... ... ... .. 424
duplex . ... e 426
flowcontrol (switchport) . . ........ .. ..., 427
linkflapaction . . ...... ... . . . . . . 429
loop-protectionloop-detect . . .. ......... ... . ... ..., 430
loop-protectionaction ... ....... ... ..., 432
loop-protection action-delay-time . . . ........ ... ... ... . ..., 433
loop-protectiontimeout . ........... ... .. ... .. ... 434
mac address-tableacquire . . ... ... .. ... .. . . . . .. 435
mac address-table ageing-time . . . . ... ... . . . . oo, 436
macaddress-tablelogging . . . ... ... ... .. . . 437
macaddress-tablestatic . ............ ... . . . . . . . ... ..., 438
mac address-table thrash-limit . .. ......................... 439
platform control-plane-prioritizationrate . ... ................. 440
platformjumboframe . ... .. ... ... . ... .. .. 442
platformI2mc-overlap . . . . . . .. ... . 443
platform 2mc-tablemode . ... ... ... .. ... . . 444
platformload-balancing ... ....... ... ... .. L 446
platform multicast-address-mismatch-action . ... ............... 448
platform multicast-ratelimit . ............. ... ... . . ........ 449
POlarity . . e e 450
show debugging loopprot . . ....... ... ... .. .. . . . . . . 451
show debugging platformpacket . ............. ... . ... ..... 452
show flowcontrolinterface . . . .. ........ ... .. .. .. ... .. ... 453
show interface err-disabled . ... ...... ... ... .. .. .. ... .. ... 454
show interface switchport . ... ..... ... ... .. .. . . . . . ..., 455
show loop-protection . . . ...... ... . . 456

C613-50662-01 Rev A

Command Reference for GS980M Series
AlliedWare Plus™ Operating System - Version 5.5.3-1.x



Chapter 12:

Chapter 13:

showmacaddress-table . ... ....... .. .. . . . .. . .. ... 458

show mac address-table thrash-limit .. ...................... 460
showplatform . . ... ... . . 461
show platform classifier statistics utilization brief. . . . .. ........... 464
showplatformport. . . ... ... .. . . . 467
show port-securityinterface . . . . ... ... ... . .. 470
show port-security intrusion . . . . .. ... ... . 471
show storm-control . .. ..... ... . . . ... .. 472
SPEEd L. e e 473
storm-controllevel . . .. .. .. . .. 475
switchport block unicast-flooding ... .......... ... ... ...... 476
switchport port-security . . . . ... ... . e 478
switchport port-securityaging .. ........... .. ... 480
switchport port-security maximum . . ........... ... ......... 482
switchport port-security violation ... .......... ... ... ... ... 484
thrash-limiting . . . . ... ... . . 486
undebugloopprot . . ... ... . 487
undebug platformpacket . ........ ... ... ... . . . . L 488
VLANCOommMands ... .....ooittieinerocnennessnnnnness 489
INtroduction . . . . . e e 489
private-vlan . . . ... e 491
private-vlan association . . . . . ... ... e 493
showvlan . . ... e 494
show vlan classifiergroup . .......... ... ... .. . . . . . . ... ... 495
show vlan classifier groupinterface . .. ....... ... ... ... ... ... 496
show vlan classifier interfacegroup . .. ........ ... ... .. . ... .. 497
showvlan classifierrule . ... ... .. .. ... . . ... . 498
showvlanprivate-vlan. . . . . ... ... 499
switchportaccessvlan. . . . . ... ... . .. 500
switchportenablevlan . .. ...... ... ... . ... ... . . . . 501
switchportmode access. . . . ... .. i 502
switchport mode private-vlan . . . . .. ... ... ... .. ... .. . ... 503
switchport mode private-vlan trunk promiscuous . .. ............. 504
switchport mode private-vlan trunksecondary . . .. .............. 506
switchportmodetrunk . ... ... ... ... ... .. . . . . . 508
switchport private-vlan host-association . . ... ................. 509
switchport private-vlanmapping . . . . . ... ... .. o 510
switchport trunkallowedvlan . . .. ....... ... ... ... . ... ... 511
switchporttrunknativevlan . . .. ...... ... ... ... . . . ... ... 514
switchportvoicedscp . . .. ... e 516
switchportvoicevlan .. ....... ... . . ... .. e 517
switchport voicevlanpriority . ... ...... ... ... . ... . . ... ... 519
vlan . . e 520
vlan classifieractivate . ... ....... ... . ... ... 522
vlanclassifiergroup . .. .. .. .. . .. 523
vlan classifierruleipv4 . . . . . ... . 524
vlanclassifierruleproto . . . .. ... ... 525
vlandatabase . ... ... ... e 528
SpanningTreeCommands . ... ...covveveenoosoocnnssoes 529
Introduction . . . ... .. 529

C613-50662-01 Rev A

Command Reference for GS980M Series
AlliedWare Plus™ Operating System - Version 5.5.3-1.x



clear spanning-treestatistics . . . . .. ... ... ... . e 531

clear spanning-tree detected protocols (RSTPand MSTP) . ... ....... 532
debugmstp (RSTPand STP) . ... ... .. . i e 533
instance priority (MSTP) . . . . . .. .. e 537
instancevlan (MSTP) . . . . . ... e 539
region (MSTP) . . . e 541
revision (MSTP) . . . . . L 542
showdebuggingmstp . ........ ... . ... 543
show spanning-tree . .. ...... . . . e 544
show spanning-treebrief . . . ... ... ... ... 547
show spanning-treemst . ... ... ... ... ... ... 548
show spanning-treemstconfig . . .. ...... ... ... ... .. ... 549
show spanning-treemstdetail ................ ... ... ...... 550
show spanning-tree mst detailinterface . .. ................... 552
show spanning-treemstinstance. . . . ......... ... . . .. ... 554
show spanning-tree mstinstanceinterface .................... 555
show spanning-tree mstinterface . ......................... 556
show spanning-tree statistics . .. .......... ... .. ... .. ...... 557
show spanning-tree statisticsinstance . ...................... 559
show spanning-tree statistics instanceinterface . ... ............. 560
show spanning-tree statisticsinterface . ... ................... 562
show spanning-tree vlanrange-index . . . .. ................... 564
spanning-tree autoedge (RSTPandMSTP) . . . ........ .. ........ 565
spanning-treebpdu . .. ... ... .. 566
spanning-tree cisco-interoperability (MSTP) . . . . .. .............. 568
spanning-tree edgeport (RSTPand MSTP) . . . .................. 569
spanning-treeenable . ... ... . . .. 570
spanning-tree errdisable-timeoutenable .. . . .. ................. 572
spanning-tree errdisable-timeoutinterval .. ................... 573
spanning-tree force-version . ... ..... ... ... e 574
spanning-tree forward-time . ... ..... ... ... .. . . . ... ., 575
spanning-treegquardroot . . . . . . .. e 576
spanning-tree hello-time . . .. ... ... ... .. . . . . 577
spanning-treelink-type . . . ... ... .. 578
SPANNING-tree mMaXx-age . . . . . i vt it e e e 579
spanning-tree max-hops (MSTP) . . . .. ... ... . ... . ... . .. ... .. 580
spanning-treemode . . . ... 581
spanning-tree mst configuration . .. ... ....... .. ... ... . ..... 582
spanning-treemstinstance . ... ..... ... ... ... ... 583
spanning-tree mstinstance path-cost . . . . ......... . .......... 584
spanning-tree mstinstance priority . . ... ... ... .. . . L. 586
spanning-tree mst instance restricted-role . . . . . ... ... ... .. ... 587
spanning-tree mstinstancerestricted-tcn ... ... ... . . L. 589
spanning-tree path-cost . . ... ... ... ... e 590
spanning-tree portfast (STP) . . . .. ... ... . .. . i 591
spanning-tree portfast bpdu-filter . ... ...................... 593
spanning-tree portfast bpdu-quard . . ... ..... ... ... ... .. .. .. 595
spanning-tree priority (bridge priority) . ... ....... ... ... . .. ... 597
spanning-tree priority (portpriority) . . . . ... ... . o 598
spanning-treerestricted-role . ... ... ... . . . . . . e 599
spanning-treerestricted-tcn . . . . ... ... e 600
spanning-tree transmit-holdcount . . . .. ..................... 601
undebugmstp . . . . .. 602
C613-50662-01 Rev A Command Reference for GS980M Series 10

AlliedWare Plus™ Operating System - Version 5.5.3-1.x



Chapter 14: Link AggregationCommands . ...........cciiiiinnnnns 603
Introduction . . . ... .. 603
channel-group . . . . ... o 605
clearlacpcounters . . ... ... .. 607
debuglacp . . ... 608
lacp global-passive-modeenable. . . . .......... ... ... ... ... 609
lacp port-priority . . . ... . e 610
lacp system-priority . .. ... ... e 611
lacptimeout . ... ... e 612
platformload-balancing . ... ...... ... ... . . L o 614
showdebugginglacp .. ...... ... . . . 616
show diagnosticchannel-group .. ......... ... ... ... ... ... 617
show etherchannel . . ... ... ... .. . . . .. . 618
show etherchanneldetail . . .. ..... ... ... .. ... ... .. .. ... ... 619
show etherchannelsummary ... ...... ... ... .. ... ... ... ... 620
showlacpsys-id . . . ... . 621
show lacp-counter . . . ... ... .. .. . . . ... e 622
show portetherchannel . . ... ... ... ... ... . ... . . . . .. ... 623
show static-channel-group . . . .. ... ... ... . . 624
static-channel-group . . . . ... ... . 625
undebuglacp . ... .. e 627
Chapter 15: PoweroverEthernetCommands . ..........civvtitvernenn 628
Introduction . . . ... ... e 628
clear power-inline countersinterface . ....................... 630
debugpower-inline . .. ... .. . . .. 631
power-inline description . . ....... ... . . . . . . e 633
power-inlineenable .. ...... ... . . .. . . . . . . . e 634
power-inlinehanp . .. ... ... .. ... ... e 635
power-inlinemax . . . . ...t e 636
power-inline priority . . . . . ..o e 638
power-inline usage-threshold . . . .. ....... ... ... .......... 640
servicepower-inline . .. ... . 641
show debugging power-inline .. ............ ... .. ... ...... 642
show power-inline . ... ..... .. . . . . . .. 643
show power-inlinecounters . ... ....... ... ... 646
show power-inlineinterface . . ... ....... ... ... . . . . . . ... 648
show power-inlineinterfacedetail .. ........................ 651
PART 3: Layer3Switching . . ... ... ...ttt iiiiinnnns 654
Chapter 16: IP AddressingandProtocolCommands . . . ... ......ccc0ue. 655
Introduction . . . ... .. 655
arp-aging-timeout . . .. .. ... L 657
arp-Mac-disparity . . . . .o e e e 658
] o 661
arplog . . .o 662
arpopportunistic-nd . . . ... 665
arp-loose-check . . . ... ... . . . ... 666
arp-reply-bc-dmac . . . ... e 668
cleararp-cache . ... ... . e 669
debugip packetinterface. . . . ... ... .. ... . 670
C613-50662-01 Rev A Command Reference for GS980M Series 11

AlliedWare Plus™ Operating System - Version 5.5.3-1.x



debugipirdp . .. ... .. e 672

ip address (IP Addressingand Protocol) . . .. ................... 673
ipforwarding . ... ... . e 675
ip gratuitous-arp-link . . ... ... 676
PR oo 678
ipicmperror-interval . ... ... 679
ipicmp-timestamp . . . . ... e e 680
ipirdpaddresspreference . .. ......... ... 681
ipirdpbroadcast . ...... ... ... . .. e 682
ipirdpholdtime . . . . ... .. .. 683
ipirdplifetime . . . ... .. . e 684
ipirdp maxadvertinterval . . .. ...... ... ... . . 685
ipirdp minadvertinterval . ... ... ... . . . . . e 687
ipirdpmulticast . . . ... ... ... 689
ipirdppreference. . . ... ... 690
ip limited-local-proxy-arp . . . . .. ... 691
iplocal-proxy-arp . . . . ..o e 692
P PIOXY-aID o v v v e e e e e e e e e e e e e e e 693
iptcpsynack-retries . . ... ... e 694
iptcp-timestamp . . . .. .. . e 695
ipunreachables . . . ... ... e 696
local-proxy-arp . .. ..o 698
PING o e e e e 699
platform multicast-address-mismatch-action . . ... .............. 700
routeripirdp . . . ..o e 701
ShoWw arp . ... e 702
show debuggingippacket . . . ....... .. ... . . 704
showip flooding-nexthops . . . .. ...... ... ... ... ... .. ... ... 705
showipforwarding . ... ....... ... . . . . . . . . 706
showipinterface . . ... ... .. . ... .. 707
showipirdp . ... oo e 708
showipirdpinterface . ... .. ... ... ... . i 709
showipsockets . ... ..o e 711
showiptraffic .. .... ... . . . . . . . 714
CPAUMP . . e e 716
traceroute. . . . . .. e 717
undebugip packetinterface . . . . ... .. ... .. 718
undebugipirdp . . . .. e 719
Chapter 17: Domain Name Service (DNS)Commands . . ........ccc0vuens 720
Introduction . . . ... .. 720
ip dns forwardingdomain-list . . ............ ... ... .. .. .... 721
ipdomain-list .. ..... ... . ... 722
ipdomain-lookup . . . .. ... ... 723
ipdomain-name . .. ... ... ... 724
P NAME-SEIVEN . . o o it et e e e e e e e e e e 725
ip name-server preferred-order . . . ... ... ... ... 727
ShOW hosts . . . . . o e 728
showipdomain-list . ......... ... .. .. . . . . . . . .. 729
showipdomain-name. . . ... ... ... ... . . 730
showipname-server . . ... ... .. e 731
C613-50662-01 Rev A Command Reference for GS980M Series 12

AlliedWare Plus™ Operating System - Version 5.5.3-1.x



Chapter 18: IPv6Commands . ... ...o it iiierteneneesocsnasonnns 732
Introduction . . . ... .. 732
clearipvbneighbors . .. ... ... . ... 734
PvB address . . . ... e 735
ipvéaddressautoconfig. . . .. ... ... 736
ipvbaddresssuffix . .. ... ... .. ... e 738
ipvbenable . . ... e 739
ipv6euibd-linklocal . . .. ... ... . ... e 741
ipvbforwarding . . ... ... e 742
ipvéicmperror-interval . . ... ... ... 743
ipv6 multicast forward-slow-path-packet. . . . . ................. 744
ipv6 nd accept-ra-default-routes . .. .......... ... ... ... ..... 745
ipv6 ndaccept-ra-pinfo . . ... ... e 746
ipv6 nd current-hoplimit . ... ......... ... .. . . . . . ... ... .. 747
ipvénddnssearch-list. . ........... ... . . . . . . . ..., 748
PV Nd dNns-server . . . ... .. e 749
ipv6é nd managed-config-flag . ........... ... .. .. ... ... ... 750
ipv6 nd minimume-ra-interval . .. ..... ... . . . . . . oo, 751
ipvé nd other-config-flag . . . ........... ... .. . .. .. . .. .. ... 752
ipvondprefix . ... ... e 753
ipvéndra-interval . ... ... e 755
ipvéndra-lifetime ... ... ... .. . . 756
ipv6 ndreachable-time . ... ...... ... ... . . . . ... . . ... 757
ipv6 nd retransmission-time . . ... .. ... ... ... . . . . . 758
ipv6 nd route-information . ... ....... .. .. . .. . e 759
ipv6 nd router-preference .. ... ... .. . e 760
IPVO NA SUPPIESS-Ta « o v vt e e e e e e e e e e e e e e e e 761
ipvb neighbor . . . . ... 762
ipv6 opportunistic-nd . . .. ... 763
PVO TOULE . . . o e e e e e 764
ipvéunreachables . ... ... . .. ... e 766
optimistic-nd . . . . . ... 767
PINGIPVO . . o e e e 768
showipvb6forwarding ... ... ... ... ... 770
showipvbinterface. . . . ... .. 771
showipvbneighbors. . ... ... ... . . .. . . . e 772
ShOWIPVO rOUtE . . . o e e e e 773
show ipv6 route summary . ... ... .. ... 775
tracerouteipvl . . . . . o e e e e 776

Chapter 19: RoutingCommands . ..........00ttiiiiietteeneessnns 777
Introduction . . . ... .. 777
PrOULE . . . e e e e 778
PVOTOUTE . . . . o e e e e 780
maximum-paths. . . ... ... . e 782
showiproute . ..... ... ... e 783
showiproutedatabase . .. ...... ... ... ... ... .. . . . . . . ... 785
showiproutesummary . . ... ... 786
Showipvbroute . . . .. . .. e 787
show ipvb route summary . ... ... .ottt 789

Chapter 20: RIPCommands. ........ooiiiiiertoneneesonnncesans 790

C613-50662-01 Rev A Command Reference for GS980M Series 13

AlliedWare Plus™ Operating System - Version 5.5.3-1.x



INtroduction . . . . . . e e 790

accept-lifetime. . . ... ... 792
alliedware-behavior . .. ... ... ... .. 794
cisco-metric-behavior (RIP) . . . .. ... .. 796
clearipriproute. . ... ... e 797
debugrip . . . . 798
default-information originate (RIP) . . . ... ...... ... ... .. ....... 799
default-metric(RIP) . . . . . . . ... . e 800
distance (RIP) . . . . .. o 801
distribute-list (RIP) . . . ... .. . . e 802
fullupdate (RIP) . .. ... . e 803
ipsummary-addressrip . . ... .. 804
ip rip authenticationkey-chain . .............. ... ... ... ... ... 805
iprip authenticationmode . . ... ... ... ... . . .. . . . 807
ipripauthenticationstring . . . ....... ... .. . . . . . . 809
ipripreceive-packet . . ... .. e 811
iPripreceive version . ... ..o i it e e 812
ipripsend-packet. . . . ... .. 813
ipripsendversion . ... ... ... 814
ip rip send version 1-compatible . ... .. ... ... .. ... ... .. ... ... 815
ipripsplit-horizon . . ... ... . . . e 816
KeY . 817
keychain . ... . e 818
Key-string . . . . oo e 819
maximum-prefix . . ... ... . e 820
neighbor (RIP) . . . .. . e 821
network (RIP) . . . . . . o e 822
offset-list (RIP) . . . .. ... 823
passive-interface (RIP) . . . . .. ... . . . . e 824
recv-buffer-size (RIP) . . . . . .. . o e 825
redistribute (RIP) . . . ... .. e 826
restartripgraceful . ... .. ... ... ... 827
riprestart grace-period . ... .. ... e 828
route (RIP) . . . . .o e 829
(0T U ) = g T o T 830
send-lifetime . . . . ... 831
showdebuggingrip . . ..... ... . .. e 833
showipprotocolsrip. .. ... .. e 834
SHOW P D .o e e e 835
showipripdatabase . . . ...... .. . . ... 836
showipripinterface . . . ... .. . . . . . 837
timers (RIP) . . . . o o e 838
undebugrip . .. e 839
version (RIP) . . . . . . . 840
PART 4: Multicast Applications . . . . . ... .. ittt ittt 841
Chapter 21: IGMP SnoopingCommands . .. ......c0ctvereveoncsnsns 842
INtroduction . . .. . e e 842
clearipigmp . .. oo e 844
clearipigmpgroup .. ... .. e e 845
clearipigmpinterface . . . . .. ... . 846
C613-50662-01 Rev A Command Reference for GS980M Series 14

AlliedWare Plus™ Operating System - Version 5.5.3-1.x



debugigmp . ... .. 847

ipigmpflood-group . .. ... ... .. ... 848
ipigmp flood specific-query . . . ... ... . ... 850
iPigMpP Maximum-groups . . . . v vt et e e e e e e e e e 851
IPIgMP SNOOPING . . . o v e e 853
ipigmp snoopingfast-leave . .. ... ... ... .. . . 854
ipigmp sNOOPING MIOULEr . . . . . ..t e e e e e e 855
iPIgMpP SNOOPING QUETIEr . . . . v v it e e e e e e e e e e e 856
ip igmp snooping report-suppression . . . ... ... e . 857
ipigmp snoopingroutermode . ... ... ... . . e 858
ip igmp snooping source-timeout . . .... ... ... . . .. o ... 860
ipigmp snooping tcnquerysolicit . . . ... .. ... L. 861
ipigmpstatic-group . . . .. . ... e e 863
ipigmptrusted . ... .. e 865
IPIgMP VEISION . . . . e e 866
showdebuggingigmp .. ....... .. ... ... .. 867
showipigmp groups . . ... .. i 868
showipigmpinterface ... .... ... .. .. . . ... e 870
show ipigmpsnoopingmrouter . ... .......... ... 872
show ip igmp snoopingroutermode. . . .. ...... ... .. . . . ..., 873
show ip igmp snooping source-timeout . ..................... 874
show ip igmp snooping statistics . . . . ............ ... ........ 875
undebugigmp . ... e 877
Chapter 22: MLD SnoopingCommands . . .. ..ot v tveeneorooennsses 878
Introduction . . . ... ... 878
clearipvemld . . ... .. e 879
clearipvbemldgroup . . . .. ... e 880
clearipvémldinterface . .. ... ... . ... .. .. 881
debugmld . ... .. . . e 882
IPVO MI acCess-groupP . . . . v v vttt 883
ipv6é mld immediate-leave . ... ..., .. ... ... 884
ipvemldlimit . ... ... . 885
ipvoMId snooping . . . . . .o 887
ipvé mld snooping fast-leave . ........... ... ... . ... . ... ... 889
ipv6 mld snoopingmrouter . . ..... ... ... . .. 890
ipv6 mld snooping querier . . . ... ... e 892
ipv6 mld snooping report-suppression . . . ... ... ... 893
ipvé mld static-group . . . . ... e 895
showdebuggingmld .. ....... ... ... ... . . . . . . . 897
showipvbmldgroups . . . . ... 898
showipvb midinterface. . . .. ... .. . ... . .. 899
show ipv6 mld snoopingmrouter .. ............ ... .. ...... 900
show ipv6 mld snooping statistics . . ........................ 901
PART 5: AccessandSecurity. .. ... ...ttt ittt 9202
Chapter 23: IPv4 Hardware Access Control List (ACL)Commands . .......... 9203
Introduction . . . ... ... 903
ACCESS-GIOUP & v v v i e e e e e 906
access-list (numbered hardware ACLforICMP) . .. ............... 908
access-list (numbered hardware ACLforIPpackets) . . ... .......... 912
C613-50662-01 Rev A Command Reference for GS980M Series 15

AlliedWare Plus™ Operating System - Version 5.5.3-1.x



access-list (numbered hardware ACL for IP protocols) . . . .. ......... 915

access-list (numbered hardware ACL for MAC addresses) . . ......... 920
access-list (numbered hardware ACLfor TCPorUDP) . ... .......... 923
access-list hardware (named hardware ACL) . . . .. ............... 926
acl-groupipaddress . . . ... .. e 928
acl-groupip port . ... e 929
(acl-groupipportrange) . ... .. .. e 930
clearaccess-listcounters . . ...... .. ... ... e 932
commit (IPV4) . . .. e e 933
ip(ip-host-group) . . . . . . i e 934
(named hardware ACLentry forICMP) . . . . ... ... ... .. ... ..... 936
(named hardware ACL entry for IP packets) . ................... 940
(named hardware ACL entry for IP protocols) .. ................. 945
(named hardware ACL entry for MACaddresses) . . ............... 951
(named hardware ACL entry for TCPorUDP) . ... ............... 954
SHOW aCCeSS-groUP .« . . v v o o e e 958
show access-list (IPv4 Hardware ACLs) . . ....... ... ... ... ... 959
show access-listcounters . . . ... ... ... 961
show acl-groupipaddress . . ..... ... .. e 963
show acl-groupipport . ....... ... e 964
show interface access-group . . . . . . . v it ittt e 965
Chapter 24: IPv4 Software Access Control List (ACL)Commands . . . ......... 966
Introduction . . ... ... e 966
access-listextended (named) . ... ... ... .. .. . ... . ... 968
access-list (extended numbered) . ... ... ... .. oL 976
(access-list extended ICMPfilter) . .. ...... ... .. ... . . ... .. .... 979
(access-list extended IPfilter) . ........ ... . . . . . . . . . ... .. ... 981
(access-list extended IP protocolfilter) ... .................... 984
(access-list extended TCP UDPfilter) . . . . ... ... .. . ... 988
access-liststandard (named) . . . . ... ... e 991
access-list (standard numbered) ... ... ... .. . . . . ... 993
(access-list standard namedfilter) . .......... ... . ... ... ..... 995
(access-list standard numberedfilter) . ... ....... .. .. ... ..... 997
maximum-access-list (deleted) .. ........ ... ... . . ... . . ..., 999
show access-list (IPv4 Software ACLS) . .. ....... ... ... ..... 1000
showipaccess-list . ... ..... .. . . ... ... 1002
vty access-class (numbered) .. ... ... ... ... L L. 1003
Chapter 25: IPv6 Hardware Access Control List (ACL) Commands .......... 1004
Introduction . . ... ... e 1004
acl-groupipvbaddress . . ... ... e 1006
clearaccess-listcounters . ... .. ... ... .. 1007
commit (IPVB) . . . . . o e 1008
ipv6 (ipv6-host-group) . . . . . . . .o i 1009
ipv6 access-list (named IPv6 hardware ACL) . . ................. 1011
ipvé traffic-filter . . . ... ... . . 1013
(named IPv6 hardware ACL: ICMPentry) . .................... 1015
(named IPv6 hardware ACL: IPv6 packetentry) . ................ 1019
(named IPv6 hardware ACL: IP protocolentry) ... .............. 1023
(named IPv6 hardware ACL: TCPorUDPentry) .. ............... 1028
show access-listcounters . . . ...... ... .. ... . . .. 1032
C613-50662-01 Rev A Command Reference for GS980M Series 16

AlliedWare Plus™ Operating System - Version 5.5.3-1.x



show acl-groupipv6address. . .. ........ ... ... .. 1034

show ipv6 access-list (IPv6 Hardware ACLs) . .................. 1035
Chapter 26: IPv6 Software Access Control List (ACL)Commands . . . ........ 1036
Introduction . . . ... .. 1036
ipv6 access-list standard (named). . . . ........ ... .. . ... .. 1038
(ipv6 access-list standardfilter) ... ......... ... ... ......... 1040
show ipv6 access-list (IPv6 Software ACLs) . ... ................ 1042
vty ipv6 access-class(named) . . ....... ... ... oo .., 1043
Chapter 27: QoSCommands . ......iviiiterineennsroscsoensonaas 1044
Introduction . . .. .. e 1044
Class .. 1047
Class-Map . . . .. e e e 1048
clear mls qos interface policer-counters. . . . . ................. 1049
clear mls qos interface queue-counters . . .. .................. 1050
default-action . . ...... .. .. . ... . 1051
description (QoS policy-map) ... ... .. 1052
egress-rate-limit .. . . .. ... 1053
egress-rate-limitoverhead . . .. ..., ... . ... 1054
Match access-group . ... ...t 1055
MatCch COS . . . . . o e e 1057
matchdscp . . ... o e 1058
match eth-formatprotocol . . . . ........ ... ... .. . . . . ... ... 1059
matchip-precedence .. ... ... ... . . .. e 1062
matchmac-type . . . .. . .. e 1063
matchtcp-flags . . ... ... . e 1064
matchtpid . ... ... . . 1065
matchvlan . .. ... . e 1066
mls qos aggregate-policeaction .. .......... ... . .. . ..., 1067
mls qos aggregate-policecounters. . . . ...... .. . . e, 1069
MIS QOS COS & v v vt e e e e e 1070
misqosenable. . . ... .. . . e 1071
MIS QoS MAP COS-QUEUE . . . . . vttt e e et e e 1072
mlsqgosmap premark-dscp. . . ... ... ... ... 1073
MISQOS QUEUE . . . . et e et e e 1075
MIS QOS QUEUE NAME . & & v v vt e e e e e e et e et e e e e 1076
mlsqosscheduler-set . . ... ... ... . . .. . . . . . . . 1077
mls qos scheduler-set priority-queue . . ... .................. 1078
mls qos scheduler-set wrr-queuegroup . .. .................. 1079
NoPolice . .. ... . 1080
police-aggregate . . ... .. ... e 1081
policecounters . . ... . ... e 1082
police single-rateaction. . . . . ... ... ... . . . . .. . e 1083
policetwin-rateaction. . . .. ... ... ... . ... 1084
policy-map . . . . . e 1086
service-policy input . . . ... 1087
setbandwidth-class . .. ... ... ... ... .. . . .. . 1088
SELCOS . v i e 1090
SELASCP .« v vt e e 1092
SELQUEBUE . . o e e e e 1094
showclass-map . ... ... e 1096
C613-50662-01 Rev A Command Reference for GS980M Series 17

AlliedWare Plus™ Operating System - Version 5.5.3-1.x



ShowmIsS qos . . . . o e 1097

show mls qos aggregate-policer ... ........ ... . . . ... 1098
showmlsqosinterface . ............ ... .. ... 1099
show mls qos interface policer-counters . .. .................. 1102
show mls qos interface queue-counters . .................... 1103
show mls qos interface storm-status . . . ... .................. 1105
show mls qos maps cos-queue . ... ... ... nnnn.. 1106
showmlsqosmapspremark-dscp ... ...................... 1107
showmls qosscheduler-set .. ......... ... ... ... . .. ..... 1108
show platform classifier statistics utilization brief. . . . ... ... ...... 1109
showpolicy-map . ... .. . e 1112
storm-action . .. .. .. e e 1113
storm-downtime . . . ... . 1114
storm-protection . . ... . ... e 1115
StOrM-rate . . . . e e e e e 1116
storm-window . . . . . .. e 1117
strict-priority-queue egress-rate-limitqueues . . . ... ... ... ... 1118
strict-priority-queue queue-limit . .. ...... ... .. ... ... . ... 1119
rUSTASCP « . e e 1120
wrr-queue disablequeues . .. ... L 1122
wrr-queue egress-rate-limitqueues . ... ... ... ... o, 1123
wrr-queue queue-limit . . ... 1124
Chapter 28: 802.1XCommands .. .....cttttttettttcrtt s 1126
Introduction . . ... ... . . . e 1126
dotIxaccounting . . . . . . vt e 1128
dotlxauthentication. . . . ...... ... . 1129
debugdotlix . .. ... e 1130
dotIx control-direction . . .. ... ... .. ... e 1131
dotTIXEap . . v ot 1133
dotlxeapol-version . .. ..... .. . . . ... e 1134
dotlixinitializeinterface. . . . . . ... ... . ... 1135
dotlxinitialize supplicant .. ... ..... ... ... ... .. ... ... ... 1136
dotIxkeytransmit . ... ... .. . .. . 1137
dotlxmax-auth-fail ........... ... ... ... .. ... ... ..... 1138
dotIxmax-reauth-req . . .. ... ... . i 1140
AOtTXMAX-TEQ . . v v o e e e 1142
dotlxport-control . ... ... ... .. . . . ... 1144
dotlxtimeouttx-period. . .. .. ... ... . . ... . . ... 1146
showdebuggingdotlx ... ...... .. ... ... . . . 1148
Show dotTX . . . oo e e 1149
showdotIxdiagnostics . . . ....... .. ... e, 1152
showdotlIxinterface. . . . ..... ... . .. 1154
show dotIx sessionstatistics . . .. ......................... 1156
show dotlx statisticsinterface. . . .. ....................... 1157
showdotIxsupplicant . . ........ . ... ... 1158
show dotIx supplicantinterface . ......................... 1160
undebugdotlx . . ... .. . . e 1162
Chapter 29: AuthenticationCommands . . . . . . .. v i v ittt e ittt eee s 1163
Introduction . . . ... ... . . . e 1163
authauth-failvlan . . ....... ... .. . . .. 1167
C613-50662-01 Rev A Command Reference for GS980M Series 18

AlliedWare Plus™ Operating System - Version 5.5.3-1.x



authcritical . . . . . . o e 1169

authdynamic-aclenable . ... ..... ... .. ... ... .. . . . . . . . .. 1170
auth dynamic-vlan-creation . .. ...... ... ... ... .. . . . . . . ... 1172
authguest-vlan . .. ... ... . . . . . 1175
authguest-vlanforward . . . . . ... ... . . ... 1177
auth guest-vlan hw-forwarding . . . . ...... ... ... ... ... . .. .. 1179
authhost-mode . . . .. ... . . . 1180
authlog . . . . oo e 1182
authmax-supplicant . . . . ... ... . . e 1184
auth max-supplicanttagged-vlan ... ...................... 1186
auth max-supplicantuntagged-vlan . . . . . ................... 1188
auth multi-vlan-session . . .. ...... ... ... ... .. ... ... .. ..., 1190
aUth Priority . . .o e e 1191
auth profile(global) . ......... ... ... .. .. . ... . . .. ... 1193
auth profile (interface) . . . .. ... .. ... .. .. . ... . 1194
auth reauthentication . .. ........ ... .. ... .. . . . . . 1195
authroamingdisconnected . ........... ... .. ... . . . . . ..., 1196
authroamingenable. . ... ... ... . ... ... . 1198
authsupplicant-ip . . ...... ... . . . . . . 1200
authsupplicant-mac . . . ... ... . . . . . e 1202
auth timeout connect-timeout . ... ......... ... . .. ... 1205
auth timeout quiet-period . ... ... ... . ... .. .. . . e 1206
auth timeout reauth-period ... ... ..... ... ... ... . . . . . . ... 1207
auth timeout server-timeout . . . ... ...... .. ... . . ... . ... 1209
auth timeout supp-timeout . .......... ... ... . ... ... ..., 1211
auth vlan-restriction . . ... ... .. . . . ... 1212
authtwo-stepenable .. ....... .. . . . . ... e 1214
authtwo-steporder . .. ... .. . . . e 1217
auth-macenable ... ....... . . . . ... 1219
auth-macmethod . ..... ... ... .. . . ... 1221
auth-macpassword . ... ... ... . ... .. 1223
auth-macreauth-relearning .. ......... ... .. . . e 1224
auth-macstatic . ........ .. . . . e e 1225
auth-mac username . . ... ... ... it e 1226
auth-webaccounting . ......... . ... ... 1227
auth-web authentication . ... ........ ... ... ... ... ... ..., 1228
auth-webenable . ... ... .. . . . . . 1229
auth-webforward . .......... ... ... .. .. .. . . .. 1231
auth-web idle-timeoutenable . . . . ... ... ... .. . 1234
auth-web idle-timeouttimeout . . ... .......... .. .. ... ..... 1235
auth-web max-auth-fail . .. ........ ... ... ... .. ... ... ... ... 1236
auth-webmethod ... ..... ... ... ... .. .. .. ... . . .. 1238
auth-web-server blocking-mode . .. ..... ... ... ... ... .. ... 1239
auth-web-serverdhcpipaddress . .. ....... ... ... . . . . . ... 1240
auth-web-serverdhcplease .. ... .. . ... . . 1242
auth-web-server dhcp-wpad-option . . . . ... ... ... ... ... ... 1243
auth-web-serverhost-name . . .. ........ ... .. .. . . .. . ..., 1244
auth-web-serverintercept-port . . .. ... ... . ... ... ... 1245
auth-web-server ip-conflict-prefer-newer-supplicant . ... ......... 1246
auth-web-serveripaddress . . . . ... ... e 1247
auth-web-server pagelanguage . .......... ... .. .. . ... ... 1248
auth-web-serverlogin-url . . . . .. ... ... ... 1249
auth-web-serverpagelogo . ......... ... ... ... ... . . ... 1250
C613-50662-01 Rev A Command Reference for GS980M Series 19

AlliedWare Plus™ Operating System - Version 5.5.3-1.x



auth-web-server pagesub-title . . ... ... ... . ... .. L. 1251

auth-web-server page success-message . . . ... ... .o vvvunnn.n 1252
auth-web-serverpagetitle . . . ... ... . ... 1253
auth-web-server page welcome-message . . .................. 1254
auth-web-server ping-pollenable . ........................ 1255
auth-web-server ping-pollfailcount . . .. .................... 1256
auth-web-server ping-pollinterval . . ... ........ ... ......... 1257
auth-web-server ping-poll reauth-timer-refresh . ... ............ 1258
auth-web-server ping-polltimeout. . . .. ......... ... ........ 1259
auth-web-server ping-polltype . . .. ... ... .. . L .. 1260
auth-web-serverport . . ..... .. . . ... 1262
auth-web-server redirect-delay-time ... ......... ... ... ..... 1263
auth-web-serverredirect-url . . .. ... ... ... 1264
auth-web-serversession-keep . . . . . . ... ... .. 1265
auth-web-serverssl. . .. .. ... . . 1266
auth-web-server sslintercept-port . . . .......... ... . ........ 1267
auth-web-server trustpoint. . . . . .. ... ... e 1268
copy proxy-autoconfig-file . . . . ... ... ... . . L L 1270
copy web-auth-https-file . ... ..... ... ... ... . ... ...... 1271
description (auth-profile) . . . . ... ... . . ... 1272
erase proxy-autoconfig-file. . . . ........ ... . ... .. ... ... 1273
erase web-auth-https-file . . . ... ... ... ... ... .. 1274
showauth .. ... . e 1275
showauthdiagnostics . . . ... ... ... ... . 1277
showauthinterface . ......... ... .. ... .. . . . . ... 1279
show auth sessionstatistics . . . .. ......... ... 1281
show auth statisticsinterface . .. ........ ... ... .. .. . .. . ... 1282
showauthsupplicant .. ......... ... ... ... . . . . ... 1283
show auth supplicantinterface ... .............. ... ....... 1286
show auth two-step supplicantbrief . . . . .................... 1287
show auth-web-server . . . . .. .. .. . . 1289
show auth-web-serverpage . . ... ... . i 1290
show proxy-autoconfig-file. . . .. ........ ... ... ... ... . ..... 1291
Chapter 30: AAACOMMANdS . . .. vt vttt ittt noneeocossnsoennases 1292
Introduction . .. .. .. 1292
aaaaccountingauth-mac. . .............. ... . . . . . e 1294
aaaaccountingauth-web . . .. ... ... ... ... . o . 1296
aaaaccountingcommands . . . . ... e e 1298
aaaaccounting dotlx . . ... 1300
aaaaccountinglogin. . . ... ... . e 1302
aaaaccountingupdate . ... ... ... e 1305
aaa authenticationauth-mac .. ......... ... .. ... .. ..... 1307
aaa authenticationauth-web . ... ... ... ... . L. 1309
aaa authenticationdotIx . . . . ... .. ... 1310
aaa authentication enable default group tacacs+ . .............. 1312
aaa authentication enable defaultlocal . . .. .................. 1314
aaa authenticationlogin . ....... ... ... ... . . .. 1315
aaa authorizationcommands . .. ........ .. ... ... ... ..., 1318
aaa authorization config-commands. . . . .. ... ... . L. 1320
AAAGIOUP SEIVEL  © . i v e e e e e e e e e e e e e e e e e 1321
aaa local authentication attempts lockout-time. . . ... ........... 1323
aaa local authentication attempts max-fail . . .. ................ 1324
C613-50662-01 Rev A Command Reference for GS980M Series 20

AlliedWare Plus™ Operating System - Version 5.5.3-1.x



aaaloginfail-delay .. ... ... ... ... . ... 1325

accountinglogin . .. ... . 1326
authorizationcommands . . . . . ... ... . L 1327
clearaaalocaluserlockout . . .. ... ... ... .. ... . . .. 1329
debugaaa ........ . ... e 1330
loginauthentication . .. ...... ... ... ... ... . 1331
PrOXY-POIt . o e e e e e e 1332
radius-SECUIe-PrOXY @@ . « v v v v v v ottt e e et e e e e 1333
server (radsecproXy-adad) . . . . v v v v v it 1334
server mutual-authentication . .. ........ ... ... ... . .. 1336
servername-check . . ... ... ... 1337
servertrustpoint . . . ... ... 1338
showaaalocaluserlocked ... ...... ... ... ... . . . . . ... 1340
showaaaservergroup . .. ... ittt e 1342
showdebuggingaaa. . .......... ... . ... . . e, 1343
show radius servergroup . . . . . . i e 1344
undebugaaa . . . ... .. e 1346
Chapter 31: Lightweight Directory Access Protocol (LDAP) Commands . ..... 1347
Introduction . . . ... ... . . e 1347
authentication (Idap-server) . . ... ... ... . . . . .. . . ... 1349
base-dn . . ... e 1351
bind authenticateroot-dn . .. ... ... ... . ... . L 1352
deadtime (Idap-server) . .. .... .. . . e 1353
debugldapclient . . ... ... ... . ... 1354
group-attribute . . .. ... e 1356
group-dNn . . e e e 1357
host (Idap-server) . . .. . ... . e 1358
Idap-server . . ... e 1360
login-attribute . . . . ... .. e 1362
port (Idap-server) . . ... ... e 1364
retransmit (Idap-server) . . . .. ... . . . 1365
search-filter. . . . . . ... . . e 1366
secure cipher (Idap-server) . . . ... .. . . . .. e 1368
secure mode (Idap-server) . .. ... .. 1370
secure trustpoint (Idap-server) . ... ... ... ... ... ... i 1372
server (Idap-group) . . . . . o oo e 1373
show ldapservergroup . .. ... .. e 1374
timeout (Idap-server) . ... ... .. ... 1376
Chapter 32: RADIUSCommands. . . . .ot ittt i et neennssonennnsnns 1377
Introduction . . . ... .. 1377
auth radius send nas-identifier ... ........ ... ... . . . ..., 1378
auth radius send service-type . . ... ... .. . .. .. 1379
clear radius dynamic-authorization counters . .. ... ............ 1380
deadtime (RADIUS servergroup) . . . ... .o v i, 1381
debugradius . . . ... e 1382
ipradius source-interface . . .. ... ... ... . . e 1383
radius dynamic-authorization-client . . . .. ................... 1384
radius-serverdeadtime . ... ... ... . ... e 1385
radius-serverhost . . . . . .. . . 1386
radius-serverkey . . ... .. ... 1389
C613-50662-01 Rev A Command Reference for GS980M Series 21

AlliedWare Plus™ Operating System - Version 5.5.3-1.x



radius-serverretransmit . . . . . . . o e e e 1390

radius-servertimeout . ... .. .. ... . . e 1392
server (RADIUS server group) . . ..o v v i ittt e e e e e e 1394
showdebuggingradius . . .. ... ... ... 1396
showradius . ... . e 1397
show radius dynamic-authorizationcounters . .. ... ............ 1400
show radius statistics . . ......... . ... 1402
undebugradius . . . ... e 1403
Chapter 33: Public Key Infrastructure and CryptoCommands ............ 1404
Introduction . . . ... .. 1404
cryptokeygeneratersa . . ... .. 1406
cryptokey zeroize . . ... e 1407
crypto pkiauthenticate . . ....... ... ... . . . 1408
cryptopkienroll . ... 1409
cryptopkienrolluser . ... ... 1410
crypto pkiexportpem . . .. e 1412
cryptopkiexport pkes12 . ... .. e 1413
cryptopkiimportpem . . . ... L 1415
crypto pkiimport pkes12 . .. ... . e 1417
cryptopkitrustpoint . . . . ... 1418
enrollment (ca-trustpoint) .. ... ..... ... ..... .. .. ... . .. ... 1419
fingerprint (ca-trustpoint) . ... ....... ... . ... ... 1420
no crypto pkicertificate . . . . . ... . L 1422
rsakeypair (ca-trustpoint) . . .. ... ... . e 1423
show crypto key mypubkeyrsa . ... ...... ... ... ... ... . . ... 1424
show crypto pki certificates .. ......... ... ... ... ... . ..... 1425
show crypto pkienrollmentuser ... ........ ... ... ... ...... 1427
show crypto pkitrustpoint . .. ........... ... .. 1428
showhash .. ... . . . e 1429
subject-name (ca-trustpoint) . . . . ... ... 1430
Chapter 34: TACACS+Commands . .....covetvvenessoscnccsoneas 1432
Introduction . . . ... ... . e 1432
aaa authorizationcommands . ... .......... ... ... .. . ..., 1433
aaa authorization config-commands. . . . .................... 1435
authorizationcommands . . . . .. ... ... L 1436
iptacacssource-interface . . . ... ... ... e 1438
ShOW tacacs+ . . . .o i e 1439
tacacs-serverhost. . . .. .. .. e 1441
tacacs-serverkey . .. ..ot e e 1443
tacacs-servertimeout . ... .. ... ... e 1444
Chapter 35: DHCP SnoopingCommands . .. ......covveteeeeocesnns 1445
Introduction . .. ... .. 1445
ArPSECUNLY . o o e e 1447
arp security drop link-local-arps . . .. . ... ... ... .. ... . ... 1448
arp securityviolation. . ... ... .. L L 1449
cleararp security statistics . .. .. ... ... 1451
clearip dhcp snooping binding . . .. ........ ... .. . . . ... 1452
clearip dhcp snooping statistics . .. ........... .. .. .. ... ... 1453
debugarpsecurity . . ... ... .. e 1454
C613-50662-01 Rev A Command Reference for GS980M Series 22

AlliedWare Plus™ Operating System - Version 5.5.3-1.x



debugipdhcpsnooping .. ....... ... ... . ... . 1455

ipdhCcpsnoopiNg . . . . . .ot 1456
ip dhcp snoopingagent-option . . .. ...... ... . .. oo 1458
ip dhcp snooping agent-option allow-untrusted . . . ... .......... 1459
ip dhcp snooping agent-option circuit-id vlantriplet . .. .......... 1460
ip dhcp snooping agent-optionremote-id . . . . ........ ... ... .. 1461
ipdhcpsnoopingbinding . ....... ... ... . . . . . o .. 1462
ipdhcpsnoopingdatabase . ........... ... ... ... 0. .. 1463
ip dhcp snooping delete-by-client . .. ...................... 1464
ip dhcp snooping delete-by-linkdown . ... ..... ... ... ...... 1465
ip dhcp snooping max-bindings . . ....... ... .. . .o ... 1466
ip dhcp snooping subscriber-id . . . .. ... L o L 1467
ipdhcpsnoopingtrust .. ....... ... .. . . e 1468
ip dhcp snooping verify mac-address . .. .................... 1469
ipdhcpsnoopingviolation . . . ... ... ... . . . . . 1470
ipsourcebinding . . ... .. ... e 1471
servicedhcp-snooping . . . ... e e 1473
showarpsecurity . . ... ...t e 1475
show arp securityinterface . . . .. .. ... .. ... ... . . . 1476
show arp security statistics . . . .. ... ... .. 1478
show debuggingarpsecurity . ......... ... .. . . . . . ... 1480
show debuggingip dhcpsnooping . ....................... 1481
showipdhcpsnooping . . ....... ... . ... e 1482
showip dhcpsnoopingacl . .. ..... ... ... ... ... ... .. .. ..., 1483
show ip dhcp snoopingagent-option . . . .................... 1486
showip dhcp snoopingbinding ... ......... ... .. ... ...... 1488
show ip dhcp snoopinginterface . . . . ...................... 1490
show ip dhcp snooping statistics . . .. ........... .. ......... 1492
showipsourcebinding .. ... ... .. ... ... . .. . . . . . . . ... 1495
PART 6: Network Availability . . . .............. ... .. 1496
Chapter 36: Ethernet Protection Switched Ring (EPSRing™) Commands . . .... 1497
Introduction . . ... ... 1497
debugepsr . ... e 1499
DSl o i e e e e e e e e 1500
epsrconfiguration . ... ... ... ... ... e 1502
epsrdatavlan. . . . ... ... e 1503
epsrenhancedrecoveryenable ... ... ... ... ... .. . . . . . 1504
epsrflush-type . . . ... . e 1505
epsr mode master controlvlan primaryport . .. ...... ... .. ... .. 1507
epsrmode transitcontrolvlan . . . ... ... .. o L. 1508
EPSI PIIONtY .« o e e e 1509
epsSrstate . ... e e 1510
epsrtopology-change . . . ... ... .. . 1511
PRSI AP .« e e e e e e e e 1512
showdebuggingepsr . .. ... ... e 1513
SNOW EPSI . . e 1514
show epsrcommonsegments. . . .. ... .o ittt 1519
showepsrconfig-check . .. ...... ... .. ... ... ... . . ... .. ... 1520
show epsr <epsr-instance> . . . . ... .. . e 1521
show epsr <epsr-instance>counters . ...............couuu... 1522
C613-50662-01 Rev A Command Reference for GS980M Series 23

AlliedWare Plus™ Operating System - Version 5.5.3-1.x



SHOW €PSI COUNTEIS . . . o v oot e e e e et e e 1523

Show epsrsummary . ... ...t e 1524
undebug epsr . .. e 1525
PART 7: NetworkManagement. . ... .. ... ...ttt nneeenns 1526
Chapter 37: AMFand AMFPlusCommands . ........ccieetevennnsns 1527
Introduction . . . ... e 1527
application-proxyip-filter. . . . .. .. ... .. 1533
application-proxy quarantine-vlan . . . . ... ... ... Lo L. 1534
application-proxy redirect-url . . ... ... ... .. . o .. 1535
application-proxy threat-protection . . . ... .................. 1536
application-proxy threat-protection send-summary . . . ... ........ 1538
application-proxy whitelist advertised-address . . . .. ............ 1539
application-proxy whitelistenable . . ... ................. ... 1540
application-proxy whitelist protectiontls. . . . . ............. ... 1541
application-proxy whitelistserver .. ... ... ... .. ... . ... ... 1542
application-proxy whitelist trustpoint (deprecated) . ............. 1544
area-link . . .. 1545
atmf-arealink . . . ... ... ... 1547
atmf-link . .. e 1549
atmfamfplus-license-only . .. ... ... ... ... .. .. . . . .. 1550
atmfarea . .. ... e 1552
atmfareapassword . ... ... .. ... 1554
atmfauthorize . . . . ... ... .. ... 1556
atmf authorize provision . .. ... ... . ... ... 1558
atmfbackup . ... .. 1560
atmf backup area-mastersdelete . . . ... ... .. ... o, 1561
atmf backup area-mastersenable . .............. ... .. ..., 1562
atmf backup area-mastersnow . . .. ... ... ... . e e 1563
atmf backup area-masters synchronize . ... .................. 1564
atmfbackup bandwidth . ... ...... ... ... ... .. . .. . . . . ... 1565
atmfbackupdelete. . .. ...... ... ... .. . . . 1566
atmfbackupenable ... ...... .. . . . ... 1567
atmfbackupguestsdelete . . .. ... .. . ... 1568
atmf backupguestsenable. . . ..... ... .. ... .. . ... 1569
atmfbackupguestsnow . ............ .. . .. ... . 1570
atmf backup guests synchronize .. ........................ 1571
atmfbackupnow . . ... ... ... ... e 1572
atmf backup redundancyenable . ... ... .. ... ... . .. .. 1574
atmfbackupserver . . .. ... . . . 1575
atmfbackupstop . . ... .. . . e 1577
atmf backup synchronize . . . . . ... ... .. ... ... 1578
atmfcleanup . . . ..o e 1579
atmfcontainer . . ... ... .. 1580
atmfcontainerlogin . . ... .. . . ... 1581
atmfcontroller. . . .. ... ... ... 1582
atmf distribute firmware ... ... ... .. ... . . 1583
atmfdomainvlan . . ...... .. .. ... ... 1585
atmfenable . ... ... ... 1588
atmf group (membership) .. ... ....... ... . ... . . ... . ..., 1589
atmfguest-class . . . .. ... ... . 1591
C613-50662-01 Rev A Command Reference for GS980M Series 24

AlliedWare Plus™ Operating System - Version 5.5.3-1.x



atmflog-verbose . ... ... ... ... .. 1593

atmf managementsubnet ... ........ ... .. ... . . ... . ... 1594
atmfmanagementvlan . . ... .. . . e 1597
atmfmaster ... ... ... e 1599
atmfmtu ... e 1600
atmfnetwork-name . ... ... . ... 1601
atmf provision (interface) . . . . ... ... .. 1602
atmfprovisionnode . .. ..... . . ... 1603
atmfreboot-rolling . . . .. ... ... ... 1605
atmfrecover . ... .. e e e 1609
atmfrecoverguest . . ... . .. 1611
atmfrecoverled-off . ... ... ... . . . . . . ... .. ... 1612
atmfrecoverover-eth . ... ..... ... ... .. . . . .. . .. ... 1613
atmfrecovery-server . . . ... .. .. e 1614
atmfremote-login . .. ..... .. . ... e 1616
atmfrestricted-login . . . . ... ... . 1618
atmfretryguest-link . ... ... ... ... 1620
atmfsecure-mode . . ... ... e 1621
atmf secure-mode certificateexpire . . ... ... ... . oo 1623
atmf secure-mode certificateexpiry . ... ... ... . .. ... 1624
atmf secure-mode certificaterenew . . .. ...... ... .. .. ... 1625
atmf secure-modeenable-all . ......... ... ... .. .. .. . .. ... 1626
atmfselect-area . . . ... .. .. . e 1628
atmftopology-guienable ... ........ ... ... .. ... ... .. ..., 1629
atmftrustpoint . . .. ... . . e 1630
atmfvirtual-crosslink . . .. ...... ... ... .. .. .. . 1632
atmfvirtual-link . . . ... . e 1634
atmf virtual-link description . . . ... ... ... . 1637
atmfvirtual-link protection . . . . ... .. ... .. 1638
atmfworking-set . .. ... . ... 1640
bridge-group (amf-container) . .. ....... ... . .. .. . ... ..., 1642
clear application-proxy threat-protection . ................... 1644
clearatmflinks. . . . ... ... .. ... 1645
clearatmflinksvirtual . ... ...... ... . . . ... .. . 1646
clearatmflinks statistics .. ....... ... .. ... . . . . . . . . 1647
clearatmfrecovery-file ... ... ... ... . ... .. 1648
clear atmf secure-mode certificates . ... .................... 1649
clear atmf secure-mode statistics . . . . .......... ... ... ... ... 1650
clone (@amf-provision) . ... ..... ... . .. ... . 1651
configure boot config (amf-provision) . . . .. .................. 1653
configure boot system (amf-provision) . .................. ... 1655
copy (@amf-provision) . . . ... ... . 1657
create (@amf-provision) . . . ... .. . 1658
debugatmf. .. ... ... . . . . ... 1660
debugatmfpacket . ... ..... ... .. . ... ... 1662
delete (amf-provision) . . . . .. ... . e 1665
discovery . . ... 1667
description (amf-container) . ....... ... ... . .. . . . . . . ... 1669
erasefactory-default . . . . ....... ... ... ... .. . . . 1670
firmware-url . .. ... 1671
http-enable . . . . . ... . e 1673
identity (amf-provision) . . . .. ... 1675
license-cert (amf-provision) . ............. ... . . . . . .. ..., 1677
C613-50662-01 Rev A Command Reference for GS980M Series 25

AlliedWare Plus™ Operating System - Version 5.5.3-1.x



locate (amf-provision) . . .. ... ... ... e 1679

logevent-host . . . . . e 1681
loginfallbackenable . . . .. ... ... ... .. ... . ... . . ... ... 1682
modeltype . . . .. e 1683
service atmf-application-proxy . ... ...... ... .. . . . . ... 1684
show application-proxy threat-protection ... ................. 1685
show application-proxy whitelist advertised-address . . ... ........ 1687
show application-proxy whitelistinterface . . . . ................ 1688
show application-proxy whitelistserver. . ... ................. 1690
show application-proxy whitelist supplicant . . . . ............... 1691
showatmf .. ... e 1693
showatmfarea ... ........ . ... . ... e 1697
showatmfareaguests. . .. ... ... ... . 1700
show atmfareaguests-detail ............................ 1702
showatmfareanodes . .. ...... ... ... ... .. 1704
show atmfareanodes-detail . . . ... ... ... ... ... ... .. .. ... 1706
showatmfareasummary . . . ... ... ... . 1708
show atmf authorization ... .......... ... ... .. ... ....... 1709
showatmfbackup .. ....... ... . . ... . 1712
showatmfbackuparea . ...... ... .. .. ... ., 1716
show atmfbackupguest .. ........ ... ... .. .. ... . ... . .... 1718
showatmfcontainer . . . ... ... . ... . .. e 1720
showatmfdetail ......... . ... . . . . . . . . . .. 1723
showatmfgroup ... ... .. .. e 1725
showatmfgroupmembers .. ......... ... .. ... ... .. .. .... 1727
showatmfguests . . . ... ... .. . . .. e 1729
showatmfguestsdetail . .. ............................. 1731
showatmflinks . . ... ... .. . . . . . 1734
show atmflinksdetail .. ....... ... ... .. ... .. .. . . .. ... 1736
showatmflinksguest . . ....... ... ... ... . .. ... . . ... 1745
show atmf links guestdetail . ............................ 1747
show atmf links statistics . .. .......... ... ... . ... ....... 1751
showatmfnodes . . ... . . .. e 1754
show atmf provisionnodes. . . . ........ ... ... .. . . . e 1756
show atmfrecovery-file . . ... .. .. .. ... ... 1758
show atmfsecure-mode .. ........ ... .. . ... .. . 1759
show atmf secure-modeaudit. . ... ........... ... ... ...... 1761
show atmf secure-mode auditlink . .. ...................... 1762
show atmf secure-mode certificates . . .. ......... ... ... ... .. 1763
show atmfsecure-modesa . .. ....... ... ... 1766
show atmf secure-mode statistics .. ........... .. ... .. ..... 1769
showatmftech .. ... ... ... . . .. . . . . e 1771
show atmfvirtual-links . .. ...... ... ... ... .. ... ... .. ..., 1774
show atmfworking-set . .. .......... ... .. ... . ... 1776
showdebuggingatmf . . ........ ... ... ... ... ... ... .. ..., 1777
show debuggingatmfpacket . ... ...... ... ... ... ... ... ... 1778
show running-configatmf . . ...... ... ... ... . . L. 1779
State . .. e 1780
switchportatmf-agentlink ... ........................... 1782
switchportatmf-arealink . ... ........................... 1783
switchportatmf-crosslink . . .. ............. ... . ... .. ..... 1785
switchportatmf-guestlink . ... .. ... ... ... .. .. ... .. ..... 1787
switchportatmf-link . ... ... ... ... ... .. ... ... .. ... . ... 1789
C613-50662-01 Rev A Command Reference for GS980M Series 26

AlliedWare Plus™ Operating System - Version 5.5.3-1.x



typeatmfguest . . ... .. .. 1790

typeatmfnode ... ... ... .. ... ... 1791
undebugatmf . . . ... e 1793
username (atmf-guest) . ... ... ... ... 1794
Chapter 38: STOATCommaNds .. ... ..ot vteeesossososcncsnsanns 1795
Introduction . . ... ... . . . e 1795
clear stoat collector sessioncounters . . ..................... 1797
description (stoat-dest) . . ........ . . ... ... ... 1798
key (stoat-dest) . . ... ... e 1799
name-check (stoat-dest) . ........... ... i 1800
service stoat . .. .. e e 1801
showstoatcollector ... ....... .. . . . . ..., 1802
show stoatdestinations . . . . .......... ... ... . . ... .. 1804
shutdown (stoat-dest) . . . . ... ... . e 1806
stoatcollectorenable . ... ..., .. . ... ... 1807
stoat collector expiry-period . . . . .. ... .. 1808
stoatcollectorkey . .. ... .. ... e 1809
stoat collectortrustpoint . . . ......... .. ... . . .. 1811
stoatdestination .. ... .. ... . ... .. ... 1812
stoatdiscovery . ... .. 1814
trustpoint (stoat-dest) . . . . ... ... ... ... 1815
UNIQUE-Id & . e e e 1816
Chapter 39: Dynamic Host Configuration Protocol (DHCP) Commands . . ... .. 1817
Introduction . . ... ... . . e 1817
ipaddressdhcp . .. ... .. e 1818
ip dhcp-client default-routedistance ... .................... 1820
ip dhcp-client request vendor-identifying-specific . . . . ........... 1822
ip dhcp-client vendor-identifying-class . . . ... ................ 1823
ip dhcp-relay agent-option subscriber-id . . . .. ..., ... ... oL, 1824
ipdhcpuse-subscriber-id . . . . ... ... . 1826
show counterdhcp-client . ....... ... ... ... .. . . . . . . . . ... 1828
showdhcplease .. ..... ... . . . . . . . .. 1829
Chapter 40: NTPCommands ........citiitttvenensnonnnasonenns 1830
Introduction . . . ... e 1830
ntprate-limit . . . ... ... ... e 1831
ntprestrict . . . .. . e 1832
NEP SEIVEr . o e e e e 1834
NEP SOUICE . . ot e e e e e e e e e e e 1836
showntpassociations . . .. ..... ... ... .. . . .. 1838
showntpcounters . ... .... .. .. ... 1840
show ntp countersassociations . . . .. ....... ... ... 1841
showntpstatus . ... ... e 1842
Chapter 41: SNMPCommands . . . . ..ot vv vt tneessesacnsonsnsanas 1843
Introduction . . ... ... 1843
alias (interface) . . . ... .. e 1845
clear mac address-table notification mac-change . .. ............ 1846
debugsnmp . ... 1847
mac address-table notification mac-change . . . .. .............. 1848
C613-50662-01 Rev A Command Reference for GS980M Series 27

AlliedWare Plus™ Operating System - Version 5.5.3-1.x



mac address-table notification mac-change history-size . .. ........ 1849

mac address-table notification mac-changeinterval . . .. ... ....... 1850
mac address-table notification mac-threshold . ... ............. 1851
show counter SNMpP-Server . . . ... ittt et e e e e e e 1853
showdebuggingsnmp . ........ ... . ... e 1857
show mac address-table notification mac-change . .. ............ 1858
show running-configsnmp. . . .. ... ... ... L 1860
show snmp-server . . ... ... ... e 1861
show snmp-server community .. ... .... .. ..., 1862
ShOW SNMP-SErvergroup . . . . . v v ittt e e e e e e 1863
show snmp-servertrap . . ... .. ... it 1864
SHOW SNMP-SEIVEI USEI . . . . vt e e e e et e et e e s 1865
show snmp-serverview . . .. ... i e 1866
snmptraplink-status . .. ...... .. ... .. .. ... 1867
snmp trap link-status suppress . ... .. ... ... e 1868
snmptrapmac-change . ... ... .. ... e 1870
] Y018 o Y= = O 1871
snmp-server COmmunity . . ... ... ... 1873
snmp-servercontact . . ... ... L e e e 1874
snmp-serverenabletrap . ... ... ... ... ... .. 1875
snmp-serverenginelDlocal ........... ... ... ... .. . . . . ... 1878
snmp-serverenginelDlocalreset . . .. ........ ... ... ... .. ..., 1880
SNMP-SEIVEI GrOUP &« o v v e e e et e e e e e e et e e e et e e e e 1881
snmp-serverhost . . ... ... e 1883
snmp-server legacy-ifadminstatus ... ...................... 1885
snmp-serverlocation ... ... ... . ... ... 1886
snmp-server source-interface . .. ........ ... ... . . ... ... 1887
snmp-server startup-trap-delay . . .. ...... ... ... . o ... 1888
SNMP-SEIVEI USEI . & v v v e e e e e e et e e ettt e et e et e e 1889
SNMP-SEIVEI VIEW . & . o i it e e e e e e e e e e e e e e e e e e e 1892
undebugsnmp ... e 1893
Chapter 42: LLDPCommands .........ttvtvvennensnsnnnnsonenns 1894
INtroduction . . .. .. e 1894
clearlldpstatistics . .. ..... .. . e 1896
clearlidptable . . .. ... ... . 1897
debuglldp . ... .. 1898
lldp faststart-count . . . . .. ... ... .. 1900
lldp holdtime-multiplier. . . . . . ... ... . 1901
lldp management-address . .. ......... ... 1902
lldp med-notifications . . . . ......... ... ... .. . . ... ... 1903
lldp med-tlv-select . . . ... ... ... . .. . . . . . 1904
lldp non-strict-med-tlv-order-check . ... .................... 1907
lldp notification-interval . . ........... ... .. .. ... .. ..... 1908
lldp notifications . . ... ... .. e 1909
lldp port-number-type . ... ... . . . . e 1910
lIdpreinit . . ... e e e 1911
dprun .. e 1912
lIdptimer . .. ... e 1913
lldptlv-select. . . ... .. . 1914
lldp transmitreceive . . . ... ... .. . 1916
lldptx-delay . .. ... ... . e 1917
location civic-location configuration . . . . .................... 1918
C613-50662-01 Rev A Command Reference for GS980M Series 28

AlliedWare Plus™ Operating System - Version 5.5.3-1.x



location civic-location identifier. . . . . .. .. .. .. ... .. . 1923

location civic-location-id . . ... ... ... 1924
location coord-location configuration . . . .. .................. 1926
location coord-locationidentifier . . . . ........ ... ... ... ... .. 1928
location coord-location-id . . ............ ... . .. . .. ... ..., 1929
locationelin-location ... ..... ... ... ... .. . . . . . . . . 1931
location elin-location-id . . . . ...... ... ... ... . . . ... ... 1932
showdebugginglldp .. ....... ... ... . . . . 1933
showlldp . . ..o e 1935
showlldpinterface . . . . ... ... . . . . 1937
showlldplocal-info .. ........ . . ... . ... . . . . . 1940
showlldpneighbors . .. ... ... ... ... ... .. . 1945
show lldp neighborsdetail . .. ....... ... ... ... ... ... ..... 1947
show lldp statistics . . .. ....... ... .. . . ... . 1951
show lldp statisticsinterface . . . .. ............ ... ... .. .... 1953
showlocation . . ........ . . . . . . . 1955
Chapter 43: Mail (SMTP)Commands . . . . ...ttt it nennoeeeonsonas 1957
Introduction . . ... ... .. . e 1957
debugmail . ... ... 1958
deletemail ... ... . . . e 1959
Mail . . . e e 1960
mail from . ... e 1962
mail smtpserver . . .. ... . e 1963
mail smtpserver authentication . . .. ............ ... ........ 1964
mail smtpserverport . . . .. ... .. e 1966
mail smtpservertls . .. ... ... . . . . ... 1968
showcountermail ... ... ... . . . . . .. 1969
showmail . . ... 1970
undebugmail .. ... .. ... e 1971
Chapter 44: RMONCOMMands ........ccotevteeeconsoesocnnsnss 1972
Introduction . . ... ... .. . e 1972
rmonalarm . ... .. e 1973
rmon collection history . . ..., ... . ... .. 1976
rmoncollectionstats. . . . ... ... . e 1977
MMON EVENT . . . L . e e e e e e e e e e e e e e 1978
showrmonalarm . . ... ... ... . .. 1979
showrmonevent . . ... ... e 1980
showrmonhistory . . ...... ... . .. . e 1982
showrmonstatistics . . . ... it 1984
Chapter 45: SecureShell (SSH)Commands . . . . ... ..ottt ittt nennas 1986
Introduction . .. ... . e 1986
bannerlogin (SSH) . . . ... ... . . . e 1988
clearssh . . . .. 1989
crypto keydestroy hostkey . . . .. ... . 1990
crypto key destroy userkey . . . . ... e 1991
crypto key generatehostkey . . .. . ... 1992
crypto key generateuserkey . . . . ... e 1994
crypto key pubkey-chainknownhosts . . .. ................... 1996
crypto key pubkey-chainuserkey . . . . ... ... .. o .. 1998
C613-50662-01 Rev A Command Reference for GS980M Series 29

AlliedWare Plus™ Operating System - Version 5.5.3-1.x



debugsshclient. .. ...... ... .. . .. . . . e 2000

debugsshserver . .. ... .. . . . 2001
servicessh .. ... e 2002
showbannerlogin . . ........ .. . . . . ... . 2004
show cryptokey hostkey . .. ... ... .. .. . . .. 2005
show crypto key pubkey-chain knownhosts . . . ................ 2007
show crypto key pubkey-chainuserkey . . ... ................. 2009
showcryptokeyuserkey . . ... .. . ... 2010
show running-configssh .. .......... ... .. ... . ... .. ..... 2011
show ssh . .. . e 2013
showsshclient . ... ... .. . . . . . e 2015
showsshserver . ... ... .. . . . . . e 2016
show sshserverallow-users .. ........ ... ... ... . . . . ... 2018
show sshserverdeny-users .. ....... ... ... . . . . 2019
SSh L 2020
sshclient . ... .. e 2022
ssh clientallow-legacy-ssh-rsa. . . .. ...... ... .. ... ... ...... 2024
SSh SEIVEr . . e 2025
ssh serverallow-legacy-ssh-rsa . . .......... ... ... ... ...... 2027
sshserverallow-users . . . ...... . . . .. 2028
ssh serverauthentication . . .. ...... ... ... ... .. ... . ..., 2030
sshserverdeny-users . ... ... ... ... 2032
sshservermax-auth-tries . . .. ... . ... ... .. . . .. . .. 2034
sshserverresolve-host . .. ... ... ... ... . ... . . .. .. ..., 2035
SSh SEIVEr SCP .« . v i i e e 2036
sshserversecure-algs . .. ... .. . . . e 2037
sshserversecure-ciphers . ... ... ... . . e 2038
sshserversecure-hostkey . . . ... .. ... ... . . . 2039
sshserversecure-kex. . . . ... . 2040
SSh SErversecuUre-mac . . . ... v vttt e e e e 2041
sshserversftp . ... ..o i i 2042
sshservertcpforwarding .. ............ . ... ... ... . . ..., 2043
undebugsshclient . . . ... .. . .. .. . e 2044
undebugsshserver .. ... ... ... . ... e 2045
Chapter 46: TriggerCommands . . . ..ot i it ettt enrosenoscsoseas 2046
Introduction . .. .. .. 2046
active (trigger) . . . . oo e e 2048
day . e e e 2049
debugtrigger . . ... ... e 2051
description (trigger) . . ... ... e 2052
FEPEAt . . . e e e e e e 2053
SCHIPY . o e e e e 2054
show debuggingtrigger . ........ ... ... ... ... ... 2056
show running-configtrigger . . . ... ... ... .. . o .. 2057
show trigger . . ... i e e e 2058
TeSt L L e 2063
time (trigger) . . . . .. e 2064
L8 7] © 2066
trigger . . e 2067
triggeractivate . ... ... .. ... 2068
typeatmfguest . . ... ... .. ... 2069
typeatmfnode ... ... ... . . ... ... 2070
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BYPECPU . . o e e 2072

TYPE ENV-SENSON . . . . o ot e e e e e 2073
typeinterface . ... ... . ... 2075
typelinkmon-probe . ... ... ... L 2076
typelog . . .. 2078
typemain-pse . . ... .. e 2079
TYPEMEMOIY . . . . e e e 2080
typeperiodic . . . ... e 2081
typeping-poll . . .. .. 2082
type pse-port . . ... e 2083
typereboot . . . ... 2084
typetime . .. e 2085
typeush . . e 2086
undebug trigger . .. ... e 2087
Chapter 47: Ping-PollingCommands ................ciiiiienn. 2088
Introduction . . . ... .. 2088
active (ping-polling) . .. ... ... . . . e 2090
clearping-poll . . . . ... e 2091
critical-interval . . . .. 2092
debugping-poll . . .. ... 2093
description (ping-polling) . . . . ... ... .. 2094
fail-count . . ... 2095
ip(ping-polling) . . . ... .. e 2096
length (ping-polldata). . . . ......... ... ... . . . . 2097
normal-interval . .. ... ... . ... 2098
ping-poll . . e 2099
sample-size . . . . ... 2100
show counterping-poll . .. ..... ... . .. . . . . . e 2102
showping-poll . . ... ... . . . 2104
SOUICE- D v v o e e et e e e e e e e e e e 2108
timeout (pingpolling) . . ... ... . . . .. 2110
UP-COUNT L L et e e e e e e e e e e e e e e e 2111
undebugping-poll . ... ... .. 2112
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List of Commands

(access-list extended ICMPAilter) .......ooiiniiiii e 979
(access-list extended IPfilter).........cooveininii e 981
(access-list extended IP protocolfilter).........c.ooviviiiiii .. 984
(access-list extended TCP UDPfilter).......coovvveiiiii i 988
(access-list standard namedfilter) ... 995
(access-list standard numbered filter).............cooo i 997
(@Cl-group ip POt rANGE) . v ittt e e e 930
(ipv6 access-list standard filter).........cooviiiiii i 1040
(named hardware ACLentry for ICMP) . ...t 936
(named hardware ACL entry for IP packets) ...........coviiiiiiinnn..,. 940
(named hardware ACL entry for IP protocols) ............cocoiiiiiinn 945
(named hardware ACL entry for MAC addresses) ........covvvevivninnnnnn.. 951
(named hardware ACL entry for TCPorUDP)........cooiiiiiiinnannnnnn, 954
(named IPv6 hardware ACL: ICMP entry) . ......ooveininiiiii i, 1015
(named IPv6 hardware ACL: IP protocolentry) ............cooviiinia... 1023
(named IPv6 hardware ACL: IPv6 packetentry)..........c.covvvevivnn... 1019
(named IPv6 hardware ACL: TCPorUDP entry)........covvvivennennnn.. 1028
@aaaccountingauth-mac ..... ..ot iiiii i i e 1294
aaaaccountingauth-web ..........c i 1296
Qa2 aCCOUNtiNG COMMANGS. . ..ttt ettt e e iee e 1298
Q22 ACCOUNTING Ot TX .\ttt ettt e e e e iennens 1300
@aaaccounting login. ... e 1302
@aaaccountingupdate. ... ... e e 1305
aaa authenticationauth-mac.............coooiii i 1307
aaa authenticationauth-web.......... ... .o 1309
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aaa authenticatioN dOtTX ...ttt e e 1310

aaa authentication enable default group tacacs+.............cocoiinet 1312
aaa authentication enable defaultlocal.....................cooii. 1314
aaa authentication enable defaultlocal.................o.ooiiiiLL, 147
aaa authentication login. ...t 1315
aaa authorizationcommands ... e 1318
aaa authorizationcommands ...... ... 1433
aaa authorization config-commands ...ttt 1320
aaa authorization config-commands ...t 1435
AAA GIOUP SEIVEI . . ettt e et ettt e e et e e e e an e aneens 1321
aaa local authentication attempts lockout-time.......................... 1323
aaa local authentication attempts lockout-time........................ol 148
aaa local authentication attempts max-fail .............................. 1324
aaa local authentication attempts max-fail ......................... .. ... 149
aaaloginfail-delay. ..o 1325
aaaloginfail-delay. ... 150
accept-lifetime .. .o e e 792
T al 23S o 0] U o 1R PP 906
access-list (extended numbered) ....... ..ol 976
access-list (numbered hardware ACLfor ICMP) ...........oooviiinina... 9208
access-list (numbered hardware ACL for IP packets)....................... 912
access-list (numbered hardware ACL for IP protocols)..................... 915
access-list (numbered hardware ACL for MAC addresses) ................. 920
access-list (numbered hardware ACL for TCPorUDP) ..................... 923
access-list (standard numbered)...........coo i 993
access-listextended (named) ...t 968
access-list hardware (named hardware ACL) .......coviviiiiniiiinnnnnn, 926
access-list standard (named) ... 991
accouNting login ... e 1326
acl-group ip address . ....vuiii i e 928
Tl Be T o TUT o I 1o I o o P 929
aCl-group PVl address. .. o.vvr i e 1006
ACHIVATE L. e 378
active (PINg-polling) . ... oei 2090
Lot AV A T T =] o O 2048
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AliaS (INTEITACE) oottt et e e e 1845

alliedware-behavior ..... ... ..o 794
application-proxy ip-filter. ... e 1533
application-proxy quarantine-vlan ............. ..o i 1534
application-proxy redirect-url ... 1535
application-proxy threat-protection send-summary...................... 1538
application-proxy threat-protection............cooviviiiiiiiiiiiinninen.. 1536
application-proxy whitelist advertised-address .......................... 1539
application-proxy whitelistenable ............ ... .. 1540
application-proxy whitelist protectiontls.................oooiiiiiiiaL 1541
application-proxy whitelistserver..........cooiiiiiii it 1542
application-proxy whitelist trustpoint (deprecated)...................... 1544
area-link. . ... 1545
- 1 o 8 (o T S P 662
arp OPPOItUNIStIC-NA. ... e e e 665
arp security drop link-local-arps.........coooi i 1448
arp security Violation ....... ..ot e 1449
1 o BT ol U 1177 1447
] o 1P 661
ArP-aging-timeOUL. . ...ttt e e et et e 657
arp-loose-check ... e 666
ArP-MAC-AISPAIITY . o vt ettt ettt e e e e 658
arpP-rePly-bC-dmMac. . ..ot e e e 668
atmf amfplus-license-only ....... ... 1550
atmf area PassWOrd. .....ouiii i i e e e 1554
Y 0] = =T TP 1552
atmf authorize Provision. ... e 1558
atmfauthorize. ... ... e 1556
atmf backup area-mastersdelete. ... 1561
atmf backup area-mastersenable ... 1562
atmf backup area-masters NOW. .. ..c.vviie it cie i, 1563
atmf backup area-masters synchronize. ...t 1564
atmfbackup bandwidth ......... ... i 1565
atmfbackupdelete. ......c.oiiiiiii i 1566
atmfbackupenable ... 1567
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atmf backup guestsdelete. ...t 1568

atmf backupguestsenable ............ i 1569
atmf backup QUESTS NOW . ...ttt e e eens 1570
atmf backup guests synchronize ...........cooiiiiiii i 1571
atMf baCckUP NOW . ..o e 1572
atmf backup redundancyenable.............. ... i 1574
AtMf DACKUP SEIVET ..t et e e 1575
AtMf baCckUP StOP . .. v e e 1577
atmf backup synchronize ....... ... oo 1578
AtMNT BACKUP . ..o e e 1560
AT ClEANUD .. oo e e 1579
atmfcontainer ogin. ...t e 1581
atmf CoNtainer. .. ... e 1580
atmfcontroller ... oo 1582
atmf distribute firmware ... 1583
atmfdomainvlan. ... ... 1585
atmfenable . ... o e 1588
atmf group (membership) ... 1589
atMf QUEST-Class . ..ot 1591
At l0g-VerbDOSE .. i 1593
atmf managementsubnet ... e 1594
atmfmanagementvlan...... ..o e 1597
At  MASTEr et 1599
At MU . L e 1600
atmf network-name ... ... 1601
atmf provision (interface) .........ooviiiiiiii i 1602
At ProVISION NOAE . ...ttt e et 1603
atmfreboot-rolling ..o e 1605
At rECOVEr QUEST. ..ottt i it et et e 1611
atmfrecover led-off...... ... 1612
atmfrecoverover-eth. ... ... ..o 1613
AtMF FECOVET. ... 1609
AtMf rECOVEIY-SEIVEI. .ttt 1614
atmfremote-login. ... ..o 1616
atmf restricted-login. ... e 1618
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atmfretry guest-link ... i 1620

atmf secure-mode certificate expire.........oovii it 1623
atmf secure-mode certificate exXpiry ......coovvviiiiiii i 1624
atmf secure-mode certificaterenew...........c.oi i 1625
atmf secure-mode enable-all......... ... i 1626
atMf SECUIe-MOdE . ..ttt e 1621
atMf select-area .. ..ot e 1628
atmf topology-guienable. ... ... ... 1629
atmf topology-guienable........ ... 84
At ErUSTPOINT . ..o i e 1630
atmf virtual-crosslink ........ .o 1632
atmf virtual-link description. ...t 1637
atmf virtual-link protection ... 1638
atmfvirtual-link . ... 1634
atMf WOrKING-Set . ... i 1640
atmf-arealink . ... ... 1547
atmf-liNK .. 1549
authauth-fail vlan ... ... e 1167
autharitical. . ... o e 1169
auth dynamic-aclenable....... ... .o 1170
auth dynamic-vlan-creation. ...t 1172
auth guest-vlanforward ......... ... 1177
auth guest-vlan hw-forwarding ............... ..o i 1179
auth guest-VIaNn. .. ...t e e 1175
auth host-mode ... ... i 1180
AUTN Og . e 1182
auth max-supplicanttagged-vlan ............cooiiiii it 1186
auth max-supplicantuntagged-vlan..................ciiiiiiii .. 1188
auth max-supplicant. ... e 1184
auth multi-vlan-session ... i e 1190
T4 T oL oY1 VS 1191
auth profile (global). ... 1193
auth profile (interface) ... e 1194
auth radius send nas-identifier......... ... 1378
auth radius send service-type .. .oovv it e 1379
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auth reauthentication. ... ..ottt e e 1195

auth roaming disconnected. ... 1196
authroamingenable ...... ..o i e 1198
AUth SUPPHCANt-IP .o e e e e 1200
auth supplicant-Mmac. ... e e 1202
auth timeout connect-timeout............cooi i 1205
auth timeout quiet-period ....... ..o 1206
auth timeout reauth-period. ...t 1207
auth timeout server-timeout....... ..ot 1209
auth timeout sUPP-tiMeoUt . ... ...t e 1211
auth two-stepenable. ... 1214
AUEh TWO-StEP OFder L.ttt e e e e e e e e 1217
auth vlan-restriction ... e 1212
authentication (Idap-server). ..ot it 1349
auth-macenable ... ... 1219
auth-macmethod ... o 1221
AUEN-MAC PASSWOId. . ..ttt e et et e e 1223
auth-macreauth-relearning. ..... ..o 1224
aUth-mMac statiC. . ...t e 1225
auth-macusername ... ... i 1226
authorizationcommands ........ ..o 1327
authorizationcommands ... ... 1436
aUth-Wweb aCcCouNting. . ..ov it i e 1227
auth-web authentication ... 1228
auth-webenable ... ... i 1229
auth-web forward ... ... 1231
auth-web idle-timeoutenable ........... ... i 1234
auth-web idle-timeout timeout ...t 1235
auth-web max-auth-fail........ ... .o o 1236
auth-webmethod ... ... 1238
auth-web-server blocking-mode ..........ooiiiiii i 1239
auth-web-server dhcpipaddress ........oovviiiiiiiii i 1240
auth-web-serverdhcplease. ... 1242
auth-web-server dhcp-wpad-option ... 1243
auth-web-server host-name. ...t 1244
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auth-web-server intercept-port .......vvevr ittt iiaanns 1245

auth-web-server ipaddress. ... it e 1247
auth-web-server ip-conflict-prefer-newer-supplicant .................... 1246
auth-web-serverlogin-url. ... e 1249
auth-web-serverpagelanguage ...........cooiiiiiii i 1248
auth-web-server pagelogo ......ooiii i 1250
auth-web-server page sub-title..........coo i 1251
auth-web-server page suCCesS-MeSSAGE. .. vuvrven e ereeneenenenennn. 1252
auth-web-serverpagetitle...........oiiiiii i 1253
auth-web-server page welcome-message ........oovviiiiiniininennen.. 1254
auth-web-server ping-pollenable............cooiiiiiiii it 1255
auth-web-server ping-poll failcount...............ccooiiiiiiiii .. 1256
auth-web-server ping-pollinterval ..., 1257
auth-web-server ping-poll reauth-timer-refresh ......................... 1258
auth-web-server ping-poll timeout...........cooiiiii ittt 1259
auth-web-server ping-polltype ....c.ovviiii i 1260
AUth-Web-SerVer POrt .. ..ot e e e 1262
auth-web-server redirect-delay-time .............oooi i, 1263
auth-web-server redirect-url ....... ... 1264
auth-web-server session-keep ..ot 1265
auth-web-server sslintercept-port ..........ooviiiiii i, 1267
auth-web-serverssl. ... ... i 1266
auth-web-server trustpoint ...t e 1268
autoboot enable. ... ... . e 96
o Tl 4 o] =13 U ¢ 413
banner display external-manager ...l 192
DaNNEr EXeC . .. e 193
banner external-manager. ... i e 195
banner login (SSH). ... e 1988
banner 1ogin (System). . ....oii i e 197
banner motd ..o e 199
base-dn ... 1351
bind authenticateroot-dn ...... ... 1352
boot config-file backup ...t 99
boot config-file. ..ot 97
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boot systembackup ....... ... 102

OOt Sy S EM . Lt e 100
bridge-group (amf-container) ..........ccoiiiiiiiiiii e 1642
oo 103
ChanNEl-groUP .o e e 605
cisco-metric-behavior (RIP). ... ..o 796
ol = T 1047
el =115 0 0 - o T 1048
clearaaalocaluserlockout......... ... 1329
clearaaalocaluserlockout......... ..o i 151
clear access-list CoOUNTers. ....oveeeit i 1007
clear access-list COUNters. ... ...ouie it 932
clear application-proxy threat-protection...............ccoiiiiiiinn 1644
cleararp security Statistics .......virr i 1451
Clear arP-CaChne ... 669
clear atmf links statistics .........cooininiii 1647
clearatmflinks virtual ....... ... i 1646
clearatmflinks ... 1645
clearatmfrecovery-file .......coiiiiii 1648
clear atmf secure-mode certificates ... 1649
clear atmf secure-mode statistics. .......cooviiiiii i 1650
clear exception og .. ..vuviii i e 285
clear fiber-monitoring interface ... 259
clearip dhcp snooping binding ... 1452
clear ip dhcp snooping statistics .......ooveiiiiiiii i 1453
Clear ipigmpP groUP. ..ot e 845
clearipigmpinterface.........oooviii i e 846
Clear P IgMD ot e e e e 844
Clear P P rOUTE . .ottt e et ettt e e 797
clearipvb mld group. . ...ooie i e 880
clearipve mldinterface ... ..ot e e 881
clearipve mid ... e e e 879
clearipvbneighbors ... 734
clear [acp CoUNters. ..o e s 607
clearline console . ... ..o e 152
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Clear [N VLY. ot e e e 153

clear ldp statistics ..o ov et e e e 1896
clearlldptable. . ... 1897
clearlogbuffered. ...... ..o e 287
clearlog external ... ..o e 288
clearlog permanent ... ....ovrinii i 289
(o] [T 1 o Yo P 286
clear loop-protectionaction ..........cooiiiiiiiiii it 415
clear loop-protection COUNtErS. ... ..ovvii ittt iie e 416
clear mac address-table dynamic...............o ool 417
clear mac address-table notification mac-change........................ 1846
clear mac address-table static............coiiiiiiiiiiii i 419
clear mls qos interface policer-counters .............cooiiiiiiiiinnn.n.. 1049
clear mls qos interface qUEUE-COUNTEIS. ... ...vve i iiiii e 1050
clear ping-poll. . ..o 2091
Clear POIt COUNTE ..ttt e e et et e e et e eeaas 420
clear port-security iNtrUSION . . ....oovtrt it e 421
clear power-inline countersinterface.............ccooi i, 630
clear radius dynamic-authorization counters .............ccoiiiiiiiin.. 1380
clear spanning-tree detected protocols (RSTPand MSTP) ................. 532
clear spanning-tree statistics........oviiii it 531
Clear SSh. . e 1989
clear stoat collector session counters. ..........coevuieiiniiinenenen... 1797
clear test cable-diagnostics tdr.........cooiiiii i 260
ClOCK SBL. .ttt e 201
clock summer-timedate ........ ..o 202
clock summer-time reCurfing . ...o.vu v et eie e 204
CloCK tIMEZONE . . .o e 206
clone (@mf-Provision) . ......ouiiii i e 1651
commMIt (IPVA) .. e 933
CommIt (IPVO) ... e 1008
configure boot config (@mf-provision).................ooiiiiiiiiL, 1653
configure boot system (@amf-provision) ..., 1655
configureterminal........ ..ot e 73
COPY (@MF-ProViSioNn). .....vuiir e e 1657
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CoPY (FilleName) . ..o e e 104

copy buffered-1og . ......ooviiiii e 290
COPY dEbUG vt e e e e 106
COPY PEIMANENT-I0g . ..ottt e e e et 291
copy proxy-autoconfig-file....... ... 1270
COPY MUNNING-CONfIg . o v ettt ettt ettt eenens 107
COPY StartuP-CoNfig. . ..ove e e 108
copy web-auth-https-file. ... 1271
Fele] o3V 0 o T =T o' I 109
create (@mMf-Provision) .........vevrir i e 1658
create autoboot ... ... i e 110
critical-interval ... e 2092
crypto key destroy hostkey. ..o 1990
crypto key destroy userkey. ..ot e 1991
crypto key generate hostkey .......coovviinii i 1992
CrypPtO KeY geNerate ISa .. e vttt ettt e 1406
crypto key generate USerkey . ........vuvuvuvn it i 1994
crypto key pubkey-chain knownhosts................... ool 1996
crypto key pubkey-chainuserkey. ..o 1998
CrYPLO KEY ZEIOIZE . .o ettt e 1407
crypto pkiauthenticate . .......ooviii i e 1408
crypto pki enroll User ..o e 1410
Crypto pki enroll . ... .o e 1409
Crypto PKi @Xport PemM . ...t e 1412
Crypto pki export PKCST2. ... e 1413
Crypto PKi iMmpPOrt PemM . ..ot e e 1415
Crypto pKiimport PKCST2. ..ot e e 1417
Crypto pKi trustpoint. .. ..ot 1418
Ay et 2049
deadtime (Idap-Server). ... e e e 1353
deadtime (RADIUS SEIVEr groUp) . ..v v et v ene et eietieeneneenennnns 1381
debugaaa. ... 1330
debug arp SECUNTY. . ..ot 1454
debugatmfpacket ........cooveiiii i e 1662
debugatmf. .. ..o e 1660
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debug core-file ... .o e e 207

debUg dotTX ...t e 1130
AebUG EPST .ottt 1499
debug fiber-monitoring. ... e 261
AebUG IgMP .o e 847
debugipdhcp snooping. ..ot 1455
debUg ipirdp. . e e 672
debugip packetinterface.........ooviiiiiiiii i e 670
debUg laCp oo e e 608
debugldapclient...... ..o 1354
debug lldp ..o e e e 1898
debug looPPIot .. e 423
debugmail. ... 1958
debugmid .. ..o e 882
debugmstp (RSTP and STP) . .ovu it ce e iene s 533
debug ping-poll . ..o e 2093
debug platformpacket ... e 424
debug power-inline. ... ... 631
debugradius .. ..o e 1382
AebUG P o e e 798
debUg SNMIP. .o 1847
debugsshclient. ... ..o 2000
debug ssh server .. ... e 2001
debUg trigger . .o e 2051
defaultlogbuffered ... 292
defaultlogconsole ...t 293
defaultlogemail ... ..o e 294
defaultlogexternal. ... i e 295
default log host. . ..ot e e 296
default log monitor. ... e 297
defaultlog permanent. ...t e 298
default-action ... .. ..o 1051
default-information originate (RIP) ...t 799
default-metric (RIP) ..o 800
delete (@Mf-Provision) . .....ovu it e 1665
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deletedebug. ..o e e e 112

delete mail . ...o.oei i 1959
delete . . e 111
description (@mf-container) ... e 1669
description (auth-profile) ... 1272
description (interface) ..o e e 382
description (ping-polling) . .....oov i 2094
description (QoS policy-map) ......oviiiii 1052
description (stoat-dest) ......covuiiiiiii i e 1798
description (Trigger) . ..ouvtrr i e e 2052
o 113
disable (Privileged ExXecmode).......covviiiiiiiiii it 74
AISCOVEIY . ettt e e e e e 1667
distance (RIP) . ... .ot e 801
distribute-list (RIP) . ....ooti e 802
o o T 75
dotTXaCCoUNtING. ..ttt e e e e e 1128
dotlxauthentication ......... ..ot 1129
dotlx control-direction ..........cooiuiuii i e 1131
o o] f Q=T T o 1133
dotTX €aPOI-VeISION ...t i 1134
dotixinitializeinterface ...........cooiuiiiii 1135
dotlxinitialize supplicant. ... 1136
dotTX Keytransmit .. ... e e e 1137
dotlxmax-auth-fail........ ... i 1138
dotlxmax-reauth-req ........ccooiiiiiii i e e 1140
o T D' 1 Y- D =T [ 1142
dotTX POrt-CONtrOl. ..ot e e et 1144
dotTx timeout tXx-period ........c.oiiiiiiii i e 1146
AUPIEX et e 426
<] o 2 379
ecofriendly buttonenable ...........o i 208
ecofriendly led ... ... 209
ecofriendly Ipi . ..o e 210
=Y L P 115
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egress-rate-limitoverhead ...l 1054

egress-rate-limit. ... .. ..o e 1053
enable (Privileged Execmode) ......oviiiiiii i e 76
enable PassSWOId . ...t e e e e 154
enable secret (deprecated)........coviiiiiiiiiii i e 156
<] o P 78
enrollment (ca-trustpoint) ...ttt 1419
EPSI CONfIGUIAtION . ...ttt e e et 1502
epsrdatavian. ... ... e 1503
epsr enhancedrecoveryenable...........c.oii i 1504
EPSIFIUSH-tYPE .o e 1505
epsr mode master controlvlan primaryport ... 1507
epsr mode transitcontrolvian. ... 1508
<] o2 g o ¢ (o] ¢ 1120 P 1509
= 01 ) - 1 <P 1510
epPSI topPology-Change . ...c.ii i e e e e 1511
=T 01 1 =1 o 1A 1512
= 01 AP 1500
erasefactory-default. ...t e 117
erase factory-default. ... 1670
erase proxy-autoconfig-file ........ ... ..o i 1273
€rase Startup-Config . ...oovrnin i e e e 118
erase web-auth-https-file ... 1274
EXEC-TIMEOUL . ..ottt e e e 157
2L A 79
fail-coUNt. ..o e 2095
fiber-monitoring action............i it e 263
fiber-monitoring baseline. ... e 265
fiber-monitoringenable ....... ... i 267
fiber-monitoringinterval......... ..o i 268
fiber-monitoring sensitivity ...t 269
fiINAdME trigger. . i e e 214
fINME .o e 212
fingerprint (Ca-trustpoint) . . ....covi i e 1420
firmware-url. . ... e 1671
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flowcontrol (SWItCh Port).....oovv i et 427

flowcontrol hardware (asyn/console)..........cocoeeivivviiiiiienn... 159
fullupdate (RIP) ..o e e e et e e 803
groUpP-attribULe. ..o e e e 1356
o 0T 1o o [0 T 1357
V=] 1o 80
oSt (IdaP-SEIVEY) . .ottt e e e e 1358
OStNAME . o 215
http log webapi-requests . .......ciii i e e 85
4 o380 o 86
Y o T Tl U T oY o) o 87
Rt trUSTPOINT ..ot e e e e e e e e 88
http-enable ... .o e 1673
identity (@mf-provision). ...... ..o e 1675
instance priority (MSTP). ... vi i e e e e 537
instance vIan (MSTP) . .. ... e e 539
interface (toconfigure) ..ot e e 383
IP (IP-NOST-groUP). . .o e et e e e e 934
IP (PING-POIING) . vt e e e e e e e 2096
ip address (IP Addressingand Protocol) ............cooiiiiiiiiiiiiii, 673
ipaddressdnCp ...ooviii e 1818
ip dhcp snooping agent-option allow-untrusted......................... 1459
ip dhcp snooping agent-option circuit-id vlantriplet..................... 1460
ip dhcp snooping agent-option remote-id...........cooiiiiiiiiiiiiin, 1461
ip dhcp snooping agent-OptioN . .....oviv i 1458
ip dhcp snooping binding ... 1462
ip dhcp snooping database ...t e 1463
ip dhcp snooping delete-by-client ... 1464
ip dhcp snooping delete-by-linkdown. ..., 1465
ip dhcp snooping max-bindings ... 1466
ip dhcp snooping subscriber-id ... i 1467
[ToXe | gl o 3] g Voo o)1 Ve T 4 4V 1] P 1468
ip dhcp snooping verify mac-address. .........cooviviiiiii i 1469
ip dhcp snooping violation. . ......cvuiin i 1470
[ToXe | a Tl o 3K s Vo To o 13 Ve 0P 1456
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ip dhcp use-subscriber-id ... e 1826

ip dhcp-client default-route distance. ..., 1820
ip dhcp-client request vendor-identifying-specific....................... 1822
ip dhcp-client vendor-identifying-class...........oooiiiii i, 1823
ip dhcp-relay agent-option subscriber-id . ... 1824
ip dns forwarding domain-list.......... ..o 721
ipdomain-list. ... ... 722
IPdomMaiN-looKUP .. .vvi i e e 723
P AOMaAIN-NAME. ..ttt e e e e e e e e 724
iPforwarding. ......oovuiiii e 675
ip gratuitous-arp-link . ... e e 676
ipicmp error-interval . ......ooiiiii i e e 679
P ICMP-IMES aMID oo e e e e e e 680
ipigmp flood specific-query ... 850
iPIgMpP flood-group .. ..o 848
P IgMP MaXiMUM-GrOUPS ...ttt ettt ettt et eiieriieeeneeenneeennns 851
ipigmp snooping fast-leave. ...t 854
iP IgMP SNOOPING MIOULEr . ..ttt e e e e 855
P IgMP SNOOPING QUEIIET . o vttt et ettt e i e e it nennenneenns 856
ip igMmp SNOOPING repPOrt-SUPPIESSION ..ottt eieeennn. 857
ip igmp snooping routermMode ........ooviii it 858
ip igmp snooping source-timeout. .........oitiiii i, 860
ip igmp snooping tcn query solicit ... 861
P IgMP SNOOPING. .« ettt ettt ettt ettt it et e eaieeenns 853
P IgMP STAtiC-grOUP . et e e e e e 863
P IgMP TrUSTEA . . ottt e e e e e 865
[ToTN Lo 00T o IRYZ=1 6] o o A0 P 866
ipirdp address preference .......ooviiiii it e 681
ipirdpbroadcast .. ..ot e 682
ipirdpholdtime . ... ..o e 683
P Irdp lIfetime. ..ot 684
ipirdp maxadvertinterval ...t e 685
ipirdp minadvertinterval ...t e 687
P IrdP MUILICASt . .o e e e 689
P IrdP PrefereNCE . vt e e e e e e 690
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ip limited-local-proxy-arp......coeiiii i 691
P lOCal-PrOXY-arD. et e 692
ip name-server preferred-order ... e 727
P NAMIE-SEIVET & .ttt ettt ettt ettt ettt ettt et eaeeaaneennneennns 725
[T 038 o] 014V g o 1 AP 693
ip radius source-interface ........c.ouiiiit i e e 1383
ip rip authentication key-chain...............co i 805
ip rip authenticationmode. ... 807
ip rip authentication string. ... ... i 809
P M FECEIVE VBISION. ettt e e it et i e e 812
P ripreceive-Packet .. ..t e 811
ip rip send version T-compatible ..............oo i 815
PP SENA VEISION ..t e e e e et e 814
iPripsend-packet ...... ..ot e 813
P rip SPlit-horizoN . ... e e 816
1o T8 o 161 (< PP 778
ipsource binding. ..o e 1471
P SUMMaArY-address P . . vttt et r et e eieneens 804
ip tacacs source-interface . ..o vvr vt e 1438
P tCp synack-retries ... ..ot e 694
P ICP-TIMEStaAMP . ot e e 695
ip tftp source-interface. .......ove i e e 119
ipunreachables ... ... 696
IPVO (IPVO-NOST-grOUP) . v e vt ittt ettt ettt ee i ieanans 1009
ipv6 access-list (named IPv6 hardware ACL) ..........cooviiivinennene. 1011
ipv6 access-list standard (named) ...t 1038
ipv6 address autoconfig ... e 736
IPVO address SUFfiX . . ...ouu e i e e e e 738
PVO address. . .ottt 735
PVB ENable. .. 739
ipv6 euibd-linklocal . ... e 741
IPVO forwarding . .....onii i e 742
ipvbicmp error-interval. ... ... i e 743
IPVO MIA @CCESS-GrOUP . vttt ettt et e it n et ne e ennenenenns 883
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ipv6 mld immediate-leave ..........ciiiiiii e 884

IPVE MID lIMit. .. e 885
ipv6 mld snooping fast-leave ... 889
iPV6 MId SNOOPING MIOULEY . ...\ttt et ee e eaeens 890
iIPV6 MId SNOOPING QUEKIEN . . .ttt ettt ee e ieaen 892
ipv6 mld snooping report-SUPPresSSION . ...vu vt trt i e eeenennnn. 893
IPVO MIA SNOOPING. « vttt ettt et et et e e e eaenas 887
IPVO MId STatic-groUP . .ot e e e 895
ipv6 multicast forward-slow-path-packet...................cooiiil, 744
ipv6 nd accept-ra-default-routes ...ttt 745
iPV6 Nd accept-ra-Pinfo.....covrii i 746
ipv6 nd current-hoplimit.........ooiiiii i e 747
ipvo nd dnssearch-list ... e 748
PVO NA ANS-SEIVEI . .ttt e et ettt et ee e 749
ipv6 nd managed-config-flag ... 750
ipv6 nd minimum-ra-interval. ... e 751
ipv6 nd other-config-flag ... 752
PVO N PrefiX. . oot e e 753
ipve ndra-interval ..... ..o 755
ipvo Nd ra-lifetime . ... e e 756
ipvb nd reachable-time ....... ..ot e e 757
ipv6 nd retransmission-time ...ttt 758
ipv6 Nd route-information ..ottt e e 759
ipv6 nd router-preference. ... ..o e 760
PV N SUP PSS . ettt ettt ettt ettt et e i et aieateneananens 761
IPVO NEIGhDOT . .. 762
IPV6 OpPOrtUNIStiC-Nd. .. ..o e 763
PVO FOUT . .ttt e et et 764
PV FOU . ittt et ettt et ettt e 780
ipV6 tftp source-interface ..ot e e e 120
iPVG traffic-filter ... e 1013
ipvbunreachables . ... ... e 766
key (Stoat-dest) . ....vuie i 1799
Key Chain . ..o e 818
Y .ttt e e e e e e e 817
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KEY-StrING . ettt e 819

lacp global-passive-modeenable ..............co i 609
=Y o 38 o Yo o 2 o T 1 /P 610
lacp SYStEM-PriOritY. . ...t 611
JaCP tIMEOUL. ..ottt e e e 612
da-SE VT ot e 1360
1eNgth (@SYN) .ottt e e e 161
length (ping-polldata).........coviiiiiiii i e 2097
license-cert (@amf-provision) .........cccoiiiiii i 1677
M. e e 162
NKElaP AaCtION .« v e e e 429
lldp faststart-Count . ... ..ot i e e e e e 1900
lldp holdtime-multiplier ... e 1901
lldp management-address . ........oovvuiiinn i 1902
lldp med-notifications . .......oviir i e 1903
lldp med-tlv-select. .......coviiii i e e 1904
lldp non-strict-med-tlv-order-check ...t 1907
lldp notification-interval ... 1908
dp NOtIfICAtIONS .. v vttt e i e e e et ey 1909
lldp POrt-NUMbDEr-tYPE. ..ttt e et et eneeaes 1910
1 o o3 ' 1 PP 1911
] o o T8 U o R 1912
] o o T2 4 [y V=Y P 1913
AP thv-Select. . .ot e e e e 1914
ldp transmMit reCEIVE . ..ot e et e et 1916
ldptx-delay.......coviini i e e e e 1917
[0t B o]0 )14 2 T o J P 698
locate (@mMf-provision) ........viiiii i e e 1679
location civic-location configuration ............... ... i, 1918
location civic-location identifier.............cocoiiii i 1923
location civic-location-id. ... ..o i 1924
location coord-location configuration ..o, 1926
location coord-location identifier ... 1928
location coord-location-id ........ ..ot 1929
location elin-location ....... ... 1931
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location elin-location-id. ........oouuiiiiiii e e 1932

log buffered (filter) ...... ..o e 300
log buffered exclude. ... 303
logbuffered size. ... ..ooviiiiii i e e 306
logbuffered ... ... 299
log console (filter) ......ouinii e 308
l0g consOle eXCIUAE ... ottt e e e e e 311
[0 I el o] 1Yo ] =S 307
logemail (filter). ..o e e e 315
logemail exclude. ... ... e 318
logemail time ... .o e e e 321
log email ... e 314
[0g VENT-NOSt. ..ot e e e 1681
[0g VENT-NOST. ..ttt e 90
logexternal (filter) .......ovniii i e e e e 325
logexternal exclude ... ..o e 328
logexternal rotate. . .....oiii it e e 331
logexternal Size ... ..o e 333
logexternal .. ...o.eir i e e 323
l0g facility . ..o 334
log host (filter). ..o e et e 338
loghostexclude. ..o e e 342
[0 T g U0 ] A oYU 1 P 345
log host startup-delay ........ ..o 346
log oSt timeE ..o 348
Og NOST .ot e e 336
logmonitor (filter) . .....coi i e e 350
logmonitorexclude ...t e e 353
logpermanent (filter) .......ooiiii i e 357
logpermanentexclude . ... ...t 360
[Og PEIMANENT SIZE .« o\ttt ettt e e et et e e e 363
[0 I =] ¢ /0 =T T=T 0 | 356
[Og trUSTPOINTt. . ottt et e e e e e e e 365
loginauthentication ..........coiiiiiiii i i 1331
login-attribULe. ..ot e e e 1362
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T e o 11 | 81
log-rate-limit NSM L. .o e e e 364
[0OP-ProteCtion aCtioN. . ..vvti e it et e 432
loop-protection action-delay-time ... 433
loop-protection loop-detect ........ooviiriiiii i e 430
loop-protection tiMeoUt . ... ..ottt i et 434
mac address-table acquire ...t e 435
mac address-table ageing-time ............o i 436
mac address-table logging. ..o 437
mac address-table notification mac-change history-size ................. 1849
mac address-table notification mac-changeinterval ..................... 1850
mac address-table notification mac-change ......................... ... 1848
mac address-table notification mac-threshold ........................... 1851
mac address-table static ...t 438
mac address-table thrash-limit......... ... ... . i i 439
Mail from. .. 1962
mail smtpserver authentication ..............o i 1964
Ml SMTPSEIVEN POI. . oottt e e ettt e it 1966
Mail smtpservertls. ... ..o e e 1968
MaAil SMEPSEIVEL L\ttt e i e e e e e 1963
Ml . e 1960
MAtCh ACCESS-GrOUP .t v ittt et e et e e e i e e ieaaeans 1055
MATCN COS .ottt ettt e 1057
MAtCh ASCP. ot e e e e 1058
match eth-format protocol. ... 1059
MatCh iP-PrecedenCe .. .c.oi i e e 1062
MAtCh MACEYPE . .ottt e 1063
match tep-flags. ... e 1064
MAtCh tPId ..o e 1065
Match VIan ... 1066
maximum-access-list (deleted)...... ... 999
MaxXimuUM-Paths. ... . e 782
MAXIMUM =PI X, Lt i e e e et et 820
MIITOr INTEIfACE. . oot e 399
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mls qos aggregate-police action ...........c.coviiii i 1067
mls qos aggregate-police COUNtErS. .....v it in it aeenes 1069
001 e T 13 o -3 1070
MIS QOS ENAbIE .. .o e e e 1071
MIS QOS MAP COS-QUEBUE. ..ttt et ettt eee e i eeate et eanaaneaneaanans 1072
MIls qos Map pPremark-dsCp ..ottt 1073
(001 e To X3 e [ 1TU =N o - ' 1S PP 1076
001 e [ X3 e [ 1 110 TS 1075
mls qos scheduler-set priority-queue..........c.ooiiiv i, 1078
mls qos scheduler-set WIr-qUEUE groUP . ..vvv v i v intiin e eienns 1079
mMIs qos scheduler-set. ... ..o i et e 1077
MOAEIYPE ettt 1683
MoVe debUg. ... 123
00T 1T = 122
0 ) (U 385
name-check (stoat-dest) ........oiininiiini e 1800
NEighbor (RIP) ... e e et e 821
NEtWOIK (RIP) . .. e 822
no crypto pki certificate. ... ... 1422
nodebugall... ... 217
NO POIICE . ettt e e 1080
normal-interval. . ... .. ... e 2098
Ntp rate-limit ... ..o e e 1831
1 31 =1« o 1832
1 0 0= V= P 1834
10 0T o T | el 1836
Offset-list (RIP) . ..o e 823
OPtIMISTIC-Nd . o e e 767
passive-interface (RIP) ... ..ot e et 824
PING PV . ettt ettt ettt e e e 768
1 S PP 699
PING-POll . e e 2099
platform control-plane-prioritizationrate................ ..ol 440
platform jumboframe. ... ... 387
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platform jumboframe. ... e 442

platform 12mc-overlap . ......oooiiinn i e 443
platform I2mc-tablemode ...t 444
platform load-balancing ...........cooi i 446
platform load-balancing ... 614
platform multicast-address-mismatch-action............................. 448
platform multicast-address-mismatch-action.....................coiut. 700
platform multicast-ratelimit. ... 449
070} 1= 511778 450
7o) el ol o U (=] 3PS 1082
police single-rate action .........ooviiiiiiii i e 1083
police twin-rate action..........coviiiii i e 1084
POlICE-aggregate . ..ottt e e 1081
POl Y Ma . ettt e 1086
POIt (IdaP-SEIVEL) . .ottt e e e e et e e 1364
power-inline description. ... ...cooui i i e 633
power-inlineenable ... e 634
power-inline hanp . ... .o e 635
POWEI-INIINE MaAX. .ottt i et e 636
power-inline Priority . .. ...t e 638
power-inline usage-threshold...............co i 640
private-vlan association. ....... ...t e 493
PriVate-VIan ... e 491
privilege level ... o e e e 164
PrOXY PO, . ettt ettt e e e e 1332
PW . o e e 124
radius dynamic-authorization-client................coiiiiii it 1384
FAdiUS-SECUIE-PIOXY A8, « ettt et etet e et eeeateeenneneananeananeananens 1333
radius-serverdeadtime ....... ... i 1385
radius-server host ... ... e 1386
FAdiUS-SEIVEN KEY .ttt et e e e e et et e 1389
radius-server retransmit. ... .....o. oo e 1390
radius-server timeoUL. . ... . vttt 1392
TED0OT .ot e 219
recv-buffer-size (RIP) .. .....oui i 825
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redistribute (RIP). ..o e e e 826

FegioN (MSTP) .. e e 541
Feload . . e e 220
remote-mirror interface. ... ..o 401
<] o= | P 2053
restartrip graceful . ... ... o 827
retransmit (Idap-Server) . .. ..o e 1365
reVISioN (MSTP) ... e e 542
rip restart grace-period ... ....oiii i e e 828
1010 1 PP 125
rMoN alarm. ... e 1973
rmon collection history ...... ..o iiii i i e e 1976
rmon collection stats ... ..ot 1977
FMON VENT. .ottt e e i ettt et ieans 1978
roUte (RIP) ..o e 829
[T =TT o T T e [ 1 701
(01U =T g T o T A 830
rsakeypair (Ca-trustpOINt) .. ..ovvvtr i e 1423
SAMPIE-SIZE. . oot 2100
£ o]0 1 PP 2054
search-filter ... ... e 1366
secure cipher (Idap-server) . ... ..o e e 1368
secure mode (Idap-Server) .......eiiiii i e 1370
secure trustpoint (Idap-server) ........ooveii it 1372
security-password forced-change ...t 166
security-password history. ..ot 165
security-password lifetime ... e 167
security-password minimum-categories. . ........ooue i iiininiineannn. 169
security-password minimum-length........... ... ... Ll 170
security-password min-lifetime-enforce ............. ... il 168
security-password reject-expired-pwd. ... i 171
SECUrity-pasSWOrd Warning . ......ueueueeenet i ienaiaaeaenns 172
send-lifetime .. ... e 831
Server (Idap-group) . ... et e e e e 1373
server (RADIUS server group). .o .v e evr e eeiiini i ntennenneennens 1394
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SEIVer (FadSECPIOXY-283) « .« .t ettt e eetete et et et et et eenenenenen. 1334

server mutual-authentication ..ot 1336
server name-check . .......ouiuiin i e 1337
SErVer LrUSTPOINT. ..ottt i e e i e 1338
Service advanCed-Vity . ....ciiiii e 173
service atmf-application-proxXy..........ooeviiiii i 1684
=1V (/=N | o Tl o ] T Yo o] T AP 1473
SEIVICE M. et eee  eee 91
service password-encryption. ... ...o.vuve it 174
service PoOWer-inline . ... ..o e 641
SEIVICE SSh. .t e 2002
service statistics interfaces counter.............oii ittt 388
SEIVICE STOAT. . ottt e 1801
servicetelnet. ... e 175
SErVICE-POlICY INPUT. .ottt e e e e e e e 1087
set bandwidth-class ........ ..o 1088
SO L0 ittt e 1090
=] e LYo o 1 1092
(< e [ § = U= PR 1094
show aaa localuserlocked. ... ... ..o i 1340
show aaalocaluserlocked....... ..ot 176
ShOW @2@ SEIVEI GrOUD . . vttt e e e e eine e, 1342
SNOW ACCESS-GIOUD « ettt ettt ettt ettt et e et e it e 958
show access-list (IPv4 Hardware ACLS). . ......ouininiiiiiiiiininianeannn. 959
show access-list (IPv4 Software ACLS). ......vuiii i iiieiiinaeenn 1000
show access-listcounters ........ooveiiiiii 1032
show access-list CoUNTErs ......ouieieie i 961
show acl-group ip address ......ovuiiiii i e e e 963
ShOW aCl-group ip POt . oot e e e e 964
show acl-group ipv6 address. ......oveviiir i 1034
show application-proxy threat-protection...............cocviiinninn.. 1685
show application-proxy whitelist advertised-address .................... 1687
show application-proxy whitelistinterface.................. ... . ..., 1688
show application-proxy whitelistserver .............coooiiiiiiiiinna.. 1690
show application-proxy whitelist supplicant.......................ooas 1691
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show arp security interface. .......ooviiiiiii i i 1476

show arp security statistics. ........vvvrvvv i e 1478
ShOW arP SECUITY . ottt e e e e e e i 1475
SO I L e e e 702
show atmfarea guestS ... ..ot e e e 1700
show atmfarea guests-detail............ ..o i 1702
show atmfareanodes .........c.vuiiiniini i 1704
show atmf area nodes-detail ....... ... 1706
show atmfarea summary ........o.vuiuiini ittt ieiniaaeaen 1708
show atmfarea. ......c.oouiiiiniii i 1697
show atmf authorization......... ..o 1709
show atmfbackuparea ..o 1716
show atmfbackup guest. ...t 1718
show atmfbackup......coveiiii 1712
show atmf container. ... .. ..ot 1720
show atmfdetail...... ... i 1723
show atmfgroupmembers ...t 1727
SHOW atmf QroUD ..ot e 1725
show atmfguestsdetail.............ooiiii i 1731
ShOW atmf QUESTS. ..ot e e e 1729
show atmflinksdetail............ i 1736
show atmf links guestdetail...............oooiiii i 1747
show atmf links guest. ... ..ot e 1745
show atmf links statistics. ........c..ouiuiii e 1751
show atmf links. .. ... i e 1734
Show atmfnodes ..o e 1754
show atmf pProvision NOAES . .......ovi ittt 1756
show atmfrecovery-file..... ... 1758
show atmf secure-mode auditlink ............ ... i 1762
show atmf secure-mode audit ..ot 1761
show atmf secure-mode certificates............oooeiiiiiiiiiin ... 1763
show atmf secure-mode sa. ........ouiuin it 1766
show atmf secure-mode statistics ...t 1769
show atmf secure-mode ... ..ot 1759
showatmftech. ... ..o 1771
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show atmf virtual-links. . ....oei it e e e 1774

show atmf working-set ..ot 1776
ShOW atmf. . e 1693
show auth diagnostics . ... vt e 1277
show authinterface. ...... ..o e 1279
show auth sessionstatistics. ........o.vi i 1281
show auth statistics interface ..........oooiiiiiiiii i 1282
show auth supplicantinterface............oooiiiiiiii ittt 1286
show auth supplicant. ..........oi i e 1283
show auth two-step supplicantbrief ...t 1287
ShOW aUTh. .. e 1275
show auth-web-server Page .......covviiiiii ittt 1290
show auth-web-server........ ..o 1289
ShOW @UTObOOt . . .o e 126
show banner external-manager........c.coviiiiiiiiiiiiiiniiiini i 221
show banner login. ... ..o e 2004
SNOW DOOT. . e 127
ShOW Class-Map .. ..o e 1096
ShOW ClOCK . .. e 222
show counterdhcp-client. ... e 1828
SHOW COUNtEr l0g . ..ot e e e 366
show countermail........coooeii e 1969
show counter ping-poll. ... ..o e 2102
SHOW COUNtEr SMMP-SEIVEL . .o\ttt ettt i e e e eiae e 1853
ShOW CPU NIStOrY ..ot e e 227
S OW CPU. ottt e 224
show crypto key hostkey. ... ..o 2005
show crypto key mypubkeyrsa............oo 1424
show crypto key pubkey-chain knownhosts ............................. 2007
show crypto key pubkey-chainuserkey................ ...t 2009
show cryptokey userkey.......ooviiiiiiii i i 2010
show crypto pki certificates .........coovii i 1425
show crypto pkienrollmentuser..........cooiiiiiiiiii i 1427
show crypto pki trustpoint. . .....oovveiiei it 1428
showdebuggingaaa ........cooiiiiiii i e 1343
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show debugging arp security ........coviiii i 1480

show debugging atmfpacket............cooiiiiiii i 1778
show debuggingatmf....... ... i 1777
show debugging dotTX ... e 1148
show debugging epsr ....cvvniiii i 1513
show debugging igmp. ... ..o 867
show debugging ip dhcp snooping .........cooviiiiiiiiiiiiiiiiin e 1481
show debuggingippacket........cooviiiiiiiii i e 704
show debugging lacp. ... e 616
showdebugging lldp ... 1933
show debugging loopProt. . ..ov v e 451
showdebuggingmld. ... e 897
show debugging mMstp. ..ot e e 543
show debugging platform packet............cooiiiiiiiii i 452
show debugging power-inline ..ottt 642
show debuggingradius. .........cooiiiiiiii i e 1396
show debugging rip . ...oooei i e 833
show debugging snmp ... 1857
show debugging trigger. ... ..o i e 2056
show debugging ..o e 229
show dhcplease. . ..o e e 1829
show diagnostic channel-group. ..ottt 617
Show dotTX diagnostiCs. .. vv v vt e i 1152
show dotIxinterface ........ooiiiiiii e 1154
show dotTx sessionstatistics .........vuvuiiiiii ittt 1156
show dot1x statisticsinterface ............coooiiiiiiiiiiiiiini ... 1157
show dot1x supplicantinterface ............cooviiii i, 1160
show dotTx supplicant. ......ooviiiiiii i e 1158
SNOW Ot T X, ottt e 1149
show ecofriendly ... ..o 230
show epsr <epsr-instance> COUNTErS . ....o.virii it ieieie s 1522
ShOW epsSr <ePSI-INSTANCE> ...ttt i i i ineanes 1521
Show epsr COMmMON SEgMENTS . ...ttt ittt ii i e eianeenss 1519
show epsrconfig-check.........ooviii i 1520
SHOW €SI COUNTEIS . o\ttt ittt e ettt et eeeanans 1523
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SHOW EPSI SUMMAIY .ttt ettt ettt e e i e i e ineeeeneanns 1524

S OW ST ettt 1514
show etherchanneldetail ... 619
show etherchannel summary ..........ooiiiiiiiiiiii it 620
show etherchannel . ... ... 618
Show exXception 10g. . ..o ve i e 367
ShOW file SYSteMS . ..ot e e 131
ShOW file L e 130
show flowcontrolinterface. ... 453
Show hash. ... e 129
show hash. ... 1429
SHOW NiStOrY. .t e e e 82
SNOW NOSES . et 728
SHOW D .o e 92
show interface acCess-groUP . ....vvvrvr i ettt eieiieaeaeennns 965
show interface brief. . ... ..o e 392
show interface err-disabled .............o i 454
show interface memory. .....oovrii it e e 232
show interface MemoOry. .....ovvii i e et 393
show interface status ........ooviniiii i e 395
show interface switchport ... i 455
Show interface. ... ..o e 389
SHOW iP acCess-liSt ...t e e e 1002
show ipdhcpsnoopingacl........ccooiiiiiiiiiii i 1483
show ip dhcp snooping agent-option ..........cviiii i, 1486
show ip dhcp snooping binding. ...l 1488
show ip dhcp snoopinginterface. ... 1490
show ip dhcp snooping statistics.......covviiiiinii it 1492
Show ip dhCp SNOOPING . ..o i e 1482
show ipdomain-list. ... e 729
show ipdomain-name. ...... ...t et 730
show ip flooding-nexthops ...t e 705
showipforwarding.......c.oiiiiiii i e e 706
ShOW P IgMP GrOUPS ..o e et e e 868
show ipigmpinterface ..........coviiiiiii it 870
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show ip igmp SNOOPING MIOULEr . ...ttt ce e 872

show ip igmp snooping routermode ..........oviiiiiiiiiiiiiii i 873
show ip igmp snooping source-timeout.........oovviiiv i i 874
show ip igmp snooping statistics. .......covii it 875
showipinterface ... e 707
showipirdpinterface........ccoouiiiiiiii i e 709
SHOW P I . e 708
SHOW I NAME- IV, . ottt ettt et ettt 731
ShOW ip ProtoColS M oot e e e 834
showipripdatabase. ... 836
ShOW P P INtEI aCE . oot e e et 837
S OW D D ettt e e e e 835
showiproutedatabase...........ccoiiiiiiiiii i e 785
ShOW ip rOUTE SUMMAIY . ..ottt e e e e eeans 786
SHOW P rOULE. . oo e e 783
SHOW P SOCKETS. .\ttt e e e e et e e e 711
showipsourcebinding ... 1495
show iptraffic .. ..o e 714
show ipv6 access-list (IPv6é Hardware ACLS) ........ooviviiiiiininnenn... 1035
show ipv6 access-list (IPv6 Software ACLS)........oovvviiiiininninnnnnn.. 1042
show ipv6 forwarding. . .......covuiii i et 770
ShOW ipVB INterface. . ..o e et 771
ShOW iPVE MId GroUPS .. v vttt e et e e e eaes 898
showipvb mldinterface .........coiiiiiiiii i e 899
show ipv6 mld snooping mrouter..........c.ovviiiii i e 900
show ipv6 mld snooping statistics. .......co.vevtiintiiiniiiniinnennn 901
Show ipv6 NeIghbors ... .o e e e 772
ShOW ipV6 route SUMMAIY ... u ettt e eaene 775
SHOW iPV6 roUte SUMMATIY ...ttt ettt e et eaenens 789
SHOW PV FOUTE .ttt e et e e 773
SHOW PV FOUTE .« ottt e e et ettt 787
ShOW 1aCp SYS-id . ..ot e 621
SHOW JaCP-CoUNTEY . ..ottt e ettt 622
show Idap server group. ......oevr v e 1374
show lldp interface ......covvirii i e e 1937
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show lldplocal-info. ... ..o e 1940

show lldp neighborsdetail............ ..o 1947
show lldp neighbors. ... e 1945
show Ildp statisticsinterface .........oooviiiiii i 1953
Show Ildp Statistics ....ovurii e 1951
SHOW LA, ot e e 1935
ShOW 10CatioNn . ...o. i e 1955
ShOW 10g CONFig oo e e 370
show logexternal. ... ... e 372
show log permanent. . ......oueiin it e 373
SNOW lOg L e e e 368
ShoW l00p-Protection. . ... vt e e e e e 456
show mac address-table notification mac-change ....................... 1858
show mac address-table thrash-limit .................o.. L, 460
show macaddress-table ......... ..o 458
ShOW Mail . . e 1970
show memory allocations. .........c.oouiiii e 236
show memory history. ... ..o.oiin i i e 238
ShOW MEeMOrY POOIS . ..ottt et e e e e 239
showmemoryshared. ........ ..o 240
SNOW MEMONY . .ottt ettt e e ettt 234
show mirrorinterface. .. ....o.vuiiiin i e 404
SNOW MIITON . . e 403
show mls qos aggregate-policer .........covviiiiiiii it iianenn, 1098
show mls qos interface policer-counters..............cooviiiiiiinnnn.... 1102
show mls qos interface queue-counters ............coovviiiiinnenennnn.. 1103
show mls qos interface storm-status. ..........coveviiriiiirennrenennen.. 1105
showmls qosinterface. ...t e 1099
Show MIs 4OS MaPS COS-QUEUE . ...ttt ei et et e ieeiieiennanns 1106
show mls qos maps premark-dscp ........cooiiiiiiiii i 1107
show mls qos scheduler-set. ...t 1108
SHOW MIS OS . ettt i e e e e 1097
ShOW NtP @SSOCIatioNs ..ottt e et 1838
show ntp counters assoCiations ........c.oveiiiii it iiiiaieeanns 1841
SHOW NP COUNTEIS. .ottt e e et e et eeanans 1840
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SHOW NEP STatUS .ottt e e e e e e 1842

ShOW PING-POIl ... e 2104
show platform classifier statistics utilization brief ........................ 1109
show platform classifier statistics utilization brief ......................... 464
show platform port. ... ..o e 467
show platform. . ... 461
ShOW POlICY-MaP .t e e e 1112
show portetherchannel ........ ...t 623
show port-security interface ...ttt 470
show port-security iNtrusion ..........oievriii it iiiriin e 471
show power-inline COUNErS ..ottt it 646
show power-inline interfacedetail .............ccooiiiiiiiii i, 651
show power-inlineinterface ..ottt 648
Show power-inline. . ..o e s 643
SHOW PHIVIIEgE. ot e e e 178
SO PrOCESS . . ottt ettt e e e e e 241
show proxy-autoconfig-file ........ ... 1291
show radius dynamic-authorization counters.....................oouene. 1400
ShOW radius SEIVer GroUP .. v vt ie et e et e i e inneneanns 1344
show radius statistics ........ocieiiiiniiii e 1402
SNOW radilUs . . et e 1397
Show reboot histOry . ..o e 243
ShOW remote-MIirrOr . ..ot e 405
Show rmon alarm. .. ..o 1979
SNOW MMON BVENT. ..ottt e 1980
ShOW rmoNn hisStory. . ..ov i e e e 1982
ShOW rmon Statistics . . ..o v e 1984
ShOW roUter-id. . ..o 244
show running-configatmf ........ ... ..o i i 1779
show running-configinterface ............cccoiiiiiiiiiiiii i 136
show running-config log. ........coii i e 375
show running-config sNMpP . ... i 1860
show running-config ssh. ...t e 2011
show running-config trigger. ...t 2057
ShOW ruNNINg-Config ....ovvriri e e e 133
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show security-password configuration ..o, 179

ShOW SECUNity-PasSWOrd USEr. .. ..vuvu ettt et e e e eenns 180
Show snmp-server COmMmUNITY . ....vevn i ie i e eieeneanes 1862
SHOW SNMP-SEIVEN GIrOUD vttt e ittt e et et eieeneanenns 1863
SHOW SNMP-SEIVEI 1A .« vttt ittt ettt i e eneas 1864
SHOW SNMP-SEIVEI USET ..\ttt ittt ettt et e e e it i aeanens 1865
SHOW SNMP-SEIVEI VIEW . . .ottt et e et eie e 1866
SN OW S-S VAT . .ottt et ettt ettt ae e, 1861
show spanning-tree brief ........ ... i 547
show spanning-treemstconfig ... 549
show spanning-tree mst detail interface....................oiiiiiiiLL. 552
show spanning-treemstdetail ............ccooiiiiiii i 550
show spanning-tree mstinstanceinterface...................... ...l 555
show spanning-tree mstinstance ...........covtiiiii it nnnennn, 554
show spanning-tree mstinterface..........cooviviiiiin i ininnnan... 556
Show spanning-tree Mt .. ....i it i e et 548
show spanning-tree statistics instanceinterface .......................... 560
show spanning-tree statisticsinstance .............cociiviiiii i, 559
show spanning-tree statisticsinterface ..............oooiiiiiiiiiiia... 562
show spanning-tree statistics .........cvviiiiiii it i ie e 557
show spanning-tree vlanrange-index ..., 564
ShOW SPaNNINg-tree . ...t 544
show sshclient . ... e 2015
show ssh serverallow-users. ........ ..ot 2018
Show ssh server deny-Users ........ooveviiiniii i, 2019
ShOW SSh Server. ..o e 2016
SNOW SSh L e 2013
ShOW Startup-config . ....cooviii i e e e e 138
show static-channel-group. ... 624
show stoat collector ...... ..o 1802
show stoat destinations. .........ooueiiiiiniii e 1804
ShoW StOrm-CoNtrol. ... e 472
show system environment CoOUNers. . ......vuiiininininieeneenenannn. 247
Show system environNMENT. . .....outti i i iaeens 246
show system fiber-monitoring ... 271
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ShOW SYStemM INTEITUPTS . ..o o vttt e eeeee 249

SNOW SYStEM MAC. . ettt et e e et 250
show system pluggabledetail...........ccooiiiiiiii i 276
show system pluggable diagnostics..........ccovviiiiiiii i, 279
show system pluggable. ... e 274
show system serialnumber....... .. ... i 251
SO SY S eI ittt e e e e 245
SNOW TACACSt . o ettt e 1439
SHOW teCh-SUPPOIt .ttt e ettt 252
show telnet. . ... o 181
show test cable-diagnostics tdr .........cooviiiiiiiii it 281
0] 010 1YLV T T =T 2058
SOW USBIS ettt ettt ettt et e e e 182
SNOW VEISION ...ttt e e 139
show vlan classifier group interface ..........coooiiiiiiiiii ... 496
show vlan classifier group. ..ot e 495
show vlan classifier interface group .........ooviiiiii it 497
show vlan classifierrule........ ..o 498
show vlan private-vlan. ...... ... e 499
ShOW VIan .. 494
shutdown (Stoat-dest) .......vuveirir it 1806
ShULdOWN . . e 397
snmp trap link-status SUPPIesS . ..ottt cie e eeieeaen 1868
snmp trap link-status ...t e 1867
SAMP traP MAC-ChaNge ...t et e e 1870
SNMP-SEIVEr COMMUNITY . .ottt ettt e e i e eieeaeennens 1873
SNMP-SEIVEr CONTACT. ...ttt ettt ettt ettt ettt eeeeeeaenannaaannnns 1874
snmp-server enable trap . ... e 1875
snmp-server enginelD localreset. ... 1880
snmp-serverenginelDlocal ... 1878
SNIMP-SEIVEI GFOUP .+« e ettt ettt et e et e aeeeaeeeaeeeaneenaneennness 1881
SNMIP-SEIVEN MOt . ottt e e et et e e 1883
snmp-server legacy-ifadminstatus. .............ooii ittt 1885
snMp-server location ... ... e 1886
SNMP-SErver SOUrce-iNterface .........vve it i ciie s, 1887
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snmp-server startup-trap-delay ... 1888

E] 1] Y= = T L < 1889
SN P-SE VO VIBW . .« ot ettt ettt ettt ettt et et ateeaeeanneannneans 1892
0] Y001 o Y= 7= P 1871
£ 01U (o= T 1S PP 2108
spanning-tree autoedge (RSTPand MSTP) ........coviiiiiiiiii i, 565
spanning-tree bpdu ...t e 566
spanning-tree cisco-interoperability (MSTP) ..........c.coiiiiiiiiina... 568
spanning-tree edgeport (RSTPand MSTP) ..., 569
spanning-treeenable. ... .. ... 570
spanning-tree errdisable-timeoutenable..................... ool 572
spanning-tree errdisable-timeoutinterval .................. ... oo, 573
spanning-tree force-Version. ........o.viiii ittt iii i 574
spanning-tree forward-time. ... it 575
SpPaNNINg-tree guUard rOOT . ... .vvt vt e ettt e e e 576
spanning-tree hello-time ....... ..o e 577
spanning-tree link-type...... ..o 578
SPANNING-TrEE MAX-A0E + o ettt ettt ettt ettt et i neae it eneeneennens 579
spanning-tree max-hops (MSTP) ...t 580
SPANNING-TrEE MO . ..ttt e e et ettt it ne ey 581
spanning-tree mst configuration.............coo i i 582
spanning-tree mstinstance path-cost ............ooviiiiiiiiii i iin, 584
spanning-tree mstinstance Priority ........couvvivie i innienneennenn. 586
spanning-tree mst instance restricted-role............. ..., 587
spanning-tree mstinstance restricted-tcn ............. i, 589
spanning-tree MstiNStanCe ... ..ottt e eaeenn, 583
SPANNING-Tree Path-COSt ... vttt ittt e et et e e eneas 590
spanning-tree portfast (STP) ... i 591
spanning-tree portfast bpdu-filter................oi il 593
spanning-tree portfast bpdu-guard ............. ... i 595
spanning-tree priority (bridge priority) ........c.cvviiiii i 597
spanning-tree priority (POrt priority). ........ooieiiiiiii i 598
spanning-tree restricted-role. .........ooiiiii i 599
spanning-tree restricted-taN ...t i 600
spanning-tree transmit-holdcount ..................oi i 601
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PO .ttt e e 473
ssh clientallow-legacy-ssh-rsa ........c.coiiiiniii i 2024
SShclient . ..o 2022
ssh server allow-legacy-ssh-rsa.............coiii i 2027
sshserverallow-users. ... ..o e 2028
ssh server authentication ............c.ciiiiiiiii i 2030
SSh SErVer deny-USErs .. ...ttt 2032
ssh server max-auth-tries ....... ...t 2034
ssh serverresolve-host. ... .. ..o 2035
] Y=Y V=] 2 o o 7S AP 2036
SSh server secure-algs. .. ..o v i e e 2037
ssh server secure-Ciphers ... e 2038
ssh server secure-hostkey ... 2039
SSH SEIVEr SECUIE-KEX ...\ttt 2040
SSH SEIVEr SECUIE-MAC ..ottt ettt et ettt eeiae e 2041
SSh SeIVer STt P oo 2042
ssh servertcpforwarding. ........oovevi i e 2043
SS SBIVT . e 2025
7] 1 2020
STAT Lo e 1780
static-channel-group ..o e 625
stoat collectorenable. ... ... 1807
stoat collector expiry-period ..o 1808
stoat collectorkey . .....oooiiiii e 1809
stoat collector trustpoint. ..ot e 1811
stoat destination ...........ooiiiiiiiiii e 1812
STOAt diSCOVRIY Lttt e e e e 1814
STOrM-aCtioN ... e 1113
storm-controllevel ....... .. e 475
STOrM-dOWNTIME ... e 1114
STOIM-ProtECtION ..ottt i e e e e 1115
SO M-T AT . et e e 1116
STOMM-WINAOW. .. et e 1117
strict-priority-queue egress-rate-limitqueues..............c.ooviiienL. 1118
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strict-priority-queue queue-limit ....... ... 1119

StriCt-USer-process-Control ... ...ouiui it 140
Strict-User-process-Control . ... ...t e 183
subject-name (ca-trustpoint) . .....cov it e 1430
switchportaccessvlan . ... ..o e 500
switchport atmf-agentlink ............ i 1782
switchportatmf-arealink. .........ccoiiii i i 1783
switchport atmf-crosslink ... 1785
switchport atmf-guestlink. ... 1787
switchportatmf-link . ....... ..o i e 1789
switchport block unicast-flooding................coiiiiiiii 476
switchportenablevlan. ... e 501
SWItChPOrt MOdE aCCess .o v vttt i i 502
switchport mode private-vlan trunk promiscuous......................... 504
switchport mode private-vlan trunk secondary ................ooooeiinn, 506
switchport mode private-vlan. ...t 503
switchportmode trunk ... ..o e 508
switchport port-security aging . .....oovuviiir it 480
switchport port-security maximum. .........ooiiiiiiii it 482
switchport port-security violation ..ot 484
SWItChPOIt POrt-SECUNITY ..o \v ettt e 478
switchport private-vlan host-association ..................... ... ...l 509
switchport private-vlan mapping. ......ccovviiii it 510
SWitChport remMoOte-MirrOr-6gress. . .vv vttt ittt ci et eieeiieaanens 407
switchport trunkallowed vlan. ... 511
switchport trunk nativevlan ........... . i 514
SWItChPOIt VOICE dSCP. . oot e et 516
switchport voice vlan priority ... 519
switchportvoicevlan ... ..o e 517
tacacs-server host ... ...ouin i e 1441
TACACS-SEIVEI KBY ittt ettt et et ettt e e 1443
tacacs-server timeouUt. ... .ottt e 1444
£ el e 11 ] 'y o TS 716
L] T BET=T 7= 185
L] T 184
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terminal length. ... i e e 186

terminal mMoNItor ... ... e 256
terminal resize. ... e 187
test cable-diagnostics tdrinterface............coiiii it 282
=] S 2063
thrash-limiting ... i e 486
L1 TS T T 11 2064
timeout (Idap-Server) .....vn i e e e e 1376
timeout (PING POIlING) ..o 2110
TMeErs (RIP) .. e e e 838
L= Ll =] o 1 L £ =1 01 S 776
L8 = T <] (o 11 | < 717
L8] © 2 AP 2066
trigger activate . ... ..o e 2068
L4 o T <] P 2067
L0153 e Y o T 1120
trustpoint (Stoat-dest) .....o.vriiiiii i e e e 1815
type atmfguest. ... e 1790
type atmfguest. .. ..o e 2069
typeatmfnode. ... ... 1791
typeatmfnode. ... ... 2070
L1877 013 o LU 2072
LY P BNV-SENSON ettt ettt ettt e e et 2073
typeinterface .. ..o e 2075
type linkmon-probe ... ... 2076
Y P lOg et e 2078
187 o Ll T 11 o 1 AP 2079
Y P MBMOIY . ettt e e 2080
BYPE PEHOAIC . o ettt e 2081
type PING-POll .. e 2082
Y P P PO . . ettt ettt e e 2083
tYPE rEbOOL .. e 2084
Y P M. e e 2085
Y P USD. ot 2086
(UL aTe =] oTU T - - T PP 1346
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undebugall ... e e e 257

undebug atmf. ..o e 1793
UNAEbUG dOTTX. .ttt e e e e e 1162
(U1 g Ve 1=] o T T =Y o 1 P 1525
UNAEbUG IgMP oo e e e 877
UNAebUG ipirdp .o e 719
undebugip packetinterface .........coviiiiiiiiii i e 718
UNAEbUG laCp oo e e 627
UNdebug looPProt. ... e e 487
undebugmail ... e 1971
UNAEDUG MSTP ot e e e et e e e e 602
undebug ping-poll ... e 2112
undebug platform packet. ... 488
undebug radius . ... e 1403
(U1 g Ve 1=Y o T T 8 o 50 839
UNAEbUG SNMID . e e e e e e et e 1893
undebug sshclient ... ... e 2044
UNAEbUg SSh SEIVET. .. e e e e 2045
UNAEbUG Trgger. .ot e e e e e e e 2087
(80T T 1= 1816
U 0 o T 0 141
UNMOUNT . Lttt ettt it i e 376
L8]0 el o 11 | ) S 2111
username (@atmf-guest). . ....ooviii i i e e e 1794
USEINAIMNIE & .ttt ettt ettt ettt ettt 188
Version (RIP) ... e 840
vlan classifieractivate. ...... ..o 522
vlan classifier group ... e 523
vlan classifierrule ipva. . ... e 524
vlan classifierrule proto. ... e 525
vlandatabase ... 528
vlan mode remote-mirror-vlan ........ ... .o 408
VIaN 520
vty access-class (numbered) ...... ..o 1003
vty ipv6 access-class (named) ..ot e 1043
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Wrte file. e 142
W MIEIMIOIY ettt et ettt et e et et et e et eeteneeneeanennenneennennens 143
Write terminal ... ..o e e e 144
wrr-queue disable QUEUES . ...t e 1122
wrr-queue egress-rate-limitqueues ...t i 1123
wrr-queue queue-limit. ... ... e 1124
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Part 1: Setup and Troubleshooting
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CLI Navigation
Commands

Introduction

Overview This chapter provides an alphabetical reference for the commands used to
navigate between different modes. This chapter also provides a reference for the
help and show commands used to help navigate within the CLI.

Command List

“configure terminal” on page 73

. “disable (Privileged Exec mode)” on page 74
. “do” on page 75

. “enable (Privileged Exec mode)” on page 76
. “end” on page 78

. “exit” on page 79

. “help” on page 80

. “logout” on page 81
. “show history” on page 82
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CLI NAVIGATION COMMANDS

CONFIGURE TERMINAL

configure terminal

Overview
Syntax
Mode

Example

C613-50662-01 Rev A

This command enters the Global Configuration command mode.
configure terminal

Privileged Exec
To enter the Global Configuration command mode (note the change in the
command prompt), enter the command:

awplus# configure terminal

awplus (confiqg) #

Command Reference for GS980M Series
AlliedWare Plus™ Operating System - Version 5.5.3-1.x
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CLI NAVIGATION COMMANDS
DISABLE (PRIVILEGED EXEC MODE)

disable (Privileged Exec mode)

Overview This command exits the Privileged Exec mode, returning the prompt to the User
Exec mode. To end a session, use the exit command.

Syntax disable
Mode Privileged Exec

Example To exit the Privileged Exec mode, enter the command:
awplus# disable
awplus>
Related enable (Privileged Exec mode)
commands

end

exit
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CLI NAVIGATION COMMANDS
DO

do

Overview This command lets you to run User Exec and Privileged Exec mode commands
when you are in any configuration mode.

Syntax do <command>

Parameter Description

<command>  Specify the command and its parameters.

Mode Any configuration mode

Example awplus# configure terminal

awplus (config)# do ping 192.0.2.23
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CLI NAVIGATION COMMANDS
ENABLE (PRIVILEGED EXEC MODE)

enable (Privileged Exec mode)

Overview This command enters the Privileged Exec mode and optionally changes the
privilege level for a session. If a privilege level is not specified then the maximum
privilege level (15) is applied to the session. If the optional privilege level is omitted
then only users with the maximum privilege level can access Privileged Exec mode
without providing the password as specified by the enable password or enable
secret (deprecated) commands. If no password is specified then only users with the
maximum privilege level set with the username command can assess Privileged
Exec mode.

Syntax enable [<privilege-level>]

Parameter Description

<privilege Specify the privilege level for a CLI session in the range <1-15>, where

- level> 15 is the maximum privilege level, 7 is the intermediate privilege level
and 1 is the minimum privilege level. The privilege level for a user must
match or exceed the privilege level set for the CLI session for the user
to access Privileged Exec mode. Privilege level for a user is configured
by username.

Mode User Exec

Usage notes Many commands are available from the Privileged Exec mode that configure
operating parameters for the device, so you should apply password protection to
the Privileged Exec mode to prevent unauthorized use. Passwords can be
encrypted but then cannot be recovered. Note that non-encrypted passwords are
shown in plain text in configurations.

The username command sets the privilege level for the user. After login, users are
given access to privilege level 1. Users access higher privilege levels with the
enable (Privileged Exec mode) command. If the privilege level specified is higher
than the users configured privilege level specified by the username command,
then the user is prompted for the password for that level.

Note that a separate password can be configured for each privilege level using the
enable password and the enable secret (deprecated) commands from the Global
Configuration mode. The service password-encryption command encrypts
passwords configured by the enable password and the enable secret (deprecated)
commands, so passwords are not shown in plain text in configurations.

Example The following example shows the use of the enable command to enter the
Privileged Exec mode (note the change in the command prompt).

awplus> enable
awplus#

The following example shows the enable command enabling access the
Privileged Exec mode for users with a privilege level of 7 or greater. Users with a
privilege level of 7 or greater do not need to enter a password to access Privileged

C613-50662-01 Rev A Command Reference for GS980M Series 76
AlliedWare Plus™ Operating System - Version 5.5.3-1.x



CLI NAVIGATION COMMANDS
ENABLE (PRIVILEGED EXEC MODE)

Exec mode. Users with a privilege level 6 or less need to enter a password to access
Privilege Exec mode. Use the enable password command or the enable secret
(deprecated) commands to set the password to enable access to Privileged Exec
mode.

awplus> enable 7

awplus#

Related disable (Privileged Exec mode)

commands
enable password
enable secret (deprecated)
exit
service password-encryption
username
C613-50662-01 Rev A Command Reference for GS980M Series 77

AlliedWare Plus™ Operating System - Version 5.5.3-1.x
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END

end

Overview

Syntax

Mode

Example

Related
commands
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This command returns the prompt to the Privileged Exec command mode, from
any advanced command mode.

end

All advanced command modes, including Global Configuration and Interface
Configuration modes.

The following example shows how to use the end command to return to the
Privileged Exec mode directly from Interface Configuration mode.

awplus# configure terminal

awplus (config)# interface vlan2

awplus (config-if) # end

awplusf#

disable (Privileged Exec mode)
enable (Privileged Exec mode)

exit
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EXIT

exit

Overview

Syntax

Mode

Example

Related
commands
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This command exits the current mode, and returns the prompt to the mode at the
previous level. When used in User Exec mode, the exit command terminates the
session.

exit

All command modes, including Interface Configuration and Global Configuration
modes.

The following example shows the use of the exit command to exit Interface
Configuration mode and return to Global Configuration mode.

awplus# configure terminal

awplus (config)# interface vlan2

awplus (config-if) # exit

awplus (config) #

disable (Privileged Exec mode)
enable (Privileged Exec mode)

end
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HELP

help

Overview This command displays a description of the AlliedWare Plus™ OS help system.
Syntax help
Mode All command modes

Example To display a description on how to use the system help, use the command:

awplus# help

Output Figure 1-1:  Example output from the help command

When you need help at the command line, press '?'.

If nothing matches, the help list will be empty. Delete
characters until entering a '?' shows the available options.

Enter '?' after a complete parameter to show remaining wvalid
command parameters (e.g. 'show ?').

Enter '?' after part of a parameter to show parameters that
complete the typed letters (e.g. 'show ip?').
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LOGOUT

logout

Overview This command exits the User Exec or Privileged Exec modes and ends the session.
Syntax logout
Mode User Exec and Privileged Exec

Example To exit the User Exec mode, use the command:

awplus# logout
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SHOW HISTORY

show history

Overview

Syntax
Mode

Example

Output
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This command lists the commands entered in the current session. The history
buffer is cleared automatically upon reboot.

The output lists all command line entries, including commands that returned an
error.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show history
User Exec and Privileged Exec

To display the commands entered during the current session, use the command:

awplus# show history

Figure 1-2:  Example output from the show history command

en
show ru

conf t

route-map er deny 3
exit

ex

~ o U W N

di
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Device GUI and
Vista Manager EX
Commands

Introduction

Overview

Command List
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This chapter provides an alphabetical reference of commands used to configure
the Device GUI. They also allow your device to be monitored and managed by Vista
Manager EX™.

For more information, see Getting Started with the Device GUI on Switches.

. “atmf topology-gui enable” on page 84
. “http log webapi-requests” on page 85
. “http port” on page 86

. “http secure-port” on page 87
. “http trustpoint” on page 88

. “log event-host” on page 90

. “service http” on page 91

. “show http” on page 92
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ATMF TOPOLOGY-GUI ENABLE

atmf topology-gui enable

Overview

Syntax

Default

Mode

Usage notes

Examples

Related
commands
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Use this command to enable the operation of Vista Manager EX on the Master
device.

Vista Manager EX delivers state-of-the-art monitoring and management for your
Autonomous Management Framework™ (AMF) network, by automatically creating
a complete topology map of switches, firewalls and wireless access points (APs).
An expanded view includes third-party devices such as security cameras.

Use the no variant of this command to disable operation of Vista Manager EX.

atmf topology-gui enable
no atmf topology-gui enable

Disabled by default on AMF Master and member nodes. Enabled by default on
Controllers.

Global Configuration mode

To use Vista Manager EX, you must also enable the HTTP service on all AMF nodes,
including all AMF masters and controllers. The HTTP service is enabled by default
on AlliedWare Plus switches and disabled by default on AR-Series firewalls. To
enable it, use the commands:

Nodel# configure terminal
Nodel (config)# service http

On one master in each AMF area in your network, you also need to configure the
master to send event notifications to Vista Manager EX. To do this, use the
commands:

Nodel# configure terminal

Nodel (config)# log event-host <ip-address> atmf-topology-event

To enable Vista Manager EX on Node1, use the commands:
Nodel# configure terminal

Nodel (config)# atmf topology-gui enable

To disable Vista Manager EX on Node1, use the commands:
Nodel# configure terminal

Nodel (config)# no atmf topology-gui enable

atmf enable
log event-host

service http
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HTTP LOG WEBAPI-REQUESTS

http log webapi-requests

Overview Use this command to log authenticated web API requests. These logs allow you to
monitor and debug Vista Manager EX or Device GUI interactions with your device.

See the Logging Feature Overview and Configuration Guide for more information
about the different types of logging and how to filter log messages.

Use the no variant of this command to disable authenticated web APl request
logging.

Syntax http log webapi-requests {configuration]all}

no http log webapi-requests

Parameter Description

configuration Log PUT, POST, and DELETE requests.

all Log PUT, POST, DELETE, and GET requests.

Default Web APl request logging is disabled.
Mode Global Configuration
Example To enable logging of all authenticated web API requests, use the following
commands:
awplus# configure terminal
awplus (config)# http log webapi-requests all

To disable logging of authenticated web API requests, use the following
commands:

awplus# configure terminal
awplus (config)# no http log webapi-requests
Related http port
commands .
service http
show log

Command Version 5.4.8-1.1: command added
changes
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HTTP PORT

http port

Overview

Syntax

Default
Mode

Usage notes

Example

Related
commands

Command
changes
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Use this command to change the HTTP port used to access the web-based device
GUI, or to disable HTTP management.

Use the no variant of this command to return to using the default port, which is 80.

http port {<1-65535>|none}

no http port

Parameter Description

<1-65535> The HTTP port number

none Disable HTTP management. You may want to do this if you need
to use port 80 for a different service or you do not need to use
HTTP at all.

The default port for accessing the GUI is port 80.
Global Configuration

Do not configure the HTTP port to be the same as the HTTPS port.
Note that the device will redirect from HTTP to HTTPS unless you have disabled
HTTPS access, which we do not recommend doing.

To set the port to 8080, use the commands:

awplus# configure terminal

awplus (config)# http port 8080

To return to using the default port of 80, use the commands:
awplus# configure terminal

awplus (config)# no http port

To stop users from accessing the GUI via HTTP, use the commands:
awplus# configure terminal

awplus (config)# http port none

http secure-port
service http

show http

Version 5.4.7-2.4: command added on AR-Series devices

Version 5.4.8-0.2: command added on AlliedWare Plus switches
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HTTP SECURE-PORT

http secure-port

Overview Use thiscommand to change the HTTPS port used to access the web-based device
GUI, or to disable HTTPS management.

Use the no variant of this command to return to using the default port, which is
443,

Syntax http secure-port {<1-65535>|none}

no http secure-port

Parameter Description

<1-65535> The HTTPS port number
none Disable HTTPS management. Do not do this if you want to use
Vista Manager EX or the GUI.

Default The default port for accessing the GUI is port 443.
Mode Global Configuration

Usage notes Do not configure the HTTPS port to be the same as the HTTP port.
Note that if you are using Vista Manager EX and need to change the HTTPS port,

you must use certificate-based authorization in Vista Manager EX. See the Vista
Manager EX Installation Guide for instructions.
Example To setthe port to 8443, use the commands:
awplus# configure terminal
awplus (config)# http secure-port 8443
To return to using the default port of 443, use the commands:
awplus# configure terminal
awplus (config)# no http secure-port
To stop users from accessing the GUI via HTTPS, use the commands:
awplus# configure terminal
awplus (config)# http secure-port none
Related http port
commands

service http

show http

Command Version 5.4.7-1.1: command added on AR-Series devices

changes .
9 Version 5.4.7-2.4: none parameter added
Version 5.4.8-0.2: command added on AlliedWare Plus switches
C613-50662-01 Rev A Command Reference for GS980M Series 87

AlliedWare Plus™ Operating System - Version 5.5.3-1.x


https://www.alliedtelesis.com/install/vista-manager-ex-installation-guide
https://www.alliedtelesis.com/install/vista-manager-ex-installation-guide

DeviCE GUI AND VISTA MANAGER EX COMMANDS

HTTP TRUSTPOINT

http trustpoint

Overview

Syntax

Default
Mode

Usage notes

Example
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Use this command to set the PKI trustpoint to use for secure HTTP communication
to an AlliedWare Plus device.

Use the no variant of this command to revert to using the default trustpoint
‘default-selfsigned’.

http trustpoint <trustpoint-name>

no http trustpoint

Parameter Description

<trustpoint-name>  Name of trustpoint

By default, HTTP uses the ‘default-selfsigned’ trustpoint.
Global Configuration

Before using the http trustpoint command you will need to establish a trustpoint.
For example, you can create a local self-signed trustpoint using the procedure
outlined below.

Create a self-signed trustpoint called ‘vista’ with keypair ‘vista_key":
awplus# configure terminal

awplus (config)# crypto pki trustpoint vista

awplus (ca-trustpoint)f# enrollment selfsigned

awplus (ca-trustpoint)f rsakeypair vista key

awplus (ca-trustpoint) # exit

awplus (config) # exit

Create the root and server certificates for this trustpoint:

awplus# crypto pki authenticate vista

awplus# crypto pki enroll vista

For more information about the AlliedWare Plus implementation of Public Key
Infrastructure (PKI), see the Public Key Infrastructure (PKI) Feature Overview and
Configuration Guide

To configure HTTP to use the trustpoint ‘vista’, use the commands:
awplus# configure terminal

awplus (config)# http trustpoint vista
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HTTP TRUSTPOINT
To configure HTTP to use the default trustpoint ‘default-selfsigned’, use the
commands:
awplus# configure terminal
awplus (config)# no http trustpoint
Related crypto pki trustpoint
commands . .
show crypto pki certificates
show crypto pki trustpoint
Command Version 5.5.1-2.1: command added
changes

C613-50662-01 Rev A
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LOG EVENT-HOST

log event-host

Overview

Syntax

Default
Mode

Usage notes

Example

Related
commands
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Use this command to set up an external host to log AMF topology events through
Vista Manager. This command is run on the Master device.

Use the no variant of this command to disable log events through Vista Manager.

log event-host [<ipv4-addr>|<ipvé-addr>] atmf-topology-event

no log event-host [<ipv4-addr>|<ipvé-addr>] atmf-topology-event

Parameter Description

<ipv4-addr> ipv4 address of the event host

<ipvé-addr> ipv6 address of the event host

Log events are disabled by default.
Global Configuration

Event hosts are set so syslog sends the messages out as they come.

Note that there is a difference between log event and log host messages:

. Log event messages are sent out as they come by syslog

. Log host messages are set to wait for a number of messages (20) to send
them out together for traffic optimization.

To enable Node 1 to log event messages from host IP address 192.0.2.31, use the

following commands:

Nodel# configure terminal

Nodel (config) # log event-host 192.0.2.31 atmf-topology-event

To disable Node 1 to log event messages from host IP address 192.0.2.31, use the
following commands:

Nodel# configure terminal

Nodel (config)# no log event-host 192.0.2.31 atmf-topology-event

atmf topology-gui enable
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SERVICE HTTP

service http

Overview Use this command to enable the HTTP (Hypertext Transfer Protocol) service.
This service is required to support Vista Manager EX™ and the Device GUI.

Use the no variant of this command to disable the HTTP feature.

Syntax service http

no service http
Default Enabled
Mode Global Configuration

Example To enable the HTTP service, use the following commands:
awplus# configure terminal

awplus (confiqg)

# service http
To disable the HTTP service, use the following commands:
awplus# configure terminal
awplus (config)# no service http
Related http port
commands
http secure-port

show http
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SHOW HTTP

show http

Overview
Syntax
Mode

Example

Output

This command shows the HTTP server settings.
show http
User Exec and Privileged Exec

To show the HTTP server settings, use the command:

awplus# show http

Figure 2-1:  Example output from the show http command

Related
commands

clear line vty

service http
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File and
Configuration
Management

Commands

Introduction

Overview This chapter provides an alphabetical reference of AlliedWare Plus™ OS file and
configuration management commands.

Filename Syntax Many of the commands in this chapter use the placeholder ‘filename’ to represent
and Keyword the name and location of the file that you want to act on. The following table
Usage explains the syntax of the filename for each different type of file location.

When you copy a

file... Use this syntax: Example:

Copyingin local flash:[/] [<directory>/]<filename> To specify afile in the configs directory
flash memory in flash:

flash:configs/example.cfg

Copyingtoorfrom wusb:[/] [<directory>/]<filename> To specify a file in the top-level
a USB storage directory of the USB stick:
device usb:example.cfg
Copying with http:// [ [<username>:<password>]@] To specify afile in the configs directory
HTTP {<hostname>|<host-ip>}[/<filepath on theserver:
>]/<filename> http://www.company.com/configs/exa
mple.cfg

Copying withTFTP  tftp://[[<location>]/<directory>] To specify afilein the top-level
/<filename> directory of the server:
tftp://172.1.1.1/example.cfg

Copying with SCP scp://<username>@<location>[/<dir To specify afile in the configs directory
ectory>] [/<filename>] on the server, logging on as user ‘bob’:

eg.
scp://bob@10.10.0.12/configs/example

.cfg

Copying with SFTP  sftp://[[<location>]/<directory>] To specify afilein the top-level
/<filename> directory of the server:
sftp://10.0.0.5/example.cfg
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Valid characters

Syntax for
directory listings

Command List
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The filename and path can include characters from up to four categories. The
categories are:

1) uppercase letters: Ato Z
2) lowercase letters:a to z
3) digits:0to 9

4)  special symbols: most printable ASCll characters not included in the previous
three categories, including the following characters:

.
- e
.2

Do not use spaces, parentheses or the + symbol within filenames. Use hyphens or
underscores instead.
A leading slash (/) indicates the root of the current file system location.

In commands where you need to specify the local file system’s flash base directory,
you may use flash or flash: or flash:/. For example, these commands are all the
same:

. dir flash
. dir flash:
. dir flash:/

Similarly, you can specify the USB storage device base directory with usb or usb:
or usb:/

You cannot name a directory or subdirectory flash, nvs, usb, card, tftp, scp, sftp
or http. These keywords are reserved for tab completion when using various file
commands.

. "autoboot enable” on page 96
. “boot config-file” on page 97
. “boot config-file backup” on page 99

. “boot system” on page 100
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“boot system backup” on page 102
“cd” on page 103

“copy (filename)” on page 104

“copy debug” on page 106

“copy running-config” on page 107
“copy startup-config” on page 108
“copy zmodem” on page 109

“create autoboot” on page 110
“delete” on page 111

“delete debug” on page 112

“dir" on page 113

“edit” on page 115

“erase factory-default” on page 117
“erase startup-config” on page 118
“ip tftp source-interface” on page 119
“ipv6 tftp source-interface” on page 120
“mkdir” on page 121

“move” on page 122

“move debug” on page 123

“pwd” on page 124

“rmdir” on page 125

“show autoboot” on page 126

“show boot” on page 127

“show hash” on page 129

“show file” on page 130

“show file systems” on page 131
“show running-config” on page 133
“show running-config interface” on page 136
“show startup-config” on page 138
“show version” on page 139

|ll

“strict-user-process-control” on page 140
“unmount” on page 141

“write file” on page 142

“write memory” on page 143

Ill

“write terminal” on page 144
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AUTOBOOT ENABLE

autoboot enable

Overview

Syntax

Default

Mode

Example

Related
commands
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This command enables the device to restore a release file and/or a configuration
file from a USB storage device.

When the Autoboot feature is enabled, the device looks for a special file called
autoboot.txt on the external media. If this file exists, the device will check the key
and values in the file and recover the device with a new release file and/or
configuration file from the external media. An example of a valid autoboot.txt file
is shown in the following figure.

Figure 3-1:  Example autoboot.txt file

[AlliedWare Plus]

Copy from external media enabled=yes
Boot Release=GS980M-5.5.3-1.1.rel
Boot Config=networkl.cfg

Use the no variant of this command to disable the Autoboot feature.

autoboot enable

no autoboot enable

The Autoboot feature operates the first time the device is powered up in the field,
after which the feature is disabled by default.

Global Configuration

To enable the Autoboot feature, use the command:
awplus# configure terminal

awplus (config)# autoboot enable

create autoboot

show autoboot

show boot
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BOOT CONFIG-FILE

boot config-file

Overview

Syntax

Mode

Usage notes

Examples
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Use this command to set the configuration file to use during the next boot cycle.

Use the no variant of this command to remove the configuration file.

boot config-file <filepath-filename>

no boot config-file

Parameter Description

<filepath-filename> Filepath and name of a configuration file.
The specified configuration file must exist in the
specified filesystem.
Valid configuration files must have a . cfg extension.

Global Configuration

You can only specify that the configuration file is on a USB storage device if there
is a backup configuration file already specified in flash. If you attempt to set the
configuration file on a USB storage device and a backup configuration file is not
specified in flash, the following error message is displayed:

)

% Backup configuration files must be stored in the flash
filesystem

For an explanation of the configuration fallback order, see the File Management
Feature Overview and Configuration Guide.

To run the configuration file “branch.cfg” the next time the device boots up, when
“branch.cfg” is stored on the device’s flash filesystem, use the commands:
awplus# configure terminal

awplus (config)# boot config-file flash:/branch.cfg

To stop running the configuration file “branch.cfg” when the device boots up,
when “branch.cfg” is stored on the device's flash filesystem, use the commands:

awplus# configure terminal
awplus (config)# no boot config-file flash:/branch.cfg

To run the configuration file “branch.cfg” the next time the device boots up, when
“branch.cfg” is stored on a USB storage device, use the commands:

awplus# configure terminal

awplus (config)# boot config-file usb:/branch.cfg
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BOOT CONFIG-FILE

To stop running the configuration file “branch.cfg” when the device boots up,
when “branch.cfg” is stored on a USB storage device, use the commands:

awplus# configure terminal

awplus (config)# no boot config-file usb:/branch.cfg

Related boot config-file backup

commands
boot system
boot system backup
show boot
C613-50662-01 Rev A Command Reference for GS980M Series
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BOOT CONFIG-FILE BACKUP

boot config-file backup

Overview

Syntax

Mode

Usage notes

Examples

Related
commands
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Use this command to set a backup configuration file to use if the main
configuration file cannot be accessed.

Use the no variant of this command to remove the backup configuration file.

boot config-file backup <filepath-filename>

no boot config-file backup

Parameter Description

<filepath-filename> Filepath and name of a backup configuration file.
Backup configuration files must be in the flash filesystem.
Valid backup configuration files must have a . cfg
extension.

backup The specified file is a backup configuration file.

Global Configuration

For an explanation of the configuration fallback order, see the File Management
Feature Overview and Configuration Guide.

To set the configuration file backup.cfg as the backup to the main configuration
file, use the commands:

awplus# configure terminal

awplus (config)# boot config-file backup flash:/backup.cfg

To remove the configuration file backup.cfg as the backup to the main
configuration file, use the commands:

awplus# configure terminal

awplus (config)# no boot config-file backup flash:/backup.cfg

boot config-file
boot system
boot system backup

show boot
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BOOT SYSTEM

boot system

Overview

Syntax

Mode

Usage notes

Examples
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Use this command to set the release file to load during the next boot cycle.

Use the no variant of this command to stop specifying a primary release file to boot
from. If the device boots up with no release file set, it will use autoboot or the
backup release file if either of those are configured. You can also use the boot
menu to select a release file source. To access the boot menu, type Ctrl-B at
bootup.

boot system <filepath-filename>

no boot system

Parameter Description

<filepath-filename> Filepath and name of a release file.
The specified release file must exist and must be stored
in the root directory of the specified filesystem.
Valid release files must have a .rel extension.

Global Configuration

You can only specify that the release file is on a USB storage device if there is a
backup release file already specified in flash. If you attempt to set the release file
on a USB storage device and a backup release file is not specified in flash, the
following error message is displayed:

% A backup boot image must be set before setting a current boot
image on USB storage device

To boot up with the release file GS980M-5.5.3-1.1.rel the next time the device
boots up, when the release file is stored on the device’s flash filesystem, use the
commands:

awplus# configure terminal
awplus (config)# boot system flash:/GS980M-5.5.3-1.1.rel

To run the release file GS980M-5.5.3-1.1.rel the next time the device boots up,
when the release file is stored on a USB storage device, use the commands:

awplus# configure terminal

awplus (config)# boot system usb:/GS980M-5.5.3-1.1.rel
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